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Definitions

• Electronics Manufacturing Industry
– Substitutes or unauthorized copies

– A part in which the materials used or its performance has changed without 
notice

– A substandard component misrepresented by the supplier

• Electronics Distributor Industry
– Items that are produced or distributed in violation of intellectual property rights, 

copyrights, or trademark laws

– Items that are deliberately altered in such a way as to misrepresent the actual 
quality of the item with intent to defraud or deceive the purchaser.
• Any information omitted or means taken to mislead the purchaser to believe that 

such items are authentic or lawful

• US Department of Energy
– A copy or substitute without legal right or authority to do so, or one whose 

material, performance, or characteristics are knowingly misrepresented

• EIA/G-12 Committee
– An item whose identity or pedigree has been deliberately altered or 

misrepresented by its supplier
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Where They Come From

• Parts may be re-topped and/or re-

marked to disguise parts differing from 

those offered by the original part 

manufacturer

• Defective parts scrapped by the 

original manufacture may be salvaged 

and sold as compliant parts

• Previously used parts may be 

salvaged from scrapped assemblies 

and resold as new

• Refurbished devices represented as 

new product 
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op amp for Shuttle/Station 

notebook computers
Space Shuttle pyrotechnic 

actuator voltage reference

Silicon bilateral switches used in ejection seat hardware 

Space Shuttle Pulse-Width-Modulation motor driver 
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How They’re Produced
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A child salvaging components from a circuit board

A landfill of discarded circuit boards
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Counterfeiting Industry
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Counterfeiting Industry
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The Trend
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Quantity of alerts will increase throughout 2012
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The Magnitude
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Trend and Magnitude
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Year
Number of 

Incidents

2005 1

2006 29

2007 169

2008 604

United States Customs Notifications 
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The Impact
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EE-A-06-01 Test failures at a defense contractor were found to be microcircuits containing many different chips 

EE-A-06-03 Supplier of military hardware found suspect counterfeit microcircuits having dual part number markings 

EE-A-06-04 Microcircuits that failed product testing were found to have chips from another source   

M9-A-07-01 During manufacturing of a military product, suspect counterfeit transistors were functional failures  

6E-P-07-01 Memory device supplier confirmed parts marked with their name did not contain their chips

UY7-P-07-01 Microcircuits, that failed electrical testing, were found to contain chips from another manufacturer 

NB4-P-07-01 Suspect counterfeit microcircuits, from an unauthorized distributor, found during testing at an aerospace supplier 

J5-A-07-01 Independent distributor supplied suspect counterfeit parts (not available from original supplier) to defense plant 

J5-A-07-02 Microcircuits, supplied by an independent distributor, were suspect counterfeit (device markings not authentic)

A2W-A-07-01 Suspect counterfeit transistors failed electrical tests; found to have many different chips 

J5-A-07-06 Programmable logic devices found to be suspect counterfeit (lot code was after manufacturer discontinued parts)  

J5-A-07-09 Microcircuits found to be suspect counterfeit as the  lot date code was after the manufacturer stopped production 

UE-A-07-01 Suspect counterfeit microcircuits failed electrical tests; contained  chips from another manufacturer 

AAN-U-08-052 A government entity reported counterfeit circuit breakers in nuclear power plants

CE9-P-08-02 Military parts manufacturer reported U. S. authorities have recently intercepted many counterfeit parts shipments

UL-P-08-01 Distributor unable to provide test reports on suspect counterfeit microcircuits that failed during factory testing 

D4-A-09-01 Military hardware manufacturer found suspect counterfeit programmable devices showed part remarking 

GIDEP Counterfeit Case Summaries

Special Study – Counterfeit Electronic Parts



National Aeronautics and 

Space Administration

Impact (cont)
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How Companies are Uncovering Counterfeits
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Impact (cont)
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Mockup of Phobus-Grunt main 

propulsion unit
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The Gray Market

“Most broker organizations are very small and do not 
have established quality control procedures in place. 
We have more than 10,000 brokers in our database.  
Of those only 200 have more than 10 employees 
and quality control procedures for their staff.  That 
leaves us 9,800 to fall victim to. Many brokers are 
working out of their home.  All someone needs is a 
phone, fax and e-mail address and they are in 
business.”

American Electronic Resource, Inc.
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The Gray Market
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What We’re Up Against
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Exemplar Top 

Surface

Suspect Top 

Surface

Pure Acetone / 7 Day 

Soak—No Affect

New blacktop material can only be 

removed with an X-ACTO blade

Innovative and Hi-Tech Re-Marking 
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What We’re Up Against

• 19% of companies 

employing testing 

contractors had problems 

with faulty or forged testing.

• The parts were cleared by 

the test house, but were 

later found to be counterfeit.
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U.S. Department of Commerce 
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Bogus Test Reports
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Recent Convictions

October 25, 2011

Administrator of Vision 

Tech Components, LLC 

sentenced to 38 months 

in prison for role in sales 

of counterfeit integrated 

circuits destined to U.S. 

military.
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Recent Convictions

February 22, 2012

Operations Manager for 

MVP Micro sentenced to 

20 months in prison for 

conspiring to sell 

counterfeit electronics to 

the U.S. military
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Customer Help
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Congress White House
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Customer Help (cont)
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FY2012 NDAA 

H.R.1540: NATIONAL 

DEFENSE 

AUTHORIZATION 

ACT FOR FY 2012

Public Law No: 112-081
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Resources
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Data Reporting
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Resources
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Qualified Suppliers ListAuthorized Suppliers List
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Resources
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Training
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Resources
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Standards
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Resources

5/14/201225

Authentication Services

25

1. Manufacturer asks for encrypted number

2. Secure server

provides number

3. Product ships to

places unknown

4. Buyer validates number

before using it
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Closing Remarks
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