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MONDAY(1!8(MAY(2015( 
SESSI! ON(I(:(( 

ACHIEVING(COS!T(EFFECTIVENESS(( 
11:30(!–(13:30( 
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! 
Achieving(EGNOS(Safety(&(Mission(Performances( 

in(a(Design(to(Cost(Approach( 
Brochain,+Ph.1;++Hogrel,+M.2+;+Neville,+Ch.3+ 

1ESA/ESTEC+(The+Netherlands),+2ESA/CST+(France),+ 
3GSA+(Czech+Republic)+ 

! 
In!the!development!of!EGNOS!system,!whose!main! 
mission! is! to! provide! a! soScalled! “Safety! Of! Life”! 
service,! safety! performance! is! one! of! the! key! 
drivers! considered! in! the! system! design,! 
development! and! verification.! Safety! critical! 
systems! are! by! nature! costly! to! develop,! to! 
achieve! the! safety! performances,! and! to! provide! 
demonstration! that! the! level! of! safety! and! 
availability! has! been! achieved.! In! the! current! 
context! of! global! economy,! it! is! clear! that! all! 
efficiencies! need! to! be! investigated.! It! is! 
recognised! that! good! design! is! promoted! by! the! 
need! to! satisfy! safety! requirements! and! that! this! 
effort! can! reduce! costs! that! may! have! been! 
occurred! downstream,! in! the! operations! of! the! 
system.! The! processes! used! in! the! development! 
and!evolution! of!such!systems!need! to!be! further! 
optimised!to!improve!the!cost!effectiveness!of!the! 
mission.! Some! key! drivers,! as! identified! in! the! 
frame!of!the!evolutions!of!the!EGNOS!system,!are! 
proposed!for!discussion:!! 
When! performing! system! architecture! analysis,! 
safety! studies! lead! to! recommendations! for! the! 
design! like! redundancies,! diversification! of! 
equipment,! and! independency! between! data! 
processing! and! verification.! These! studies! and! 
tradeSoffs!are!considered!of!major! importance,! to! 
achieve! mission! and! safety! performances! in! a! 
designStoScost! approach,! number! of! redundancies! 
and! diversifications! having! a! direct! impact! on! 
development!and!exploitation!costs.! 
To! support! safety! and! availability! achievement! 
demonstration,! for! software! and! complex! 
hardware,! product! assurance! engineering! is! 
deployed! to! sustain! safety! demonstration! based! 
on!DAL!(!Development!Assurance!Level!)!approach.! 
Product!assurance!effort!is!therefore!closely!linked! 
to!the!item!complexity!and!the!safety!criticality!of! 
the! item.! DAL! reduction! approach! is! therefore! a! 
key! driver! with! respect! to! its! impact! on! System! 
Design,! and! on! development! and! maintenance! 
costs.! 
To! demonstrate! Safety! achievement! at! software! 

and! Electronic! Hardware! levels,! the! aviation! DO! 
standards! (! DO! 178/DO! 278,! DO! 254,! ,! …! )! are! 
recognised! as! being! efficient,! and! recognised! as! 
means! of! compliance,! by! aviation! certification! 
authorities.! The! most! stringent! of! requirements! 
being!recognised!to!come!from!the!aviation!sector,! 
the!project!is!preferably!using!these!DO!standards! 
for! safety! demonstration.! However,! the! full! 
application! of! such! standards! without! 
customisation! is! requiring! a! huge! effort! for! the! 
development,!but!also!for!the!maintenance!of!the! 
system.! In! the! frame! of! EGNOS,! some! alternative! 
means! of! compliance,! like! service! experience! are! 
already! used,! and! other! DO! customisations! are! 
under!analysis.! 
The!purpose!of! the!presentation! is! to!show!a! few! 
examples! of! Product! Assurance! processes! which! 
are! drivers! for! EGNOS! system! designStoScost! 
approach.! 
! 

************************! 
( 

S&MA(Contribution(to(Space(Science(Mission( 
Kobayashi,+R.+ 
+JAXA+(+Japan)+ 

! 
Space!science! projects!are!often!very! challenging.! 
Nevertheless,!they!had!to!cope!with!very!tight!cost! 
and!schedule!limitations.!!Especially,!every!satellite! 
has! their! own! new! challenges! in! terms! of! 
engineering! and! science! in! order! to! achieve! top! 
level!science.! 
Scientific! satellites! are! used! to! be! categorized! as! 
scientific! equipment! exempted! from! detailed! 
S&MA! requirements.! However,! in! recent! years,! 
the! scientific! missions! are! becoming! larger,! more! 
complicated!and!more!difficult!to!achieve.!!On!the! 
other!hands,!project!and!budget!size!are!relatively! 
smaller! than!other! type! satellites! (e.g.!application! 
satellites),!and!space!science!projects!have!unique! 
schedule! constraints! like! astronomical! 
phenomenon!!or!planet!orbits.! 
Under! the! above! environment,! S&MA!community! 
is!working!with!space!science!community! in!order! 
to! support! mission! success! of! space! science! 
projects!!and!begins!to!improve!S&MA!activities.!! 
For! reliability! control,! space! science! projects! 
usually!perform!Failure!Mode!Effect!and!Criticality! 
Analysis! (FMECA),! EEE! parts! program,! stress! 
analysis! and! radiation! analysis! etc.,! but! 
systematization!and!thorough!accomplishment!are! 
not! always! implemented.! ! For! quality! assurance! 
and! software! development,! documentation! on! 
quality! control! results! and! software! product! 
assurance!are!not!sufficient.! 
JAXA!S&MA!community!tries!to!contribute!certain! 
and! efficient! development! on! space! science! 
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projects.! This! presentation! describes! JAXA! 
approaches!to!improve!S&MA!activities!concerning! 
with!space!science!projects.! 

( 
************************! 

! 
NASA(AMES(Class(D(Mission(Requirements(for(
 

Safety(
 
and(Mission(Assurance(
 

Jara,+S.+
 
NASA+(United+States)+
 

( 
Class!D!projects!allow!for! increased!risk,!fast!pace! 
schedule,! flexibility,! ingenuity! with! your! design,! 
and! creating! plenty! of! challenges.! As! budgets! get! 
reduced! and! the! culture! is! ever! changing,! Safety! 
and! Mission! Assurance! (S&MA)! must! still! meet! 
their! requirements! within! the! accepted! increased! 
project!risk!posture.!S&MA!organizations!will!need! 
to!assess!the!best!approach!to!understand!the!risk! 
they!are!accepting!and!create!a! level!of!oversight! 
that! is!meeting!the!Class!D!classification!and!goal.! 
These! approaches! will! need! to! be! defined! and! 
documented! to! provide! projects! a! better! 
understanding!of!the!S&MA!requirements!that!are! 
reduced! while! helping! the! project! understand! 
other! requirements! that! cannot! be! reduced.! 
S&MA! guidance,! interaction,! and! integration! with! 
projects! promotes! the! understanding! of! a! proper! 
level! of! oversight! and! insight! balanced! against! 
acceptable! risk! posture.! This! close! interaction! 
allows! the! S&MA! and! System! Engineering! (SE)! 
teams!to!work!closely!together.!This! interaction!is! 
critical! for! the! understanding! of! risks,! 
requirements,! minimum! mission! success,! and! 
allowing! for! S&MA! knowledge! transfer! of! their! 
requirements! back! into! the! project.! S&MA! 
requirements! are! created! to! ensure! safety! and! 
mission!success.!Working!closely!with!projects!and! 
SE,!the!S&MA!team!member!will!help!the!process! 
and! ensure! the! risk! posture! is! acceptable! for! a! 
Class!D!project!and!S&MA!requirements!are!meet.!! 
! 
! 

************************! 
( 

The(Contribution(of(Product(Assurance( 
to(Cost(Efficient(Satellite(Missions( 

Larrère,+J.+L.++
 
Airbus+Defence+and+Space+(France)+
 

! 
The!experience!gained!in!the!design,!development! 
and! production! of! satellites! in! the! last! decades! 
allows!to!take!a!second! look!at!the!principles!and! 
methods! we! use! for! the! Product! Assurance! of! 
these! products.! Airbus! Defence! and! Space! have! 
taken! advantage! of! this! experience! and! of! the! 

lessons!learned!from!past!programmes!to!develop! 
a! tailored! Product! Assurance! approach! aiming! at! 
cost! efficient! missions! for! its! earth! observation! 
satellites.! All! aspects! of! Product! Assurance! have! 
been! considered! and! revisited:! dependability! and! 
safety! analysis! with! the! use! of! in! orbit! reliability! 
data! to! select! optimised! spacecraft! architectures! 
and! EEE! components! quality! levels,! in! the! 
definition! of! Product! Assurance! and! Quality! 
Assurance! plans! derived! from! the! European! ECSS! 
standards! using! risk! analysis! techniques,! in! the! 
supply! chain!quality! assurance! with! the! definition! 
of!surveillance!plans!and!of!supplier!development! 
initiatives.!These!approaches!have!thus!allowed!to! 
perform! missions! with! much! reduced! 
development! lead! time! and! costs! while! 
maintaining!or!improving!the!level!of!performance! 
and! reliability! in! flight! that! ! Airbus! Defence! and! 
Space!satellites!have!exhibited!in!the!past.! 
! 

************************! 
! 

( 
(

Synergy(between(Safety(&(Security(in(a(GNSS(
 
Programme(
 

JeanJPierre+OllivierJHenry,+Thierry+Boivin+(Thales+
 
Alenia+Space)+
 

(
MONDAY(18(MAY(2015( 

SESSION(2(:(( 
ACHIEVING(COST(EFFECTIVENESS( 

14:30(–(17:30( 
(

! 
Among!the!various!programs!conducted!by!Thales! 
Alenia! Space,! some! of! them! deserved! specific! 
attention! since! they! contribute! to! safety! of! EndS 
user!such!that!the!SBAS!Systems!EGNOS.! 
The! EGNOS! programme,! conducted! under! the! 
supervision! of! the! European! Commission! and! 
followed!by!the!European!Space!Agency!as!design! 
agent,!is!the!satelliteSbased!augmentations!system! 
of! the! GPS,! deployed! over! the! EGNOS! coverage! 
area,! intended! for! use! by! the! Civil! Aviations! over! 
Europe.! 
The! initial! Egnos! System! was! mainly! specified! 
through! mission! objective! focused! on! Safety! 
constraints:! safe! design! in! terms! of! architecture,! 
safety! quantitative! performances! (integrity,! 
continuity),! safety! assurance! of! the! Software! 
development.! 
Because! of! new! environmental! constraints,! it! 
appears! that! security! becomes! also! a! major! 
domain!which!need!to!be!considered!to!contribute! 
to!the!definition!of!the!design!and!of!the!operation! 
with! the! objective! to! prevent! security! attacks! of! 
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the!System!that!could!endanger!the!system!or!the! 
Service!provided!to!the!end!user.! 
This! presentation! proposes! to! introduce! the! 
context!and!objective!of!these!two!activities!within! 
such! safety! critical! programme.! Based! on! Thales! 
Alenia! Space! experience,! it! is! explained! why! and! 
how!the!synergy!between!these!two!activities!and! 
teams! is! mandatory! to! reduce/optimize! efforts! 
and! converge! toward! the! successful! 
demonstration! of! the! safety! objectives! requested! 
by!the!Authority!to!allow!the!delivery!of!the!Egnos! 
Safety!Of!Life!Service.! 

! 
************************! 

( 
New(Mediated(Reality(Technologies(to(Enhance( 

PA(Management( 
Alarcon,+R.+ 

+ESA/+ESTEC+(The+Netherlands)+ 
! 

The!integration!of!information!and!communication! 
technologies! in! product! development! activities,! 
including! PA&S,! is! a! challenging! job! since! the! 
worker! needs! to! interact! with! a! continuously! 
changing! real! environment.! Is! in! these! types! of! 
activities! that! new! computer! mediated! reality! 
technologies,!such!as!mixed!and!augmented!reality! 
(M/AR),!can!provide!an!effective!solution!to!bring! 
the!right!information!to!the!right!place!at!the!right! 
time,! promising! to! increase! effectiveness! and! 
efficiency! as! well! as! seamless! integration! of! the! 
PA&S! function! through! the! use! of! contextS 
sensitive,!upStoSdate,!and!mediaSrich!information.! 
Paradoxically,! despite! the! potential! benefits! that! 
can! be! inferred! from! the! application! of! AR! 
technology! in! an! industrial! environment,! the! 
actual! industrial! application! of! M/AR! to! date! can! 
be! considered! just! anecdotal.! Moreover,! limited! 
research! is! found! to!analyse! the! user! factors! that! 
determine! the! adoption! of! the! proposed! 
technological! solution,! and! the! change! in! 
performance! after! the! new! technology! 
implementation!in!a!real!environment.! 
For!example,!the!application!of!mediated!reality!to! 
PA&S! management! could! bring! benefits! by! 
increasing!the!productivity,!efficiency,!accuracy!of! 
tasks,!compliance!with!requirements,!and!safety!of! 
systems;! as! a! result,! it! could! prevent! the! 
occurrence! of! failures,! nonScompliances,! 
knowledge! transfer! time,! and! overall! production! 
(and!maintenance)!costs.!! 
This! presentation! provides! an! overview! of! the! 
industrial! applications! of! new! mediated! 
technologies!and!its!challenges,!what!has!been!the! 
involvement! to! date! of! ESA! in! such! projects,! 
present!user!cases!and!propose!a!set!of!questions! 
for! future! development! and! implementation! of! 

such! technology! in! the! field! of! PA&S,! aiming! also!
 
at! opening! discussion! on! possible! cooperation!
 
between!ESA,!NASA!and!JAXA!in!this!field.!
 
!
 

************************! 
( 
CYGNSS:(Lessons(We(are(Learning(from(a(Class(D( 

Mission( 
Stack+Tumlinson,+J.1 2+ ;+Bolvin,+T.  

1Southwest+Research+Institute+(United+States),+
2Thales+Alenia+Space+(France)+ 

The! Cyclone! Global! Navigation! Satellite! System! 
(CYGNSS),! which! was! selected! as! the! Earth! 
VentureS2! investigation! by! NASA's! Earth! Science! 
System! Pathfinder! (ESSP)! Program,! measures! the! 
ocean! surface! wind! field! with! unprecedented! 
temporal!resolution!and!spatial!coverage,!under!all! 
precipitating!conditions,!and!over!the!full!dynamic! 
range! of! wind! speeds! experienced! in! a! tropical! 
cyclone! (TC).! ! As! CYGNSS! is! a! Category! 3! Class! D! 
mission,!the!requirements!imposed!by!NASA!for!all! 
Safety! and! Mission! Assurance! disciplines! are! 
significantly!less,!or!omitted,!as!compared!to!more! 
traditional!Class!A!or!B!missions.! !Since!CYGNSS! is! 
cost! and! schedule! capped,! the! approach! for! EEE! 
parts!had!to!be!very!different!compared!to!Class!A! 
or! B! missions! and! required! the! team! to! find! the! 
balance!between!cost!constraints!and!the!mission! 
risk! profile.! ! A! comparison! between! a! high! end! 
cube! sat! designed! by! SwRI,! CYGNSS,! and! a! large! 
Class! B! mission! will! also! be! presented.! ! This! 
comparison! is! important! to! understand! where! 
CYGNSS!sits!on!the!spectrum!between!the!two!and! 
how! that! position! effects! parts! engineering.! ! This! 
talk!will!focus!on!the!important!things!to!consider! 
when! developing! a! parts! approach! for! a! Class! D! 
mission,! as! well! as,! talk! about! some! unexpected! 
challenges!discovered!during!CYGNSS.!!! 
! 

************************! 
( 

Affordable(High_Reliability(Realization(Approach( 
in(Liquid(Rocket(Engine(Development(for(New( 

National(Flagship(Launch(Vehicle( 
Kawatsu,+K.+1;+Taguchi,+H.+1;+Kurosu,+A.+1;+Kobayashi,+ 

T.+1;+Okita,+K.2;+Nakajima,+A.+2;+Kumada,+N.+2;+ 
Ogawara,+A.+2;+Manako,+H.+2+ 
1JAXA+(Japan),++2MHI+(Japan)+ 

! 
JAXA!is!planning!to!conduct!a!test!flight!of!the!new! 
national! flagship! launch! vehicle! (HSX)! succeeding! 
HSIIA/B! in! 2020.! Our! goal! in! the! liquid! propellant! 
engine!development!for!this!new!launch!vehicle!is! 
to! ! reduce! cost! drastically! while! assuring! highS 
reliability.! We! will! introduce! the! new! affordable! 
and! effective! highSreliability! realization! approach! 
to!achieve!this!goal.!! 
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In! this! approach,! failure! modes! will! be! identified! 
exhaustively! from! the! early! phase! of! the! 
development! by! using! the! knowledge! from! the! 
past! developments! and! investigation! of! failure! 
scenario! based! on! the! Fault! Tree! Analysis! (FTA)! 
and! Event! Tree! Analysis! (ETA).! Furthermore,! the! 
modelSbased! evaluation! of! the! failure! mode! 
probability! will! be! reflected! in! the! design! 
improvement! and! the! component! and! element! 
level! test! plan,! contrary! to! the! conventional! 
approach! for! reliability! improvement! which! relies! 
on! repeated! demonstrations! at! the! system! level! 
test!that!brings!huge!development!cost.!! 
This! approach! had! been! constructing! as! new! 
development! process! during! a! technology! 
demonstration!program!of!high!performance,!high! 
reliability! and! low!cost! liquid! rocket! engine! (LESX)! 
towards!booster!liquid!rocket!engine!of!the!HSX.! 
In! order! to! achieve! high! reliability! of! the! system! 
with! the! restricted! schedule! and! cost! constraints,! 
new! development! process! based! on! the! 
Quantitative!Risk!Assessment!(QRA)!was!proposed.! 
In! traditional! development! process,! design! 
verification! and! system! reliability! evaluation! 
heavily!rely!on!the!system!firing!tests.!While,!in!the! 
new!development!process,!the!Probabilistic!Design! 
Analysis! (PDA)! mainly! using! elemental! level! test! 
results! and! analytical! models! based! on! failure! 
mechanism! is! utilized! to! calculate! failure! mode! 
probabilities! and! to! obtain! feedback! for! 
implementation.! System! reliability! can! be! 
calculated! from! the! failure! mode! probabilities! 
based!on!the! failure!scenario!model!such!as!Fault! 
Tree! (FT)! and! Event! Tree! (ET).! The! Uncertainty! 
Quantification! (UQ)! process! was! also! proposed! in! 
order!to!quantitate!validity!of!analytical!model!for! 
evaluation!of!failure!mode!probabilities.! 
This! presentation! will! provide! an! overview! of! the! 
proposed!process!based!on!trial!result!with!the!LES 
X!engine.! 

! 
************************! 

! 
Managing(Mission(Class(Risk( 

Pinkley,+D.+R.++
 
Ball+Aerospace+&+Technologies+Corp.(United+
 

States)+
 
!
 
The! Aerospace! industry! is! being! continually!
 
challenged! with!managing! risk!and! increase!
 
compliance! to! new! requirements! while! increasing!
 
efficiency! and! reducing! costs.! Ball! Aerospace! &!
 
Technologies! Corp.’s! (Ball)! response! to! this!
 
challenge!is!a!Mission!Class! inclusive!risk!strategy,!
 
centered! on! a! set! of! four! product! and! process!
 
baselines! underpinned! with! a! thorough!
 
risk!management!process.!Essential!to!this!product!
 

type! methodology! is! risk! efficacy! from! an! 
operational! system’s! low! risk! tolerance! to! the! 
higher! risk! tolerance! of! demonstrator! and! 
experimental! acquisitions.! The! four! baselines! 
provide! best! value! alternatives! for! cost! 
constrained!environments,! reduce! the! gap! to! 
customer! expectations,! support! customer! 
transparency!from!oversight!to!insight!control,!and! 
maintain!a!low!risk!development!profile.! 
Managing! Mission! Class! Risk! is! examined! from:! 
understanding! risk! drivers;! mapping! those! drivers! 
to!Ball!product!baselines;!establishing!Ball!process! 
baselines! that! align! product! dominant! risks! to! a! 
development! risk! strategy;! and! subsequently! 
actualization!of!the!risk!strategy!within!a!life!cycle! 
risk! management! development! process.! Ball! 
missions! that! span! the! Mission! Classes! are! then! 
examined!for!their!support!of!this!methodology.! 
Understanding! Mission! Classes! risk! drivers! is! 
examined! from! two! vantage! points.! First! Mission! 
Class! risk! exposure! examines! distinct! risks! and! 
their! specific! mitigations! as! you! move! from! 
Mission!Class!“A”!to!class!“D”!systems.!Focusing!on! 
exposureSbased! development! has! shown! 
empirically! equivalent! mission! success! attributed! 
to! reduced! risk! exposure! as! you! move! across! the! 
classes! and! the! specific! product! type! investments! 
that! bound! the! distinct! risks! to! mission! success.! 
Second!risk!uncertainties!are!examined!from!three! 
classes! of! insidious! risks! including! KnownS 
Unknowns,! (accepted! risks),! UnknownSKnowns,! 
(execution! risks),! and! UnknownSUnknowns,! 
(hidden! risks).! Each! is! examined! from! open! 
residual! risks! and! optimal! risk! handling! 
mitigations.! “Insight”! into! potential! uncertainties! 
plays! a! vital! role! in! surfacing! risks! and! helping! 
programs! reach! a! consensus! about! the! 
appropriate! mitigations! leading! to! greater! 
resiliency! and! agility! to! changing! conditions.! 
Insight! augments! “Oversight”! control,! which! 
becomes!increasing!difficult!across!the!classes!and! 
affordability!objectives.! 
This! knowledge! of! risk! exposure! and! uncertainty! 
insights!is!used!to!map!the!four!Mission!Classes!to! 
four! product! baselines! that! span! Ball’s! business! 
models! and! markets! and! capture! the! dominant! 
risk!of!each!baseline.!These!product!baselines!are! 
then!aligned!to!assurance!processes!for!managing! 
development! and! operational! risks! to! mission! 
success.! These! assurance! processes! establish! the! 
blueprint!of!the!programs!risk!strategy.!Alignment! 
is! achieved! with! four! strategies! detailed! in! he! 
presentation.! These! product! and! process! aligned! 
baselines! are! then! actualized! using!a! lifecycle! risk! 
management! process! that! manages! risk! 
orthogonal!to!the!executed!development!phase.!! 
Four! Ball! missions! that! span! the! Mission! Classes! 
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are! presented,! JPSSS1! operational! weather,! 
Worldview! 3! commercial! remote! sensing,! a! 
restricted! program! at! the! mission! system! level,! 
and!Grace!followSon!experiment!for! laser!ranging.! 
These! four! programs! embody! the! product! and! 
processes! baselines! examined! above! and! have! 
been!successfully!executed.! 

! 
! 
! 
! 
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Evolving(Interactions(Between(Reliability(and( 

Fault(Management(Processes( 
Smith,+C.++ 

JHU+APL+(United+States)+ 

TUESDAY(19(MAY(2015( 
SESSION(I(:(( 

SMA(REQUIREMENTS,(METHODS(&( 
STANDARDS( 
08:30(–(11:00( 

( 

+ 
Traditionally,! reliability! engineering! products! are! 
provided! to! the! design! team! and! reviewers! with! 
little!impact!unless!a!design!weakness!is!identified.! 
APL! is! now! using! the! reliability! products,! 
specifically! the! Failure! Mode! and! Effects! Analysis! 
and! quantitative! estimates,! as! inputs! to! the! Fault! 
Management! design! process.! The! FMEA! is! one! of! 
several! fault! identification! methods! used! by! the! 
Fault! Management! lead,! but! the! FMEA! has! been! 
extended! so! as! to! include! all! the! other! identified! 
faults.!The!extended!FMEA!also!provides!the!basis! 
for! developing! a! sense! of! completeness! of! fault! 
protection! coverage! and! acts! as! the! system! 
verification! tool! for! the! designed! mitigations.! The! 
quantitative! model! is! then! used! to! show! relative! 
improvements! within! the! system! as! a! results! of! 
the!implemented!mitigations.!This!strong!coupling! 
has! enhanced! the! performance! of! both! the! 
reliability! engineering! and! the! fault! management! 
tasks.! 
! 

************************! 
( 

Consideration(of(Dependability(Aspects(of(Space( 
Debris(Mitigation(Requirements( 

Guérin,+B.+ 
+Thales+Alenia+Space+(France)+ 

! 
This! paper! aims! as! indicating! the! feed! back! of! 
application! of! space! debris! mitigation! 
requirements! (or! rules)! relevant! to! Dependability! 
skill!in!recent!programs.! 
The!selected!ways!to!establish!compliance!to!these! 
requirements! will! be! presented! (with! focus! on! 
advantages,! drawbacks,! needed! specific! tools! or! 
analyse,!applied!methodology),!as!well!as!possible! 
impact! on! the! design,! the! effective! reliability! 
during!operational!phase,!and!potential!issues.!! 
Then!proposal!of!methods!to!follow!the!spacecraft! 
behaviour! during! their! operational! life,! to! state! 
conformity! to! rules! in! case! of! event(s)! will! be! 
presented.! 
1!S!Description!and!interpretation!of!requirements.! 
2! S! Ways! implemented! to! establish! conformity! 

(methodology,! advantages,! drawbacks,! specific!
 
tools!or!analysis)!
 
3! S! Feed! back! on! the! conformity! to! requirements!
 
(possible! impact! on! design,! on! reliability! during!
 
operational!life,!anticipated!issues).!
 
4!S!Proposal!for!behaviour!follow!up!of!spacecrafts!
 
in!orbit!to!state!their!conformity!to!rules!.!
 
!
 

************************! 
( 

Galileo(Measured(Availability(vs.(Prediction( 
Brown,+A.+ 

+ESA/+ESTEC+(The+Netherlands)+ 
! 
During! the! design! phase! of! a! new! System,! 
Reliability! and! Availability! are! assessed! through! 
predictions.! The! system! is! modelled! using! input! 
data! and! assumptions.! However! there! are! 
uncertainties! that! the! data! used! are! 
representative! of! the! new! system! under! 
assessment!and!that!the!predictions!are!accurate.! 
When! the! system! becomes! operational,! it! is! 
important! to! collect! inSservice! data! in! order! to! 
compare!with!RAMS!predictions.!It!allows!to:! 
S! Identify! differences! between! Predictions! 

and!Measurements,! 
S! Refine! input! data,! assumptions! and! the! 

RAMS!models,! 
S! Highlight! weakest! parts! and! potential! 

design!improvement,! 
S! and! finally! collect! data! to! support! 

predictions!for!new!projects.! 
On! Galileo! project! such! process! has! been! put! in!
 
place,! it! is! called!Galileo!Measured!Availability!vs.!
 
Predictions! (GMAP).! The! presentation! describes!
 
the! approach! followed! and! the! main! steps!of! the!
 
methodology:!
 
S! Data!Collection!
 
S! Data!Processing!
 
S! Exploitation!of!the!data.!
 
!
 

************************! 
! 

R&D(to(Production:(Utilizing(Production( 
Readiness(for(Safety(and(Mission(Assurance! 

Bridges,+J.++ 
NASA+(United+States)+ 

! 
Engineering!Research!and!Development!(R&D)!and! 
Production! are! often! disconnected.! ! Engineering! 
R&D! explores! basic! questions! of! sciences! and! 
provides! answers! that! may! require! years! to! be! 
commercially! viable! and! fully! producible.!! 
Production;!however,!requires!full!characterization! 
of! material! properties,! understanding! of! part! 
capabilities,! the! ability! to! qualify/certify! to! the! 
regulatory! requirements! and! produce! parts! on! 
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demand! within! acceptable! cost! and! schedule!
 
requirements.!!
 
!
 
The! proposed! presentation! will! discuss! a!
 
methodology! for! reducing! manufacturing! and!
 
quality! risk! when! moving! from! Research! and!
 
Development! (R&D)! into! Production,! focusing! on!
 
component,! assembly! and! system! levels.! ! This!
 
methodology! serves! to! diminish! disconnects!
 
between!Engineering!R&D!and!Production.!!!
 
In!order! to! reduce!manufacturing!and! quality! risk!
 
and! facilitate! Production! and! Mission! Readiness,!
 
Production! Readiness! Requirements! must! be!
 
identified! and! incorporated! early! into! the! R&D!
 
process.! ! Incorporating! Production! Readiness!
 
requirements! into! R&D! activities! helps! reduce!
 
manufacturing! and! quality! risk! by:! 1)! facilitating!
 
understanding! and! identification! of! data,!
 
equipment! and! process! parameters! required! for!
 
certification;! and! 2)! ensuring! inSsitu! process!
 
monitoring! captures! required! process! parameters!
 
required! for! certification! and! Mission! Success.!!
 
Integrating! Production! Readiness! requirement!
 
early! on! into! R&D! activities! facilitates! "design! for!
 
manufacture"! of! equipment,! parts! and! systems!
 
and! ultimately,! achieves! reduced! time! and! effort!
 
for!certification!and!system!reliability.!
 
Additive! Manufacturing! is! a! technology! example!
 
that! supports! the! R&D! to! production! cycle! by!
 
enhancing! producibility! analysis! throughout! the!
 
R&D! process! and! prior! to! production.! ! Additive!
 
Manufacturing!creates!components!directly!from!a!
 
computer! model! by! depositing! material! only!
 
where! needed! (an! additive! process)! vs! cutting!
 
away! material! from! bulk! material! (subtractive!
 
process).! ! The! Additive! process! facilitates! design!
 
flexibility,! decreased! energy! consumption,! and!
 
reduced!time!to!fabricate!the!part.!
 
!
 
This! presentation! will! provide! examples! of!
 
Production! Readiness! requirements! and! how! to!
 
effectively! incorporate! Production! Readiness! into!
 
Research! and! Development! early! to! enable!
 
Manufacturing!and!Production!Readiness.!
 

! 
************************! 

! 
Considerations(for(a(Systematic(Method(to(
 

Manage(Uncertainty(
 
Maldonado,+P.+ 

+Thales+Alenia+Space+(Spain)+ 
!
 

Some! key! activities! that! this! industry! has! to! face!
 
often,! share! in! the! background! a! more! or! less!
 
complex! diagnosis! process.! In! addition,! these!
 
activities!are!used!to!be!deployed!in!environments!
 
where!uncertainty!is!a!significant!factor!which!can!
 

be! in! turn! impacted! by! the! collection! of! (partial)! 
evidences.!In!these!situations!some!basic!results!of! 
the! theory! of! probability! can! be! combined! to! 
provide! a! systematic! way! of! diagnosis! that! may! 
result! of! interest! to! extract! conclusions! and! 
predictions!efficiently.! 
In! this! approach,! focussed! on! "Root! Cause! 
Analysis"! (but! also! with! validity! in! other! contexts! 
like! "Risk! Management"! or! "Decision! Support"),! 
the! evidence! provided! by! the! materialization! in! 
the! considered! system! of! one! or! more! events! 
modifies!the!probability!of!occurrence!of!the!other! 
ones,! and! this! influence! can! be! quantified! 
throughout! the! whole! system! by! means! of! rules! 
and! wellSknown! results! of! the! probability! which,! 
duly! handled,! provide! a! method! to! manage! 
simultaneously! both,! uncertainty! and! collected! 
evidence,! thus! leading! to! the! convergence! of! 
results!into!well!supported!conclusions.!! 
Why! these! results! can! converge! to! provide! 
resolutions! closer! to! certainty! than! original! 
believes!were!and!how!is!it!possible!to!reach!them! 
are! the! central! ideas! of! this! presentation! which! 
also! aims! to! provide! justified! resources! for! a! 
comprehensive!methodology.! 
The!effectiveness!of!this!methodology!is!based!on! 
an! excellent! logical! consistency! that! can! produce! 
good!and!exhaustive!results!and!predictions!and!is! 
suitable! for! a! costSeffective! management! of! the! 
described! situations! due! to! features! like! 
Reusability!(the!same!model!can!address!different! 
contexts),!Parameterisability!(the!same!model!may! 
be! used! to! produce! variants! for! different! 
situations),!Modularity!(that!allows!a!model!easily! 
grows! or! fits! into! another! one),! Computability! 
(based! on! solid! nonSquestionable! mathematical! 
foundations),!etc.! 
On! the! other! side! the! contexts! of! Product! 
Assurance! and! Dependability! activities,! are! both! 
suitable! to! feed! this! approach! with! necessary! 
inputs!as!well!as!being!recipients!of!the!results!in!a! 
demonstration!of!synergies.! 
The! path! towards! a! general! and! fully! computable! 
algorithm! may! still! be! a! matter! with! some! 
difficulties!but!some! insights!on! it! show!that! they! 
would! be! far! from! being! insuperable.! In! fact,! the! 
purpose!of!this!presentation!is!to!show!that!it!can! 
be!reached!and!is!practicable.! 
! 

************************! 
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Contribution(of(Safety(Mission(Assurance(to(
 
Conformity(Assessment(in(Launch(
 

Base(Organisation(
 
Cadin,+G.+
 

CNES,+Centre+spatial+guyanais+(France)+
 
!
 
The! quality! assurance! arrives! in! France! in! the!
 
1960s,! thanks! to!NATO!weapons!programs!and!at!
 
the!time!of!the!first!French!F1!satellite!carried!out!
 
by!the!CNES!and!put!into!orbit!by!NASA.!
 
French!Space!Operations!Act! (FSOA)!was!voted! in!
 
2008,! due! to! the! emergence! of! 2! new! launchers!
 
Vega! and! Soyuz! besides! ARIANE.! A! Technical!
 
Regulation! issued! from! the! Act! lists! technical!
 
requirements! and! quality! assurance! request! for!
 
launch!operation.!
 
The! CNES! has! the! new! mission! of! conformity(
 
control(to!this!Technical!Regulation.!
 
Conformity( control( of! a! launch! system! follows! a!
 
specific! detailed! control! plan.! Several! methods! /!
 
tools! /! rules! contribute! to! Conformity( control(
 
dedicated! to! the! security! process! and! Mission!
 
Assurance:!
 
analysis! of! changes,! audit,! controls! of! operation!
 
(Integration! Specification! (SMO),! procedure,! Risk!
 
Analysis,! Operation! Analysis! and! Zone! Analysis),!
 
launch! Systems! Risk! Analysis,! critical! points! and!
 
following!the!final!sequence.!
 
Quality!assurance!sticks!to!the!control!of!processes!
 
of!company!which!are!directed!towards!control!of!
 
manufacturing,! integration! and! implementation.!
 
Quality! assurance! is! a! continuous! process! of!
 
improvement! aiming! to! the! reduction! of! the!
 
variations!leading!to!risks!of!failures.!
 
Due! to! the! fact! that! Risks! in! space! system! are!
 
major!(human!loss,!programation!risk),!prevention!
 
thanks!to!a!quality!assurance!is!an!essential!part!of!
 
a! launch!program.!To!check! the!effectiveness!and!
 
the! application! of! the! quality! assurance! is! a!
 
mission!of!Conformity(control.!
 
The!presentation!will!focus!on!the!implementation!
 
of!Conformity(control(as!part!of! launch!campaign!
 
operations! and! will! present! its! effectiveness! and!
 
its!fair!application!level!versus!identified!risk.!
 
!
 

************************! 
( 

Spaceflight(Reliability:(An(Objectives_Based(
 
Strategy(
 

Evans,+J.;+Groen,+F.+ 
+NASA+HQ+OSMA+SARD+(United+States)+ 

+ 
In!defining!the!direction!for!a!new!standard,!OSMA! 
has! started! from! first! principles.! This! has! meant! 
extracting! critical! objectives! that! our! programs! 
need,! to! undertake! a! reliable! mission,! and! then! 
structuring! these! objectives! to! lead! mission! 
planning.! This! back! to! basics! approach! to! 
examining! cross! cutting! concerns! has! yielded! an! 
objective! hierarchy,! which! has! emerged! from! 
NASA! reliability! expertise,! to! define! critical! 
approaches! for! achieving! high! reliability! and! 
maintainability! (R! &! M).! It! embodies! the! 
knowledge! attained! over! years! of! NASA! 
exploration;! yet,! the!hierarchy!extracts!essentials,! 
without! prescriptive! process,! that! may! encumber! 
creativity! and! effective! decisionSmaking.! It! is! 
meant! to! lead,! not! follow,! and! to! enable! not! to! 
encumber.! 
Creating! a! hierarchy,! as! a! basis! for! assurance! 
implementation,! is! a! proven! approach! that! has! 
emerged! from! the! safety! case! ideals.! This! 
approach! holds! the! opportunity! to! enable! new! 
directions! in! an! evolving! design! framework,! in! 
which! models! will! govern! optimization! to! achieve! 
the! best! designs! and! prescribed! documents! will! 
take! a! back! seat.! The! hierarchy! itself! may! look! 
simple,! but! it! is! the! drivetrain! for! achieving! the! 
reliability! necessary! for! successful! missions.! The! 
expectation! is! that! it! will! be! put! to! use,! as! the! 
design! environment! evolves,! to! enable! the! right! 
products! in! a! new! design! environment,! to! cost! 
effectively!achieve!key!objectives.! 
! 

************************! 
Dependability(and(Safety(prospects(for(Mission(
 
Assurance(of(Global(Drone(Command_Control(
 

Satellite(Systems(
 
Le+Ho,+E.;+Gregoris,G.;OllivierJHenry,+J.P.;Le+
 

Cadre,G.;++Raspaud,L.++
 
Thales+Alenia+Space+(France)+
 

! 
However!you!name!them,!RPAS!(Remotely!Piloted! 
Aircraft! Systems),! UAV! (Unmanned! Aerial! 
Vehicles),! UAS! (Unmanned! Aerial! Systems)! or! 
drones,! they! are! the! new! exciting! challenge! of! 
tomorrow! Aviation.! To! make! it! a! reality,! 
deployment!of!drones!faces!a!key! issue:!access!to! 
civil! airspace.! Such! access! will! require! safe! and! 
secure!communications!between!the!remote!pilot! 
and! the! drones,! especially! when! Beyond! Line! of! 
Sight.! 
! 
In! manned! aviation,! two! main! approvals! are! 
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required!before! flight!operations!are!allowed:! the! 
airworthiness! certificate,! linked! to! the! aircraft! 
itself,! and! the! operational! approval,! linked! to! a! 
specific! type! of! operation.! The! operational! 
approval! includes! especially! the! requirement! for! 
the!communications!system!to!meet!the!Required! 
Communication!Performance!(RC)!set!by!the! local! 
Air! Navigation! Service! Provider.! For! drones,! 
because!the!system!is!split!between!the!air!vehicle! 
and! the! ground! control! station,! the! approval! 
process!is!to!be!reconsidered!to!properly!integrate! 
the! command! and! control! (C2)! link,! especially! 
when!this!link!is!relayed!through!a!satellite!system.! 
!!!! 
Because! the! drone! C2! satellite! communication! 
system! is! at! the! crossroads! between! space! and! 
civil!aviation!worlds,!this!presentation!!proposes!to! 
discuss! and! assess! the! opportunities! and! 
inconveniences! in! considering! either! the! space!or! 
the! aviation! safety! and! dependability! assurance! 
standards.!It!will!describe!the!foreseen!system!and! 
put! its! main! functions! in! perspective! of! the! 
targeted! types! of! operations.! The! drone! C2! 
mission!and!safety!assurance!issue!will!be!exposed! 
and! analyzed! by! comparison! with! a! similar! 
situation! experienced! by! industry! at! the! early! 
stage! of! the! Global! Navigation! Satellite! System! 
development.! It! is! anticipated! that! the! lessons! 
learned! will! lead! to! the! identification! of! 
recommendations.! A! specific! point! of! attention! 
will! be! the! apportionment! of! Dependability! and! 
Safety! requirements! down! to! Satellite! &! Ground! 
communication! link! with! regard! to! performance! 
parameters! and! considering! the! safety! referential! 
of!the!relevant!domains!(aeronautics,!space,!ATM).! 

! 
************************! 

! 
Recent(Improvement(and(Promotion(Activities(on( 

JAXA(Spacecraft(Design(Standards(System( 
Shuji+Araki,+S.;+Ikeuchi,+M.;+Kado,Y.,++ 

JAXA+(Japan)( 
( 
This!presentation!introduces!the!activities!of!JAXA! 
and!its!contractors!to!improve!the!effectiveness!of! 
the!Spacecraft!Design!Standards!including!revision! 
of!the!standards!framework!and!the!promotion!of! 
utilization.! 
At! the! beginning! of! the! 21st! century,! JAXA! 
experienced! several! major! spacecraft! failures,! 
which! made! JAXA! improve! design! standards! in! 
order! to! provide! the! technical! information! 
necessary! for! developing! spacecraft.! The! steering! 
committee! and! the! working! groups! were! 
organized!with!specialists!in!JAXA!and!from!related! 
industries! and! universities! in! 2005.! ! After! the! 
investigation!of!other!organization!standards!such! 

as! ISO,! ECSS,! and! NASASSTD,! the! framework! of! 
JAXA! Design! Standard! was! decided! to! be! 
reconstructed.!Consistency!with!ISO!standards!was! 
also! considered.! Sixty! design! standards! were! 
issued!and!have!been!being!maintained!based!on! 
the! technical! information! obtained! from! 
accumulated! experience,! data! and! research! 
achievements.! These! design! standards! have! been! 
applied!by!JAXA!projects,!and!in!addition,!reflected! 
the! acquired! results! from! each! project.! In! 2014,! 
JAXA! Design! Standards! are! opened! to! the! public! 
with!the!expectation!that!these!will!be!applied!not! 
only! in! JAXA,! but! also! in! other! organizations! and! 
companies.! 
+ 

************************! 
! 
Mission(Assurance(Challenges(with(Deep(Space(
 

Science(Projects(
 
Lock,+T.++
 

ESA/+ESTEC+(The+Netherlands)+
 
!
 
When! the! science! operations! phase,! of! a! space!
 
science! mission,! only! starts! after! a! 6! to! 10! year!
 
post! launch! cruise! period,! assuring! the!
 
achievement!of!the!science!objectives!poses!some!
 
challenges.!
 
!
 
The! European! Space! Agency’s,! (ESA’s),! Rosetta!
 
mission,!to!study!a!comet!closeSup,!was!approved!
 
in! November! 1993! by! ESA’s! Science! Programme!
 
Committee!and!launched!in!March!2004.!It!arrived!
 
at! the! comet! approximately! 10! years! later! in!
 
August! 2014! and! then! proceeded! with! the! main!
 
science! operations! phase! while! escorting! the!
 
comet.!!!
 
!
 
ESAs! next! missions! with! long! cruise! periods!
 
include:!
 

! BepiColombo! Mercury! Planet! Orbiter,! 
MPO,! –! to! be! launched! in! July! 2016;! 
arriving!at!Mercury!in!2022.! 

! JUICE! –! a! mission! to! explore! Jupiter! and! 
its! icy! moons! is! to! be! launched! in! 2022.! 
Arrival!at!Jupiter!is!8!years!later!in!2030.!!! 

!!
 
This! paper! will! examine! how! ESA! in! collaboration!
 
with! associated! teams! prepares! and! maintains!
 
project! and! instrumentation! knowledge! over! the!
 
long!duration!of! these!projects.! !Attention!will!be!
 
paid!to:!
 
!
 

! Using!experience!gained!from!one!project! 
in!others;! 

! Techniques! for! maintaining! the! 
knowledge! and! expertise! over! such! long! 
project!periods;! 
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and! will! recognise! the! role! of! the! ESA! project! 
scientist! in! bringing! experiences! from! similar! 
missions!and!from!other!space!agencies! into!ESAs! 
science!projects!and!missions.!!! 
! 
The!aim!of!this!paper!is!to!expose!and!share!some! 
of! ESAs! mission! experiences! for! the! benefit! of! 
future!missions.! 
! 

************************! 
! 
! 
! 
! 
! 
+ 
! 

************************ 
! 

Secure(Software(Engineering(and(Assurance( 
Standardisation(Initiative(in(ESA( 

Escorial+Rico,D.1;+Fischer,+D.2;+Spada,+M.2+ 
1ESA/+ESTEC+(The+Netherlands),+

2ESA/ESOC+(Germany)+ 
! 
The! European! Space! Agency! (ESA)! is! responsible! 
for! assets! of! very! high! tangible! and! intangible! 
value! which! embed,! are! operated! and! are! 
controlled! through! a! large! number! of! software! 
systems.! In! addition,! numerous! ESA! Programmes! 
in!which! the!European!Union! (EU)! is! involved!e.g.! 
Galileo,! Copernicus,! SSA,! ! impose! higher! 
consideration! for! secure! software! than! ever! 
before.!! 
ESA! started! in! 2013! a! Working! Group! to! define! a! 
common! approach! for! software! security! 
engineering! and! assurance.! Information! 
Technology! security! has! evolved! from! the! 
concerns! on! the! use! of! infrastructure! (operating! 
systems,! web! servers,! identity! and! access! 
management,! …)! and! networking! to! the! software! 
applications,! and! by! extension! on! how! software! 
products! are! being! developed.! Software! product! 
security! covers! not! only! operation! and! 
maintenance! but! all! the! lifecycle! of! the! 
development:! specification,! analysis,! design,! 
coding! and! testing.! It! enables! early! detection! of! 
security! vulnerabilities! with! early! (and! thus,! less! 
expensive)!corrective!actions.! 
The! outputs! of! this! internal! standardization! 
initiative! include:! a! standard,! a! handbook! and! a! 
catalogue!of!security!requirements.!These!outputs! 
are! based! on! international! IT! security! standards,! 
taking! best! practices! from:! ISO27000! series,! 
Common! Criteria,! ITSGS33! and! NIST! 800S37.! They! 
are! also! in! line! with! both! the! ESA! Security! 
Directives!and!the!ECSS!requirements!not!only!on! 

( 
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( 

software! but! also! regarding! system,! product!
 
assurance!and!management!aspects.!
 
!
 

************************! 
! 

JAXA's(Research(on(Value(Driven(Software(
 
Engineering(and(Assurance(
 

Miyamoto,+Y.;+Katahira,+M.;+Kobayashi,+J.+
 
JAXA+(Japan)+
 

!
 
S&MA! provides! the! development! standard! that!
 
describes!what!we!need!to!do!in!development!and!
 
the! tailoring! guideline! of! it.! Project! teams! tailor!
 
the! standard! to! adjust! to! characteristics! and!
 
constraints! of! their! projects.! However,! it! is! not!
 
easy!to!tailor!the!standard!and!make!an!assurance!
 
plan! appropriately! for! the! project! because! each!
 
project! has! an! unique! mission! and! backgrounds!
 
that! aren’t! described! in! the! tailoring! guideline.!
 
Most! of! all,! the! standard! doesn’t! give! the! reason!
 
why!the!requirements!are!defined!as!a!part!of!the!
 
standard,! such! as! benefit! and! background! of! the!
 
requirements.!!
 
JAXA! is! now! developing! value! chain! models! of!
 
software!engineering!and!assurance!activities!as!a!
 
research.!The!models!visualize!the!values/benefits!
 
of! the! activities! and! the! relationships! between!
 
activities!and!also!relationships!between!decisions!
 
that! made! in! milestone! reviews! of! development.!
 
The!models!support!understanding!of!the!standard!
 
and! rationalize! the! results! of! the! tailoring.! In! this!
 
presentation,! research! of! new! methodology! of!
 
software! assurance! and! its! implementation! are!
 
introduced.!
 
!
 

************************ 
( 

Satellite(Reference(Database(Criticality( 
Classification( 

Esper,+A.1;+Silva,+N.+1;+Carré,+F.2;+Blanquart,+JP.2+;+ 
Morett,+D.3+ 

1CRITICAL+Software+S.A.+(Portugal);+2Airbus+ 
(France);+3+ESA+(The+Netherlands)+ 

!
 
The! Satellite! Reference! Database! (SRDB)! is! a!
 
database! that! is! used! in! many! ESA! projects! as! a!
 
unique!source!of!data! for! satellite!parameter!and!
 
monitoring! configuration,! assembly,! integration!
 
and! testing! (AIT),! flight! operations,! and! onSboard!
 
software! development.! The! SRDB! is! a! ground!
 
based! element! that! interfaces! with! several! other!
 
entities,!both!ground!and!flight.!
 
!In! a! typical! ESA! project,! the! SRDB! is! set! up! and!
 
maintained! by! the! industry,! making! use! of!
 
commercial! data! base! management! systems! and!
 
dedicated! industrial! software! tools! that! provide!
 
features! like:! data! storage! and! sharing,! data!
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configuration! control,! data! editing,! consistency! 
checking! and! import! and! export! from/to! external! 
tools.! 
The!objective!of!this!study!was!to!perform!a!fault! 
analysis!to!assess!the!impact!of!potential!faults!of! 
the! SRDB! on! the! whole! system! (including! ground! 
and! flight! functions),! and! to! determine! the! 
criticality! category! of! the! SRDB! and! supporting! 
tools.!! 
To! achieve! that! goal,! two! ESA! satellite! projects! 
were!selected,!one!for!Earth!Observation!and!one! 
for! Science,! and! a! Failure! Modes! and! Effects! 
Analysis! (FMEA)! was! conducted! to! assess! the! 
consequences! of! wrong! data! contained! and! 
exported! from! the! database.! A! criticality! 
classification! was! then! performed,! assigning! 
criticality!categories!to!each!data!type!in!the!SRDB! 
and!to!SRDB!tools,!considering!the!severity!of!the! 
consequences!of!wrong!value!usage!as!well!as!any! 
existing! compensating! provisions! that! can! 
prevent/mitigate!those!consequences.! 
Finally,!recommendations!were!provided,!aimed!at! 
reducing!the!risks!associated!with!the!SRDB!faults! 
leading!to!the!classification!of!SRDB!data!types!and! 
related! tools!as!critical! (e.g.!verification!needs! for! 
data!and!tools).! 
! 

************************ 
( 

Comparison(of(Software(Documentation(Model(in( 
the(European(Space(and(Railway(Industries( 

Fedi+Casas,+M.+
 
ESA/ESTEC+(The+Netherlands)+
 

! 
Standard!EN!50128!addresses!the!development!of! 
software!for!railway!systems.!It!aims!at!describing! 
the! processes! to! be! conducted,! and! the! set! of! 
documents! to! be! generated,! ! to! feed! the! safety! 
case! which! is! a! structured! argument! that! justifies! 
the!safety!of!a!railway!subsystem.!In!the!context!of! 
railway! projects,! criticality! is! often! understood! 
only!as!safety!in!the!sense!of!safety!of!life.!A!safety! 
critical! railway! subsystem! could! be! for! example! a! 
signalling! system! used! to! regulate! traffic! over! a! 
railway!line.! 
Due! to! the! stringent! requirements! and! elevated! 
cost! to! develop! safety! critical! software,! railway! 
software!consists!often!of!two!parts:!a!wellSknown! 
generic! “core”! product! certified! and! used! 
repeatedly! in! multiple! projects,! and! the! specific! 
application! software! that! depends! essentially! on! 
the!detailed!characteristics!of!each!railway!project! 
implementation.! The! features! that! are! specific! to! 
each! project! (application! software)! are! 
documented!and!assessed!separately!in!the!frame! 
of!each!application!case.! 
In! the! space! domain! the! documentation! 

supporting!the!suitability!of!critical!software!is!not!
 
focused! only! on! safety! but! it! also! addresses!
 
dependability,!and!is!not!built!around!a!structured!
 
safety! argument.! The! structure! of! the!
 
documentation! is! the! same! for! both! critical! and!
 
nonScritical! systems! (the! content! is! different,! and!
 
tailored! by! criticality! level).! Different! from! the!
 
railway! industry,! in!space!projects!very!often!only!
 
a!small!part!of!the!software!is!reused,!and!the!adS
 
hoc! development! consists! of! both! the! application!
 
and!the!configuration!data.!!
 
The! purpose! of! this! paper! is! to! compare! the!
 
approaches! to! documenting! the! software!
 
development! in! the! space! and! railway! industries,!
 
and!to!identify!what!lessons!can!be!learnt!from!the!
 
railway! industry! to! be! incorporated! in! space!
 
standards.!
 
!
 

************************ 
! 
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Reflections(on(Cost(Effectiveness(for(EEE(in(ESA( 
Space(Missions( 
Lundmark,+K.+ 

ESA/ESTEC+(The+Netherlands)+ 
( 

Within!space!missions!the!cost!of!EEE!components! 
is! always! an! area! for! potential! savings;! for! 
selection! of! parts,! quality! level! and! procurement! 
test! and! inspections.! The! ECSSSQSSTS60! already! 
contains! three! preStailored! classes,! representing! 
different! assurance! vs! risk! levels! and! associated! 
cost.!This!presentation!will!discuss!the!possibilities! 
to! stay! within! this! preSdefined! classes! as! far! as! 
possible!as!that! is!expected!to!enable!much!more! 
standardisation.! Today! there! are! typically! a! lot! of! 
modifications!made!to!ESCCSQSSTS60!in!the!project! 
PA!Requirements,!from!ESA!level!as!well!as! in!the! 
PA! Requirements! for! Subcontractors! from! prime! 
level.!!Can!we!standardise!better!and!save!cost!by! 
putting! higher! trust! in! specification! and! standard! 
systems?! 
It! is! also! important! that! users! can! select! from! a! 
wide!area!of!space!qualified!components!and!here! 
space!agencies!have!an!important!role!to!play.! 
In! addition! the! presentation! will! address! some! 
lessons! learnt! from! project! support.! The! major! 
part!of!this!is!to!address!and!discuss!nonSstandard! 
part!evaluations!as!early!as!possible!in!the!project! 
–! this! indeed! includes! to! actually! perform! an! 
evaluation.!! 
Finally! the! question! about! below! Class! 3! will! be! 
raised!–!shall!we!continue!to!ignore!or!do!we!need! 
a!new!set!of!requirements?! 
( 

************************! 
 
Examinations(of(Soldering(and(Plating(Technology( 

for(the(Use(of(Lead_Free(Commercial(Parts( 
Nemoto,+N.+N.+;+Nakagawa,+T.+ 

JAXA+(Japan)+ 
 

Electronic! parts! have! become! increasingly! leadS 
free! due! to! the! RoHS! (Restriction! of! the! use! of! 
certain! Hazardous! Substances! in! electrical! and! 
electronic! equipment)! Directive! taken! effect! in! 
Europe! in! July! 2006,! and! parts! with! SnPb! 
electrodes!are!being!replaced!with!leadSfree!parts! 
that! have! electrodes! with! tinSbased! and! goldS 
based! plating.! Anticipating! that! the! impact! of! the! 

expansion!of!the!market!for!leadSfree!parts!would! 
spread! to! space! mission! hardware,! JAXA! 
established! “RoHS! issue! discussing! community”! 
with! participation! from! spacecraft! manufacturing! 
companies! and! electronic! parts! companies,! and! 
commenced! solder! joint! reliability! evaluations! of! 
leadSfree! parts! since! 2007.! In! these! evaluations! 
JAXA! found! technical! issues! including! whisker! 
growth! from! tinSbased! plating! and! cracks! in! the! 
solder! joints! in! goldSbased! plating,! etc.,! and! 
reported! the! status! of! those! evaluations! at! the! 
TRISMAC!symposium!held!in!2008.! 
Subsequently,! for! rocket! avionics! the! supply! of! 
electronic! parts! with! SnPb! electrodes! has! been! 
gradually! depleted! and! the! need! for! cost! 
reductions! has! grown,! so! JAXA! worked! towards! 
solving! these! technical! issues! in! order! to! approve! 
adopting! leadSfree! parts.! In! order! to! judge! 
whether! or! not! to! use! leadSfree! parts,! we! must! 
ensure! the! reliability! of! “potential! of! whisker! 
growth”!and!“joint!reliability,”!which!are!technical! 
issues.! We! examined! measures! to! deal! with! each! 
of! these! technical! issues! with! taking! into! 
consideration!the!manufacturing!environment!and! 
usage! environment! for! rocket! avionics.! These! 
initiatives!became!activities!aimed!at!establishing!a! 
“Selection!flowchart!of!leadSfree!part”!that!can!be! 
commonly! applied! by! all! of! the! spacecraft! 
manufacturing!companies.! 
Furthermore,!it!is!expected!that!in!the!near!future! 
leadSfree!parts!will!be!used! in!satellite!equipment! 
as!well,!in!the!same!way!as!for!rocket!avionics.!For! 
this! reason,! JAXA! is! continuing! examinations! of! 
measures!against! the! whisker! growth,! in! order! to! 
ensure!the!reliability!of!leadSfree!parts!over!a!long! 
service! life! in!the!space!environment.!We!focused! 
on! conformal! coatings! that! are! used! for! the! 
purpose! of! insulation! and! moisture! prevention! in! 
printed! circuit!boards! in! order! to! ensure! the! high! 
reliability! of! satellite! equipment,! and! then! 
examined! the! effectiveness! of! conformal! coatings! 
as!a!measure!to!mitigate!the!growth!of!whiskers.!! 
As! a! general! rule! lead! containing! solder! shall! be! 
used! in! space! mission! hardware! for! which! high! 
reliability! is! required.! As! long! as! lead! containing! 
solder! can! be! supplied,! JAXA! will! continue! this! 
policy!going!forward.!On!the!other!hand,!if!the!use! 
of! commercial! electronic! parts! is! taken! into! 
consideration,! the! shift! to! the! mixed! assembly! 
approach! combining! “leadSfree! parts”! and! “lead! 
containing! solder”! will! further! increase! in! the! 
future.!For!rocket!avionics!we!will!be!ensuring!the! 
reliability! of! space! mission! hardware,! with! 
accumulating! reliability! data! that! uses! the! 
Selection! flowchart! of! leadSfree! parts! we! have! 
newly! established,! and! feedback! of! its! results.! 
Furthermore,! as! for! satellite! equipments,! we! will! 
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proceed!with!our!efforts!focusing!on!obtaining!the! 
effectiveness!of!conformal!coatings!with!regard!to! 
mitigate!the!whisker!growth,!with!the!expectation! 
of!using!leadSfree!parts!in!a!few!years.! 

! 
************************! 

( 
SOFIE(–(Demonstration(of(Space(Qualified(Parts( 

on(ALOS_2( 
+Suzuki,+K.,+Yamada,+N.,++Shindo,+H.,++Mizuta,+E.,+ 

Tsuchiya+Y.,+Sakamoto,+K.(JAXA)+ 
! 

Some! of! the! strategically! developed! EEE! parts! is! 
onboard! “DAICHIS2”(ALOSS2)! satellite.! SOFIE,! the! 
"SOI!FPGA!InSOrbit!Experiment",!is!a!small!mission! 
on!DAICHIS2,!developed!to!demonstrate!SOI!FPGA,! 
developed!as!JAXA's!strategic!EEE!parts.!SOFIE!also! 
equip! some! JAXA’s! strategic! parts! such! as! SOI! 
MPU,! Power! MOS! FET,! POL(PointSofSLoad)! to! 
evaluate!their!performance!in!the!space.!SOI!FPGA! 
which! has! been! developed! by! the! cooperation! of! 
JAXA! and! CNES,! has! capability! of! radiation! 
hardness! and! reconfigurablity.! They! are! key! 
performances! and! interesting! point! of! 
demonstration!in!the!space.!This!presentation!will! 
describe! the! design! concept! of! SOFIE! and! show! 
some!results!of!onSorbit!performance!of!SOI!FPGA! 
and!other!JAXA!strategic!EEE!parts.! 
! 

************************! 
(
 

Increased(Reliability(and(Quality(of(Space(
 
Electronics(with(the(Assistance(of(IPC(Programs(
 

Wallin,+L.+
 
IPC+(United+States)+
 

! 
For! decades! IPC! standards! have! been! the! 
compendium! of! best! practices! for! high! reliability! 
electronics! manufacturing! around! the! world.! 
There! are! new! challenges! and! demands! in! 
electronic! hardware! which! require! IPC! Class! 3! 
criteria.! IPC! standards! are! developed! by! 
electronics! industry!experts!within!all!of! the!highS 
reliability!market!segments.!Based!upon!the!inputs! 
from!many!experts! 
within! electronics! technical! community! there! has! 
been! a! demand! building! for! a! 
verification/validation! program! that! certifies! the! 
best! practices! outlined! within! IPC! standards! are! 
being! adhered! to! in! practice.! Today! IPC! offers! 
training! and! certification! programs! for! Individuals! 
seeking! to! become! subject! matter! experts.! There! 
are! several! levels! available! including! CIS,! CIT,! and! 
CID! programs.! IPC! Validation! Services! takes! 
certification! to! the! next! level! and! certifies! the! 
facility! to! a! particular! IPC! standard.! This! 
presentation! will! outline! the! methodologies! used! 

by! IPC! Validation! Services! for! development! of! 
qualified! products! listing,! QPL! as! well! as! qualified! 
manufacturing!listing,!QML!for!electronic!materials! 
as! well! as! printed! boards! and! electronic! 
assemblies.! The! applicable! IPC! standards! 
associated! with! the! current! programs:! IPCSAS610,! 
IPCSAS620,! IPCSAS620S! (Space! Addendum),! JSSTDS 
001,! JSSTDS001S! (Space! Addendum),! JSSTDS004,! JS 
STDS!005,!JSSTDS006!and! 
IPCS1071! as! well! as! future! programs! being! 
developed!for!IPCS6012,!CCS830,!and!IPCS!1072!will! 
be! presented.! The! value! stream! maps! for! 
suppliers,! OEMs! and! EMS! companies! will! be! 
shared.! Audit! requirements,! checklists,! and! 
program! criteria! will! be! highlighted! throughout! 
this!presentation.! 
As! the! electronics! industry! has! migrated! from! 
vertical! manufacturing! to! more! horizontal! 
integration,! the! dependence! on! the! supply! chain! 
has!been!everSincreasing!for!the!past!two!decades.! 
Innovation! in! supply! chain! management! has! 
influenced! the!methods!used! to!build!electronics.! 
The! virtually! integrated! supply! chain! model! has! 
created!opportunities! for!organizations! like! IPC!to! 
play! a! vital! role! in! verifying! suppliers'! capabilities! 
and! core! competencies! from! design! throughout! 
the!entire!manufacturing!cycle.!The!future! impact! 
for! establishing! a! network! of! trusted! sources! of! 
supply!from!the!bottom!up!will!be!outlined!during! 
this!presentation.! 
! 

************************! 
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Background!
 
JAXA! ISS! Program! needs! to! conduct! as! many!
 
experiments! as! possible! under! limited! budget!
 
because! the! government! and! the! public! require!
 
more! values,! benefits,! knowledge,! etc.! Each!
 
experiment! project! has! been! reduced! its! budget!
 
amount! after! system! developments! had! been!
 
completed.! Major! manufacturers! have!
 
disappeared! and! new! smaller! ones! are! joining! in!
 
the! field! of! space! experimental! facility!
 
developments!instead!of!them.!
 
!
 
!
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Current!Situation!!
 
Each! project! team! promotes! its! contractor! to! use!
 
COTS! as! long! as! its! development! meets! the!
 
mission! and! safety! requirements.! For! example,!
 
JAXA! used! a! commercial! 4K! Camera! to! film! the!
 
comet!and!the!earth!from!Cupola!in!the!past!year.!
 
We!spent!just!1!year!to!modify!the!commercial!4K!
 
Camera!to!meet!with!ISS!safety!requirements.!This!
 
was! very! costSeffective! and! timeSsaving! way,!
 
compared!with!the!traditional!way!which!develops!
 
equipment!from!parts!and/or!circuits!levels.!.!
 
!
 
Next!Step!!
 
JAXA! ISS!Program!will!use!more!COTS!at! the! level!
 
of! components! and! parts.! ISS! S&MA! office! has!
 
supported! this! policy! and! therefore! set! the!
 
"guideline! for! use! of! car! components! and! parts"!
 
for! ISS! utilization! activity! and! HTV! system.! We!
 
expect!automobile!components/parts!be!stable! in!
 
quality! and! relatively! cheaper.! However! still! the!
 
challenge!is!to!keep!quality,!safety!and!cost!saving!
 
at! the! same! time! when! we! use! it! in! the! ISS!
 
experiment!facilities.!
 
!
 

************************! 
! 
Relating(Requirements(to(Quality(and(Reliability( 

for(Printed(Circuit(Boards(for(Use(in(NASA( 
Systems( 

Daniluk,+K.;+Smith,+C.;++Fretz,+K.++ 
(NASA)+ 

( 
Traditionally,! reliability! engineering! products! are! 
provided! to! the! design! team! and! reviewers! with! 
little!impact!unless!a!design!weakness!is!identified.!! 
The!Applied!Physics!Laboratory!(APL)! is!now!using! 
the! reliability! products,! specifically! the! Failure! 
Mode! and! Effects! Analysis! (FMEA)! and! 
quantitative! estimates,! as! inputs! to! the! Fault! 
Management! design! process.! The! FMEA! is! one! of! 
several! fault! identification! methods! used! by! the! 
Fault! Management! lead,! but! the! FMEA! has! been! 
extended! so! as! to! include! all! the! other! identified! 
faults.!The!extended!FMEA!also!provides!the!basis! 
for! developing! a! sense! of! completeness! of! fault! 
protection! coverage! and! acts! as! the! system! 
verification! tool! for! the! designed! mitigations.! The! 
quantitative! model! is! then! used! to! show! relative! 
improvements! within! the! system! as! a! results! of! 
the!implemented!mitigations.!This!strong!coupling! 
has! enhanced! the! performance! of! both! the! 
reliability! engineering! and! the! fault! management! 
tasks.! 

( 
************************! 

The(NASA(Electronic(Parts(and(Packaging((NEPP)(
 
Program:!
 

Overview(and(the(New(Tenets(for(Cost(Conscious(
 
Mission(Assurance(on(Electrical,(Electronic,(and(
 

Electromechanical((EEE)(Parts!
 
LaBel,+K.+A.;+Sampson,+M.+J.+
 
NASA/GSFC+(United+States)+
 

!
 
The! NEPP! Program! focuses! on! the! reliability!
 
aspects! of! electronic! devices! (integrated! circuits!
 
such! as! a! processor! in! a! computer).! There! are!
 
three!principal!aspects!of!this!reliability:!
 
●	 Lifetime,! inherent! failure! and! design! issues! 

related! to! the! EEE! parts! technology! and! 
packaging,! 

●	 Effects! of! space! radiation! and! the! space! 
environment!on!these!technologies,!and! 

●	 Creation! and! maintenance! of! the! assurance! 
support! infrastructure! required! for! mission! 
success.! 

! 
The!NEPP!mission! is! to!provide!guidance! to!NASA! 
for! the! selection! and! application! of! 
microelectronics! technologies,! to! improve! 
understanding! of! the! risks! related! to! the! use! of! 
these!technologies! in!the!space!environment,!and! 
to! ensure! that! appropriate! EEE! parts! research! is! 
performed! to! meet! NASA! mission! assurance! 
needs.! 
NEPP’s!FY15!goals!are!to!represent!the!NASA!voice! 
to! the! greater! aerospace! EEE! parts! community! 
including! supporting! antiScounterfeit! and! trust,! 
provide! relevant! guidance! to! costSeffective! 
missions,! aid! insertion! of! advanced! (and! 
commercial)! technologies,! resolve! unexpected! 
parts! issues,! ensure! access! to! appropriate! 
radiation! test! facilities,! and! collaborate! as! widely! 
as!possible!with!external!entities..! 
In! accordance! with! the! changing! mission! profiles! 
throughout! NASA,! the! NEPP! Program! has! 
developed! a! balanced! portfolio! of! efforts! to! 
provide! agencySwide! assurance! for! not! only! 
traditional! spacecraft! developments,! but! also! 
those! inSline! with! the! new! philosophies! emerging! 
worldwide.! In! this! presentation,! we! shall! present! 
an! overview! of! this! program! and! considerations! 
for! EEE! parts! assurance! as! applied! to! cost! 
conscious!missions.! 
! 

************************! 
! 
! 
! 
! 
! 
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Alarcon,(Raul( 
ESA/+ESTEC+(The+Netherlands)+ 

“New+Mediated+Reality+Technologies+to+Enhance+PA+Management”+ 

Raul! Alarcon! is! an! engineer! specialized! in! product! assurance,! quality,! safety! and! information! management!
 
systems! operating! in! private! and! public! organisations.! He! has! worked! in! the! marine,! oil! and! gas,! and!
 
automotive! industries! before! joining! ESA! 10! years! ago.! Raul! works! as! quality! and! information! management!
 
system! representative! and! lead! auditor! at! the! European! Space! Agency's! Product! Assurance! and! Safety!
 
Department.!He!is!also!a!phD!student!within!the!Doctoral!Programme!on!Information!Society!and!Knowledge!
 
Management!at!the!Catalonian!Open!University.!
 
!
 

************************! 
! 

Araki,(Shuji( 
JAXA(+Japan)+ 

“Recent+Improvement+and+Promotion+Activities+on+JAXA+Spacecraft+Design+ 
Standards+System”+ 

!
 
He! joined! the! National! Space! Development!Agency!of! Japan! (NASDA)! in! 1987,!and! started!his! carrier! at! the!
 
Satellite!Tracking!and!Control!Center!in!the!Tsukuba!Space!Center.!
 
In!1989,!He!engaged!in!a!planning!of!Japanese!astronauts!training!for!the!Space!Shuttle!Program!and!the!Space!
 
Station!Program.!
 
In!1993,!He!moved!to!the!Planning!and!Strategy!Department!of!HQ!of!NASDA!and!engaged!in!the!planning!of!
 
long!term!vision!of!Japanese!space!activates.!!
 
In!1996!He!was!assigned!the!Deputy!Director!of!NASDA!Huntsville!Office,!and!engaged!the!coordination!of!the!
 
Space!Lab!Mission!and!the!International!Space!Station!Program.!!
 
In!1999,!He!moved!to!the!Tsukuba!Space!Center,!and!engaged!the!planning!of!research!program!using!KIBO,!
 
Japanese! Experiment! Module! of! the! ISS! Program,! and! was! assigned! as! a! spokesperson! of! Japanese! ISS!
 
program.!!
 
In!2011,!He!was!appointed!as!the!Director!of!JAXA!Paris!Office.!
 
November!of!2014,!He!moved!to!the!Tsukuba!Space!Center,!and!was!appointed!as!the!Manager!of!Safety!and!
 
Mission!Assurance!Office.!
 

! 
************************! 

! 

Blanquart,(Jean_Paul! 
Airbus+(France)+ 

“Satellite+Reference+Database+Criticality+Classification”+ 
! 
JeanSPaul! Blanquart! is! responsible! for! advanced! studies! in! dependability! and! safety! in! Airbus! Defence! and! 
Space! –! Space! Systems.! He! provides! also! support! as! dependability! and! safety! engineer! for! critical! space! 
vehicles! or! ground! centers! for! spaceSbased! services,! air! traffic! management! etc.! Active! member! of! the! 
dependable!computing!community!he!is!particularly!involved!in!the!organization!of!and!technical!contribution! 
to! working! groups! combining! academic! and! industrial! experience! from! various! disciplines! and! application! 
domains,! such!as!CISEC! to!promote!critical!embedded!systems!among!students!and!professionals.!He!has! in! 
particular! coSanimated! since! its! creation! in! 2009,! a! working! group! (now! attached! to! “Embedded! France”)! 
gathering!experts!in!industrial!safety!and!standards!to!work!on!convergence!of!practices,!tools!and!standards! 
in! safety!across! their!application!domains,! covering!aeronautics,!automotive,! industrial!automation,!nuclear,! 
railway!and!space.! 

! 
************************! 
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Bridges,(Jasmine( 
NASA+(United+States)+ 

“R&D+to+Production:+Utilizing+Production+Readiness+for+Safety+and+Mission+ 
Assurance”+ 

! 
Jasmine!Bridges,!from!Tacoma,!WA!is!a!Production!Engineer!for!the!Boeing!Company!where!she!currently! 
leads!an!automation!project!for!the!737.!!She!holds!her!B.S.!from!Johns!Hopkins!University!and!her!M.S.!in! 
Mechanical!Engineering!with!a!concentration!in!Energy!Systems!from!Columbia!University!in!New!York.!!Most! 
recently!Ms.!Bridges!was!an!Advanced!Manufacturing!Industry!Fellow!with!the!U.S.!Department!of!Energy’s! 
Advanced!Manufacturing!Office!in!Washington,!DC!where!she!supported!the!Advanced!Manufacturing! 
Partnership!(AMP2.0),!a!working!group!of!the!President’s!Council!of!Advisors!on!Science!and!Technology! 
(PCAST).!!!Ms.!Bridges!recommended!productionSrelated!strategies!to!help!develop!the!National!Network!for! 
Manufacturing!Innovation!(NNMI)!and!accelerate!development!of!low!to!midSlevel!Technology!Readiness!Level! 
(TRL)!technologies.! 
! 
Ms.!Bridges!began!her!professional!career!analyzing!and!designing!renewable!energy!systems!for!the!Energy! 
Sector.!!Her!analysis!helped!saved!the!Utility!more!than!$25!million!($US)!and!provided!long!range!energy! 
investment!options.!!! 
! 
Ms.!Bridges!has!8+!years!in!the!aerospace!sector!where!began!designing!airplane!propulsion!systems.!!She! 
subsequently!transitioned!to!manufacturing!where!she!has!led!multiSdisciplinary!and!international!teams!to! 
successfully!develop!and!implement!production!processes,!technology!and!equipment;!and!led!production! 
process!improvement!on!multiple!airplane!programs.!!Ms.!Bridges’!expertise!is!in!new!program!development! 
and!transitioning!technologies!from!R&D!to!Production,!which!she!looks!forward!to!contributing!to!the!Space! 
sector.! 
! 
As!an!aspiring!Astronaut,!Ms.!Bridges!was!selected!as!a!final!interviewee!for!NASA!Astronaut!Selection!(2012)! 
and!was!named!as!a!2013!Outstanding!Young!Manufacturing!Engineer!by!the!Society!of!Manufacturing! 
Engineers!(SME).!!Ms.!Bridges!is!passionate!about!promoting!Science!Technology!Engineering!and!Math! 
(STEM)!to!youth!and!is!currently!the!Boeing!Technical!Liaison!for!Advancing!Minority!Interest!in!Engineering! 
(AMIE),!an!organization!that!helps!expand!underSrepresented!minority!students!in!engineering!careers.! 
Ms.!Bridges!also!enjoys!traveling!and!is!an!avid!salsa!dancer.! 
! 

************************! 
! 

Brochain,(Philippe( 

ESA/ESTEC+(The+Netherlands)+ 
“Achieving+EGNOS+Safety+&+Mission+Performances+in+a+Design+to+Cost+ 

Approach”+ 
! 

Philippe+Brochain+(AIS+for+ESA)+ 
Philippe!Brochain!has!a!background!in!Safety,!RAMS,!ILS!and!certification.!He!has!been!working!since!20!years!
 
in! aeronautic! and! space! domain! for! Airbus,! Bombardier! and! ESA,! and! as! professor! in! ISAE/Supaero,! INSA,!
 
ESTACA! and! London! University.! Engineering! Director! in! AIS! Europe!he! provides! support! in! Safety! domain! to!
 
ESA!EGNOS!project!since!more!than!8!years.!
 
!
 

************************! 
! 
! 
! 
! 
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Cadin,(Gaëtan( 
CNES,+Centre+spatial+guyanais+(France)+ 

“Contribution+of+Safety+Mission+Assurance+to+Conformity+Assessment+in+Launch+ 
Base+Organisation’’+ 

! 
Since!2012:!in!French!Guyana,!Electrical!and!computer!Systems,!operations!conformity!Specialist.!
 
From!2010!to!2012:!Quality!assurance!manager!of!the!Vega!combined!test!(Test!before!first!
 
campaign)!
 
From!2007!to!2012:!Quality!assurance!manager!for!new!project!and!modification!in!the!launch!base!
 
of!Kourou!
 
Before! 2007:! engineer! for! design! and! commissionning! of! Air! traffic! control! system! (voice! communication!
 
system).!
 
!
 

************************! 
! 

Cosson,(Fabrice( 
+ESA/+ESTEC+(The+Netherlands)+ 

“Galileo+Measured+Availability+vs.+Prediction”+ 
!
 
Fabrice! Cosson! is! Senior! RAMS! Engineer! in! ESA! (ESTEC),! with! 17! years! of! experience! in! RAMS! field,! in!
 
aeronautical!and!space!domain.!
 
He!has!started!his!career!in!aeronautic,!for!Airbus!Helicopters!in!Marignane,!following!the!RAMS!analyses!from!
 
the! suppliers;! and! for! Airbus! in! Toulouse! where! he! was! responsible! of! System! Safety! Assessment! for! some!
 
A320!and!A340!subsystems.!
 
Then!he!moved!to!the!Space!activities,!joining!Thales!Alenia!Space!Cannes!in!2001.!After!some!years!spend!in!
 
Telecom!and!Earth!Observation,!he!joined!the!Galileo!Project!in!2005.!
 
Since! 2010! he! works! for! ESA! as! Galileo! System! and! Ground! Segment! RAMS! engineer.! He! put! in! place! the!
 
Galileo! Measured! Availability! vs.! Prediction! (GMAP)! activities,! which! will! be! presented! in! the! TRISMAC!
 
conference.!
 
!
 

************************! 
! 

Daniluk,(Kelly(( 
(NASA)+ 

“Relating+Requirements+to+Quality+and+Reliability+for+Printed+Circuit+Boards+for+ 
Use+in+NASA+Systems”+ 

! 
Ms.!Kelly!Daniluk!is!a!Quality!Engineer!supporting!the!Safety!and!Mission!Assurance!Services!contract!at!NASA! 
Goddard! Space! Flight! Center! (GSFC)! under! the! NASA! Workmanship! Standards! Program.! Kelly! uses! her! 
expertise!in!printed!circuit!board!(PCB)!quality!assurance!to!provide!technical!support!to!the!agency!on!PCBS 
related!policies!and!issues.!She!represents!NASA!in!the!IPC!–!Association!Connecting!Electronics!Industries!–!as! 
a!member!of!the!standards!development!committees!for!bare!PCB!specifications!and!test!methods.!Kelly!also! 
supports!the!space!flight!projects!at!NASA!GSFC!to!develop!requirements,!advise!on!design!and!procurement,! 
perform!inspections,!and!conduct!risk!assessments!as!related!to!PCB!mission!hardware.!Kelly!has!a!Bachelor!of! 
Science!in!Mechanical!Engineering!from!the!University!of!Maryland,!A.!James!Clark!School!of!Engineering!and! 
has!certifications!to!IPCSAS600!and!IPCS6012.! 
! 

************************! 
( 
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Escorial(Rico,(David(( 

ESA/+ESTEC+(The+Netherlands)+ 
+“Secure+Software+Engineering+and+Assurance+Standardisation+Initiative+in+ESA”+ 

! 
David! Escorial! Rico! is! a! Software! Product! Assurance! Engineer! working! for! ESA! since! 2009.! Among! other! 
activities! he! has! supported! the! implementation! of! Software! Product! Assurance! requirements! in! the! space! 
segment! of! Copernicus! (Global! Monitoring! for! Environment! and! Security).! He! is! also! the! technical! point! of! 
contact! in! ESA! for! Software! Process! Assessment! and! Improvement.! Recently! he! has! participated! in! the! 
research! of! the! relations! between! software! dependability! and! security! in! reuse! contexts.! Previously! he! had! 
worked! as! a! quality! auditor! and! process! assessor! for! Eurocontrol’s! Air! Traffic! Network! Management! 
directorate.!Some!of!his!previous!experience!include!software!assurance!and!verification!positions!in!industry! 
and!academia.!! 
! 

************************! 

( 
Esper,(Alexandre( 

CRITICAL+Software+S.A.(Portugal)+ 
“Satellite+Reference+Database+Criticality+Classification”+ 

! 
Mr.! Esper! is! an! experienced! system! and! software! engineer! (+16! years).! He! has! been! working! as! a! senior! 
engineer! and! technical! manager! at! Critical! Software! S.A.! since! 2005! in! projects! for! the! aerospace! sector,! 
mainly! in! ESA! missions,! including:! SentinelS1,! SentinelS2,! SentinelS3,! HerschelSPlanck,! GOCE,! Lisa! Pathfinder,! 
GAIA,!VEGA!launcher.!His!expertise!includes!spacecraft!subsystems!(mainly!onSboard!computer!hardware!and! 
software),! ground! segment! system! and! software! (mainly! SCOSS2000)! and! launchers! (mainly! onSboard! 
computer!hardware!and!software).! 
Before!joining!Critical!Software,!Mr.!Esper!worked!as!a!mobile!systems!engineer!for!NEC!from!1998!to!2005,! 
including! projects! in! NEC! Brazil,! NEC! UK! and! NEC! Portugal.! He! became! an! expert! in! mobile! network! 
optimization! and! planning,! protocol! analysis,! interoperability! testing! (IOT),! conformance! testing,! software! 
validation!and!product!validation.! 
! 

************************! 
+ 

Evans,(John( 
+NASA+HQ+OSMA+SARD+(United+States)+ 

“Spaceflight+Reliability:+An+ObjectivesJBased+Strategy”+ 
! 

Dr.!John!W.!Evans!is!currently!the!agency!lead!for!Reliability!and!Maintainability!at!NASA!HQ,Office!of!Safety! 
and!Mission!Assurance!in!Washington,!D.C.!Dr.!Evans!has!over!30!years!of!experience!and!has!held!positions!in! 
industry!and!academia,!in!addition!to!positions!at!NASA.! 
As!a!senior!NASA!Engineer,!he!has!worked!on!the!development!of!the!James!Webb!Space!Telescope!and!many! 
other!NASA!projects!and!research!efforts.!Dr.!Evans!has!been!a!consultant! in!reliability!engineering!to!major! 
companies! worldwide,! having! worked! throughout! Asia! and! Europe.! Dr.! Evans! holds! the! Ph.D.! in! Materials! 
Science! and! Engineering! from! Johns! Hopkins! University! and! has! authored! or! coSauthored! 51! technical! 
publications! and! 3! books.! He! is! also! serving! as! an! Adjunct! Professor! in! the! Department! of! Industrial! and! 
Systems!Engineering!at!the!Morgan!State!University!in!Baltimore,!MD.! 

! 
************************! 
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Fedi(Casas,(Manrico( 
ESA/ESTEC+(The+Netherlands)+ 

“Comparison+of+Software+Documentation+Model+in+the+European+Space+and+ 
Railway+Industries”+ 

! 
Manrico!Fedi!Casas! is!Software!Product!Assurance!Engineer!at!ESA!supporting!projects! in! the! fields!of!Earth! 
Observation,!Telecommunications!and!Science!and!Robotics.! 
Previously,! he!participated! in! the! development! of! onSboard!and! ground!segment! software! for! several! space! 
programs! including:!Ariane!5,!Vega!and!ATV.! He!worked!as!Product!Assurance!engineer! for!defence! (missile! 
systems),! railway! (metro! of! Barcelona,! metro! of! Santiago! de! Chile,! Abu! Dhabi! light! rail! transit)! and! 
infrastructure!sectors!(third!set!of!locks!of!Panama!Canal).! 
He!obtained!a!M.S.!degree! in! Industrial!Engineering,!a!M.S.! in!Mechanical!and!Aerospace!Engineering!and! is! 
currently!a!Ph.D.!candidate!in!Aerospace!Engineering.! 
! 

************************! 

( 
Gregoris,(Guy( 

Thales+Alenia+Space+(France)+ 
“Dependability+and+Safety+prospects+for+Mission+Assurance+of+Global+Drone+ 

CommandJControl+Satellite+Systems”+ 
( 

( 

Presently!acting!as!head!of!the!Dependability!and!Safety!department! 
! 

Was!born!in!1959.!! 
! 
PhD! in! Solid! State! Physics! ! and! ! ! Semiconductor! microSstructures,! Institut! National! des! Sciences! appliquées,! 
INSA,!1985!.! 
! 
Joint! !Thales!Alenia!Space! (former!Alcatel!Space)! in!1988!as!R&D!manager! in! the! field!of!Design!Quality!and! 
Reliability.!! 
! 
Coordinator!of!International!and!European!R&D!!programmes.! 
! 
Convenor!of!ECSSSQSSTS30S11C!Rev1!and!!ECSSSQSTMS12SDraft.! 
Contributor!to!ECSSSQSSTS30S09,!ECSSSQSHBS30S08,!ECSSSQSSTS30S02!and!!ECSSSQSHBS30S01.! 
! 
Head!of!the!Dependability!and!Safety!department!since!1999,!!in!Toulouse,!dedicated!to!EGSE,!on!board!units,! 
payloads,!Ground!!Segments!and!EndStoSEnd!systems.! 

************************! 
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Guérin,(Bruno( 
“Consideration+of+Dependability+Aspects+of+Space+Debris+Mitigation+
 

Requirements”+
 
Thales+Alenia+Space+(France)+
 

( 
Since!2015:!
 
Dependability!Specialist!at!Thales!group!level!
 
!
 
Since!2014:!
 
Discipline!Focal!Point!of!the!Q30!series!(ECSS!standards)!
 
!
 
Since!2006:!
 
Dependability!Expert!Engineer!in!Cannes!(France)!in!the!frame!of!several!telecom!and!scientific!programs,!at!
 
system!level!and!for!different!phases!(request!for!proposal,!development!up!to!operational!stage).!
 
!
 
2005:!
 
Satellite!AIT!RF!Expert!Engineer!in!Cannes!(France)!
 
2004S2005:!
 
Mission!Preparation!Manager!of!military!telecom!program!in!Toulouse!(France)!
 
!
 
1998S2003:!
 
Integration!Manager!Engineer!of!several!telecom!payloads!in!Toulouse!(France).!
 
!
 
1996S1997:!
 
Payload!Project!Engineer!of!telecom!program!in!Toulouse!(France)!
 

( 
************************! 

(
 
Hogrel,(Martine!
 
ESA/CST+(France)!
 

+“Achieving+EGNOS+Safety+&+Mission+Performances+in+a+Design+to+Cost+
 
Approach”+
 

! 
Martine!Hogrel!has!a!background! in!Product!Assurance!on!complex!ground!systems! in!aeronautic!and!space! 
environments.! She! ! has! been! working! during! almost! 20! years! as! PA! Manager! in! Air! Traffic! Management! 
domain,! on! Control! Command! systems! of! Ariane! launch! pads! in! Kourou,! then! in! Navigation! per! satellites! 
projects!(Galileo/!EGNOS).She!has!joined!ESA!in!2011!and!is!currently!head!of!EGNOS!Product!Assurance!and! 
Safety!Unit!within!EGNOS!and!SBAS!division.! 
! 

************************! 
( 

Jara,(Steve( 
NASA+(United+States)+ 

+“NASA+AMES+Class+D+Mission+Requirements+for+Safety+ 
and+Mission+Assurance”+ 

! 
Steve!Jara!has!been!at!NASA!Ames!Research!Center!for!25!years.!Steve!started!his!career!as!a!Model!Maker!in! 
the!Model!Development!Branch!fabricating!wind!tunnel!models,!aircraft!engineering!analysis!test!equipment,! 
biological!experiment!hardware!for!the!Space!Shuttle!and!the!International!Space!Station.! 
Steve!transitioned!over!to!System!Safety!and!Mission!Assurance!in!2002.!Since!the!transition,!Steve!was!able! 
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to! utilize! his! fabrication! knowledge! and! experience! in! SS&MA! projects! support.! Steve! served! as! the! safety!
 
representative! on! biological! payloads,! was! the! lead! Verification! and! Validation! on! the! Biological! Research!
 
Project,! served! as! Ground! Operations! Mission! Assurance! Manager! on! Kepler,! and! Chief! Safety! and! Mission!
 
Assurance!Officer!on!Lunar!Atmospheric!Dust!Environment!Explorer!(LADEE)!Project.!
 
Currently! Steve! is! support! Geostationary! Operational! Environmental! Satellite! (GOESSseries)! Program! at!
 
Lockheed!Martin!in!Waterton!Colorado.!Steve!is!supporting!the!SS&MA!oversight!of!all!transitioning!processes,!
 
hardware,!manufacturing!implementation!readiness!moving!to!Waterton.!!
 
!
 

************************! 
! 

Kawatsu,(Kaname(( 
JAXA+(Japan)+ 

“Affordable+HighJReliability+Realization+Approach+in+Liquid+Rocket+Engine+ 
Development+for+New+National+Flagship+Launch+Vehicle”+ 

! 
Engineer! 
Aerospace!Research!and!Development!Directorate! 
JAXA’s!Engineering!Digital!Innovation!Center! 
JAXA! 
! 
Degrees:!Master!of!Aeronautics!and!Space!Engineering!at!Tohoku!Univ.!(2006)! 
! 
Highlights!of!Achievements:! 
He! started! his! career! in! the! Safety! and! Mission! Assurance! (S&MA)! division! of! Japan! Aerospace! Exploration! 
Agency!(JAXA)!on!2006.! 
His!experience! includes!Quality!Control!of! launch!vehicle! (HSIIB)!and!HSII! transfer!vehicle! (HTV)!development! 
projects,!Safety!and!Mission!Assurance!(S&MA)!for!Japanese!flagship!launch!vehicle!(HSIIA).! 
Then,! he! moved! to! JAXA’s! Engineering! Digital! Innovation! (JEDI)! Center! on! 2009,! as! a! member! of! aerospace! 
project!simulation!support! team,!supporting!JAXA’s!project!such!as!LESX!engine!technological!demonstration! 
project!by!using!highSfidelity!numerical!simulation!techniques.! 
Afterward,!as!an!exchange!engineer!between!ESA!and!JAXA,!he!studied!zooming!capabilities!of!the!1D!ESPSS! 
Propulsion!Simulation!Tool!with!3DSCFD!Solvers!during!his!stay!at!ESA/ESTEC!in!2012.! 
Currently,!he!is!in!charge!of!development!of!information!system!to!implement!the!new!development!process! 
which!enables!to!reduce!the!cost!and!duration!to!achieve!highSreliability!with!the!liquid!rocket!engine.! 

! 
************************! 

( 
Kobayashi,(Ryoji( 
+JAXA+(+Japan)+ 

“S&MA+Contribution+to+Space+Science+Mission”+ 
!
 
Position:!Safety!and!Mission!Assurance!Officer,!Institute!of!Space!and!Astronautical!Science,!JAXA!
 
!
 
Degree:!MEng!Electrical!Engineering!
 
!
 
Career!Highlights!
 
Ryoji! started! his! career! in! the! Space! filed! in! 1991! at! NASDA! (National! Space! Development! Agency! of!
 
Japan)/TKSC!(Tsukuba!Space!Center),!developing!spacecraft!operation!system!and!operating!earth!observation!
 
satellite.!!During!this!period,!Ryoji!participated!in!the!system!development!relevant!to!operation!planning!and!
 
commanding!and! telemetry!monitoring! from!development! testing!up! to!operation.! !He!was!also! involved! in!
 
real!time!and!offSline!operations!works!of!earth!observation!satellite.!
 
Then,!Ryoij! moved! to! human! space! program! in! 2000,! first!as! a!System! Safety!engineer,! supporting! missions!
 
such!as!Manipulator!Flight!Demonstration!(MFD)!and!Japanese!Experiment!Module!(JEM).! !Afterwards,!Ryoji!
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took!the! job!of!project!engineer!developing!experiment!apparatus!and!racks! for! ISS!and!operating!them!onS 
board.! 
Ryoji! is!now!the!Safety!and!Mission!Assurance!Officer!for!Institute!of!Space!and!Astronautical!Science!(ISAS),! 
providing!together!his!team,!support!to!JAXA!space!science!projects!in!managing!the!implementation!of!their! 
Safety! and! Mission! Assurance! (S&MA)! programs! and! coordinating! the! activities! across! all! S&MA! disciplines.!! 
Ryoji’s!section!also!performs!secretarial!works!of!safety!review!for!ground!experiment!and!testing!operations! 
implemented!by!ISAS!to!make!sure!safe!operations.! 
When!not!at!work,!Ryoji!enjoys!reading,!practicing!violin,!watching!movies!and!skiing.! 

! 
************************! 

! 

LaBel,(Kenneth(A.( 
NASA/GSFC+(United+States)+ 

“The+NASA+Electronic+Parts+and+Packaging+(NEPP)+Program:+ 
Overview+and+the+New+Tenets+for+Cost+Conscious+Mission+Assurance+on+ 

Electrical,+Electronic,+and+Electromechanical+(EEE)+Parts”+ 
! 

Kenneth! A.! LaBel! received! his! BES! in! EECS! with! a! minor! in! Mathematical! Sciences! from! The! Johns! Hopkins! 
University!in!1983.!Since!graduation,!he!has!worked!at!NASA!Goddard!Space!Flight!Center!(GSFC).!His!career!at! 
NASA!has!included!development!of:! 

- Hardware/software!for!ground!systems,!
 
- Advanced!technology,!
 
- Flight!hardware,!
 
- Systems!engineering,!and,!
 
- Radiation!hardness!assurance/research!for!>50!NASA!projects.!
 

He!is!currently!coSmanager!of!the!NASA!Electronic!Parts!and!Packaging!(NEPP)!Program!as!well!as!senior!staff!
 
engineer! for!the!Radiation!Effects!and!Analysis!Group!(REAG)!at!NASA!GSFC.!He!has!won!multiple!awards!at!
 
NASA!including!the!prestigious!National!Resource!Award!and!Moe!I!Schneebaum!Engineering!Award.!Mr.!LaBel!
 
has! published! over! 100! papers! as! author/coSauthor,! has! taught! multiple! short! courses! at! IEEE! Nuclear! and!
 
Space! Radiation! Effects! Conference! (NSREC),! Hardened! Electronics! and! Radiation! Technology! (HEART)!
 
Conference,! Radiation! Effects! on! Components! and! Systems! (RADECS)! Conference,! and! others,! and! is! a!
 
recognized!expert! in! radiation!effects! systems!engineering.!He!was! the!2009! IEEE!NSREC! Short!Course! Chair!
 
and!was!the!2012!IEEE!NSREC!General!Chair.!
 
!
 

************************! 

( 
Larrère,(J.(L.(( 

Airbus+Defence+and+Space+(France)+ 
“The+Contribution+of+Product+Assurance+to+Cost+Efficient+Satellite+Missions”+ 

! 
JeanSLuc! Larrère! is! Head! of! Quality! for! Earth! Observation,! Navigation! and! Science! satellite! programmes! at! 
Airbus! Defence! and! Space.! Based! in! Toulouse! (France),! he! is! in! charge! of! the! Airbus! Product! Assurance! 
managers! team! serving! satellite! projects! in! all! Airbus! space! countries.! He! was! until! recently! discipline! focal! 
point!for!ECSS!Product!Assurance!(Q10)!and!Quality!Assurance!(Q20)!series.! 

!
 
!
 

************************!
 

( 
( 
( 
( 
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Le(Cadre,(Gilles( 
Thales+Alenia+Space+(France)+ 

“Dependability+and+Safety+prospects+for+Mission+Assurance+of+Global+Drone+ 
CommandJControl+Satellite+Systems”+ 

!
 
Presently!acting!as!Galileo!Mission!Segment!RAMS!Manager!
 
Was!born!in!1967!
 
Engineer!in!Electronics!of!Telecommunications!,!Telecom!Bretagne,!1991!.!
 
Joint! !Thales! !Alenia!Space! (former!Alcatel!Alenia!Space)! in!1998!as!R&D! in! the! field!of!Payload!and!System!
 
Engineering!
 
RAMS!engineer!!since!2012!on!EGNOS!and!GALILEO!programs!!
 

( 
************************! 

( 
Lock,(Tim( 

ESA/+ESTEC+(The+Netherlands)+ 
+“Mission+Assurance+Challenges+with+Deep+Space+Science+Projects”+ 

( 
Tim!Lock!is!British!and!a!Product!Assurance!Manager.! 
He!has!had!fifteen!years!engineering!experience!in!the!defence!industry,!mainly!in!Europe,!but!also!with!2! 
years!in!the!USA,!before!starting!in!1993!to!work!for!the!European!Space!Agency.!!! 
Tim!has!spent!many!years!directly!supporting!the!development!and!the!running!of!science!operations!centers! 
for!ESA!projects!such!as!!Herschel,!INTEGRAL,!BepiColombo,!Rosetta!and!Gaia.! 
He!has!very!recently!moved!projects!and!now!works!in!Galileo,!the!Global!Navigation!Satellite!System.! 

( 
************************! 

( 
Lundmark,(Karin( 

ESA/ESTEC+(The+Netherlands)+ 
“Reflections+on+Cost+Effectiveness+for+EEE+in+ESA+Space+Missions”+ 

! 
Karin!Lundmark! is!Swedish,! living! in!Netherlands.!She!has!a!Master!of!Science!degree! in!Engineering!Physics! 
from!Chalmers!Technical!University,!Gothenburg,!Sweden,!1990.! 
Karin!has!worked!almost!her!complete!professional!life!with!EEE!component!engineering!for!space,!before!ESA! 
at! Ruag! Space! Sweden! and! Swedish! Space! Corporation.! Have! done! component! analysis,! procurement! and! 
technical!as!well!as!project!related!support.! 
Component!Engineer!at!European!Space!Agency,!mainly!supporting!science!programs!(Exomars,!Bepi!Colombo,! 
Lisa!Pathfinder,!Cheops)!in!general!EEE!aspects.!At!ESA!since!2009,!previously!also!between!2002!and!2006.! 

! 
************************! 

( 
Maldonado,(Pablo( 

+Thales+Alenia+Space+(Spain)+ 
+“Considerations+for+a+Systematic+Method+to+Manage+Uncertainty”+ 

! 
Pablo!Maldonado!develops!his!current!professional!activity!within!the!context!of!Dependability,!Processes!and! 
Quality!engineering!in!Thales!Alenia!Space!Spain.!He!started!his!career!in!the!nuclear!and!electric!industry!and! 
then!joined!Alcatel!in!1997!where!he!worked!as!software!engineer!for!the!Telecom!Division,!later!developing! 
control!systems!for!the!Railway!industry!until!he!joined!his!present!department!in!the!Space!division!in!2006.!! 
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Pablo! Maldonado! holds! a! degree! in! Physics! for! the! University! of! Madrid.! He! has! academic! postSdegree!
 
formation! in!Electronics,!Optics!and!Computer!Science,!has!made!training!courses! in!many!areas!concerning!
 
telecom! technologies,! processes,! systems,! space! engineering! and! marketing! and! has! also! participated! in!
 
different!seminars.!
 
!
 

************************! 

( 
Miyamoto,(Yuko( 
JAXA+(Japan)+ 

“JAXA's+Research+on+Value+Driven+Software+Engineering+and+Assurance”+ 
! 

Ms.!Miyamoto!is!an!associate!senior!engineer!in!the!Japan!Aerospace!Exploration!Agency!(JAXA).! 
She! develops!her! carrier! in! software! engineering! and! software!S&MA! ! domain.! She!was! supporting! satellite! 
development!project!through!providing!software!independent!verification!and!validation!and!software!process! 
assessment.! 
She!is!an!ISO/15504!certified!provisional!assessor!and!has!experience!with!process!assessments! in!the!space! 
domain.! 

! 
************************! 

( 
Nemoto,(Norio(( 
JAXA+(Japan)+
 

+“Examinations+of+Soldering+and+Plating+Technology+for+the+Use+of+LeadJFree+
 
Commercial+Parts”+
 

+
 
He!started!his!career! in!the!EEE!parts!development!division!of!National!Space!Development!Agency!of!Japan!
 
(NASDA)!on!1994.!!
 
His!experience!includes!research!and!study!of!the!radiation!hardness!evaluation!of!commercial!devices.!As!an!
 
exchange!engineer!between!NASA!and!JAXA,!he!moved!to!Safety!and!Mission!Assurance!(S&MA)!depertment.!!
 
Mr.!Nakagawa!and!he!started!the!study!of!tin!whiskers!evaluation!method!for!space!application!and!whisker!
 
mitigation!method!in!2005!for!space!application.!Now!he!is!in!charge!of!space!parts!program.!
 
!
 

************************! 

( 
Neville,(Chris( 

GSA+(Czech+Republic)+ 
“Achieving+EGNOS+Safety+&+Mission+Performances+in+a+Design+to+Cost+ 

Approach”+ 
! 

Chris!Neville!has!a!background!in!aviation!safety.!He!has!been!working!in!the!field!of!safety!and!certification! 
within!the!EGNOS!project!for!the!past!17!years,! in!which!time!he!has!contributed!to!the!development!of!the! 
EGNOS! safety! case! and! the! certification! of! the! EGNOS! service! provider! under! the! Single! European! Skies! 
regulations.!He!is!currently!the!GNSS!Safety!Manager!at!the!European!GNSS!Agency!(GSA)! 
! 

************************!
 
!
 
!
 
!
 
!
 
!
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Ollivier_Henry,(+Jean_Pierre+
 
Thales+Alenia+Space++(France)+
 

+“Synergy+between+Safety+&+Security+in+a+GNSS!Programme”!
 
! 
JeanSPierre!OllivierSHenry!has!been!involved!for!more!than!25!years!in!Dependability!and!Safety!activities!for! 
different! Consultancy! Companies! and! different! industrial! domains.! From! 1998! to! 2005! he! worked! more! 
particularly! for! the! French! Civil! Aviation! Administration! where! he! was! involved! in! the! development! of! the! 
Safety!Management!System!policy!(ESARR!3)!and!associated!ATM!Safety!Cases!documentation!development.! 
In!2005!he!joined!THALES!ALENIA!SPACE!in!Toulouse!to!be!in!charge!of!Safety!Management!activity!in!the!BU! 
Navigation!and! in!that!frame!contributes!to!development!of!different!Safety!Of!Life!programmes! like!Galileo! 
and! Egnos.! Since! 2015! he! joined! TAS! Quality! department,! to! extend! his! safety! experience! to! overall! TAS! 
domains.! 

! 
************************! 

( 
Pinkley,(David(R.(( 

Ball+Aerospace+&+Technologies+Corp.(United+States)+ 
+“Managing+Mission+Class+Risk”+ 

! 
David!(Dave)!R.!Pinkley!is!the!Mission!Assurance!(MA)!Chief!Engineer!for!Ball!Aerospace!&Technologies!Corp.! 
(Ball)!Dave!provides!the! leadership!for!thoroughly! integrated!program!performance!across!all!Ball!programs;! 
instilling! a! riskSbased! decision! making! process! within! the! MA! department,! and! developing! strong! customer! 
relations.!! 
! 
Dave! ensures! integral! program! performance! by! both! verifying! that! the! program! risk! strategy,! program! 
planning,! and! mission! needs! are!aligned! with! the! planned! MA! approach! and! that! MA! disciplines! are! adding! 
maximum!value!to!their!programs.!Dave’s!riskSbased!MA!focus!includes!both!independent!mission!success!risk! 
assessments!and!ensuring!riskSbased!decision!is!threaded!throughout!the!MA!organization.!Dave!works!with!all! 
of!Ball’s!principal!customers!ensuring!Ball!products!and!processes!address!their!MA!expectations.!! 
! 
With!more!than!37!years!of!Safety!and!MA!and!Reliability,!Maintainability,!Supportability!experience!Dave!has! 
both! depth! and! breadth! within! all! MA! disciplines! supporting! product! and! process! development! from! the! 
conceptual!stage!to!warranty!service.!Dave!was!the!first!MA!Manager!at!Ball!responsible!for!all!MA!activities! 
for!Deep! Impact,! the!DiscoverySclass!mission! that! impacted!comet!Tempel1!evaluating!clues! to! the!origin!of! 
our!solar!system.!Prior!to!joining!Ball!in!1994,!Dave!was!a!Senior!Scientist!and!Business!Area!Manager!for!CTA! 
Inc.,! building! a! business! area! in! reliability! and! fault! tolerant! computing.! At! CTA! Dave! won! and! executed! a! 
research! contract! to! design! fault! tolerant! heuristic! computer! architecture! in! support! of! the! Space! Defence! 
Initiative.!Other!employment! included!Lockheed!Martin! for! fault! tolerant!design!and! reliability,! and!General! 
Dynamics!for!Fault!Tree!analysis!and!nuclear!EMP!testing.!! 
! 
Dave!earned!a!Bachelor! of!Science!degree! in!Electrical!Engineering! from! University!of!Tennessee,!a! Masters! 
Degree!in!Engineering!Management!at!University!of!Colorado!and!is!a!university!accredited!SixSSigma!Master! 
BlackSbelt.!Dave!is!a!published!author,!presenting!at!several!international!conferences.!He!has!been!recognized! 
with!several!Ball!excellence!awards!including!the!Follet!Award!for!excellence!in!system!engineering.! 

! 
************************! 

! 
! 
! 
! 
! 
! 
! 

34( 



 

Sampson,(Michael(J.( 
NASA/GSFC+(United+States)+ 

“The+NASA+Electronic+Parts+and+Packaging+(NEPP)+Program:+ 
Overview+and+the+New+Tenets+for+Cost+Conscious+Mission+Assurance+on+ 

Electrical,+Electronic,+and+Electromechanical+(EEE)+Parts”+ 
! 

Michael!Sampson!received!his!MSc!in!Engineering!Management!from!the!University!of!Maryland,!University! 
College,!in!1999.!!He!has!been!coSManager!of!the!NASA!Electronic!Parts!and!Packaging!(NEPP)!Program!since! 
October!1,!2003!and!GSFC!Alert!Coordinator!since!2005.!!The!NEPP!program!is!a!crossS!agency!activity!that! 
evaluates!new!and!emerging!EEE!part!technologies,!shares!information!and!develops!tools!for!EEE!parts! 
assurance.!!Mike!has!worked!for!NASA!for!over!20!years.!Before!joining!NASA,!Mike!spent!five!years!as!a!NASA! 
support!contractor!and!before!that,!more!than!twenty!years!as!an!engineer!and!engineering!manager!in! 
electronic!parts!manufacturing.!!! 

! 
************************! 

( 
Smith,(Clayton( 

JHU+APL+(United+States)+ 
+“Evolving+Interactions+Between+Reliability+and+Fault+Management+Processes”+ 

! 
Dr.! Smith! has! over! 25! years! of! experience! analyzing! systems! from! risk,! reliability,! and! safety! perspectives.! 
These! systems! included:! NASA! and! Department! of! Defense! missions,! payloads,! ground! communication! 
systems,!air!traffic!control!systems,!large!integrated!computer!systems,!and!missile!systems.!He!is!developing! 
approaches! to! assess! intentional! threats! against! space! assets! using! PRA! and! Game! Theory! techniques.! He! 
created! and! managed! NASA’s! International! Space! Station! Program! Probabilistic! Risk! Assessment! specifically! 
geared!toward!quantifying!the!safety!risk!during!operations.!Dr.!Smith! is!currently! the!reliability!engineering! 
lead! for! APL’s! Solar! Probe! Plus! mission.! He! received! his! B.S.! in! Aerospace! Engineering,! M.S.! in! Engineering! 
Management,!and!Ph.D.!in!Reliability!Engineering!all!from!the!University!of!Maryland.!! 

! 
************************! 

( 
Stack(Tumlinson,(Jessica(+ 

Southwest+Research+Institute+(United+States)+ 
+“CYGNSS:+Lessons+We+are+Learning+from+a+Class+D+Mission”+ 

+ 
Ms.!Tumlinson!has!been!a!Parts!Engineer!at!Southwest!Research!Institute!for!over!10!years.!!As!the!lead!Parts! 
Engineer,! she! is! responsible! for! working! with! projects! to! setup! and! implement! the! parts! program! and! 
acquisition!plans!for!each!project.!!Ms.!Tumlinson!works!with!design!engineers!to!select!the!appropriate!parts! 
for!both!flight!and!non!flight!builds,!as!well!as!working!with!the!project’s!customer!to!ensure!all!EEE!parts!meet! 
various!parts!quality!and!radiation!requirements.!!! 
Ms.!Tumlinson!supports!a!wide!variety!of!customers,!from!US!Government!to!commercial!companies!across!a! 
wide!spectrum!of!missions!with!a!variety!of!parts!program.!!Ms.!Tumlinson!has!chaired!the!Parts!Control!Board! 
process! for!various! instrument!suites!and!missions!and! is!often! responsible! for! reviewing!parts! selection! for! 
hardware!designed!and!built!by!other!companies.!!In!addition!to!supporting!internal!programs,!Ms.!Tumlinson! 
provides!Parts!Engineering!services!directly!to!other!companies.!!! 

! 
************************! 

( 

( 
( 
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Suzuki,(Koichi( 
JAXA+(Japan)+ 

+“SOFIE+–+Demonstration+of+Space+Qualified+Parts+on+ALOSJ2”+ 
+! 

In! 1991,! he! started! his! career! as! engineer! of! EEE! parts! for! the! Space! use! of! NASDA(National! Space! 
Development!Agency!of!Japan).!! 
In!1993,!he!worked!as!reliability!engineer!for!satellite!system!also.!! 
In!2010,!he!was!in!charge!of!manager!of!safety!and!mission!assurance!department.!! 
Since!2014,!he!has!worked!as!manager!of!Electric!Devices!and!Materials!Group!in!JAXA.!! 
His!interested!area!is!reliability!of!space!products!broadly!from!satellite!system!to!EEE!parts! 

! 
************************! 

( 
Tachihara,(Satoru( 

JAXA+(Japan)+ 
“Use+of+COTS+for+ISS+Program+at+JAXA”+ 

! 
I!have!been!the!Human!Space!Safety!and!Mission!Assurance!Office!of!the!Japan!Aerospace!Exploration!Agency! 
(JAXA)!located!in!2S1S1!Sengen,!TsukubaSshi,!IbarakiSken,!Japan,!since!2002.!! 
I! am! working! on! quality! assurance,! EEE! parts! management! and! material/process! management! for! human! 
space!projects!in!JAXA.! 
Before!I!have!started!to!work!at!JAXA,!in!1990S2002,!I!had!been!in!the!Space!Project!Engineering!Department! 
of! the! Kawasaki! Heavy! Industries.! I! was! working! on! the! development! of! the! Temperature! and! Humidity! 
Controller!for!the!JEM!(Japanese!Experiment!Module).! 

! 
************************! 

! 

Wallin,(Lars( 
IPC+(United+States)+
 

+“Increased+Reliability+and+Quality+of+Space+Electronics+with+the+Assistance+of+
 
IPC+Programs”+
 

+
 
Lars! Wallin! is! based! in! Stockholm,! Sweden.! He! has! had! more! than! 30! years! of! experience! in! sales! and!
 
marketing!in!the!electronics!industry!working!for!companies!involved!in!both!PCB!and!electronics!assembly.!He!
 
has!successfully!run!his!own!consulting!company!Lowek!since!1993.!He!is!an!instructor!at!The!Royal!Institute!of!
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EGNOS presentation – SBAS system 

EGNOS: SBAS system: Satellite-Based Augmentation System  
•	 SBAS augments the US GPS satellite navigation system and makes the GPS 

signal suitable for safety critical applications such as flying aircraft, by 
sending correction and alerts messages 

•	 EGNOS is one of several interoperable SBAS systems 

• EGNOS achieves its aim by transmitting a signal containing information on 
the reliability and accuracy of the positioning signals sent out by GPS.  

•	 Benefits: Accuracy, Integrity, Continuity 
•	 Application: Aviation, precision agriculture, Mapping, Maritime… 
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EGNOS presentation - Safety of Life 
Service 

The EGNOS Safety of Life service has been officially declared available 
for aviation on 02 March 2011. 
1.	 The EGNOS Safety of Life service supports the International Civil Aviation 

objectives to provide airspace users with a vertical guidance capability 
(APV) for any landing procedure. 

2.	 Since the Safety of Life Service declaration in March 2011, EGNOS signals 
can support vertical guidance over a service area within the European 
airspace. 

Mission requirements derived in the EGNOS function: 
•	 Integrity : … an integrity risk not greater than  10-7/h. 
•	 A time to alert not greater than 8s. 
•	 Continuity : … a continuity risk lower than 10-5/h. 
•	 Availability: … an Availability ..at least: 0.999. 
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System architecture 

Redundancies 

Safety Barriers 

Diversification 

Development 
Assurance Level 

X 4 Control 
centers 

X 5 
CPF 

2 different per 
station x 41 
stat 
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DAL level => verifications 

Design of Safety Critical Systems => 
Increase costs for development / 
production and deployment 

Redundancies 

Safety Barriers 

Diversification 

Impacts during Development: 
Number of assets to be produced, 

Types of assets to be developed, 
Protection code to be developed, 

Verifications  to be made, 
 Dossiers to be completed 

SAF, 
Sca,Scb, 

DSU, 
Doc,xx,  

EGNOS SoL Service – Impact on the
Design 

 

Impact of integrity / continuity / availability requirements on the 
design 

EGNOS SoL Service – Impact on the 
Design – Impact on development and 
production costs 
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DAL level 
=> 
v 

SAF, 
Sca,Scb, 

DSU, 
Doc,xx,  

erifications 

Impacts during operation/maintenance: 
Number of assets to be operated and to be 
maintained, Types of assets to be operated 
and maintained, Non-regression tests level, 
Dossiers to be maintained, obsolescence 
treatment 

Redundancies 

In opposite, problem detected soon 
in development life cycle, is costing 

less than when discovered at the end 
of the life cycle, or during operations 

Safety Barriers 

Diversification 

Design of Safety Critical Systems  
=> Increase costs for operation and maintenance of the 
assets 
Impacts on Processes => problems detection and correction 
is costing less when detected soon in the Life cycle 

EGNOS SoL Service – Impact on the 
Design – Impact on operation and 
maintenance costs 

EGNOS SoL Service – Impact on the 
Design – Impact on costs 

In new  Critical &  complex  Systems  development: 
To find the right balance between  design effort for 

Safety /  operation and costs   
(Budget  & schedule allocated to the mission)  
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Critical System design => Life Cycle Cost (covering development / 
production/ deployment / operation / maintenance costs) 
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Agenda 
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2.Approach for the new EGNOS V3 version – Trade-

offs 
3. Means of Compliance for certification of EGNOS Service 

Provider 
4. Conclusion 
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EGNOS V3 Approach 

Major evolution of the system needed => “EGNOS V3” 
•	 In addition to major service evolutions, V3 version of EGNOS is an 

opportunity for minimising the Life Cycle Costs (LCC) 
•	 Life Cycle Cost is the cumulative cost of the system, including: 

a.	 CAPEX of the system (design, development, production, 
deployment, qualification, certification, migration to operation), 

b. OPEX of the system for 10 years of operation and maintenance. 
For EGNOS V3, it is asked Industry to study LCC using ESA model costs, in an 
iterative process in order to identify the most significant costs for both CAPEX 

and OPEX. 

When cost drivers are identified, trade-offs are proposed to be studied. E.g: 

•	 On CAPEX perimeter: trade-off on design is proposed. 

•	 On OPEX perimeter: trade-off on Operational concept is proposed 
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EGNOS V3 Approach 

Major evolution of the system needed => “EGNOS V3” 
•	 Operations/maintenance for 10 years is an important part of the overall 

LCC. Dedicated objective ( To be allocated during feasibility phase) to 
reduce operation costs. 

• Operational concepts / design and technologies are submitted to Trade-Offs. 
• Life cycle cost performance considered in trade-offs. 
•	 Some Trade-Offs explore solutions that could have impact on Integrity / 

continuity and availability requirements. 
•	 Number of sites 
•	 Number of assets, 
• Staff in operation (H24 staff, office hours staff) 
• diversification/non-diversification 
•	 DAL reduction LCC objectives to be identified 

Be More Accurate, Less conservative …  •	 virtualization 
Philippe Brochain, Martine Hogrel, Christopher Neville | 20/03/2015 | Slide  11 
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EGNOS V3 Approach – Trade Offs 

Life 
Cycle 
Cost 

Objective 
Target 

Today 

Life cycle cost components : development/Production/Deployment and Operation/Maintenance Costs 

Few examples ( benefit of conducting Trade Offs LCC oriented ): 
•	 To reduce development costs, one method is to limit the diversity of assets, or 

reduce the DAL level effort 
•	 To reduce Production and Deployment costs, one method is to limit the 

redundancies, and the number of assets to be produced and deployed 
•	 To reduce Operation costs, one can reduce control center redundancy, 

therefore the sizing of the operation team, and to optimize the sparing, 
maintenance cost, the diversity of assets in maintenance. 

•	 To reduce maintenance costs, the number of assets and type of assets is 
impacting, and solution like virtualization is an approach to address obsolescence 
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EGNOS V3 Approach – Trade Offs 

Trade Offs LCC oriented - Limits: 

To find an adequate tuning: 
•	 Fixing thresholds to ease the identification where system becomes not 

compliant 
•	 Defining risky area versus certification 
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EGNOS V3 Approach – Trade Offs 
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Redundancies – Example at MCC level 



 
 

 

 
 

 
 
 

EGNOS V3 Approach – Trade Offs 

Redundancies 
Safety , Operability Methods / criteria: 
•	 Reinforce the Hazards analysis (Specific Risk Scenarios analysis) 
•	 Identification, definition of the Specific Hazards, Risks ( Operation 

Risks, External events ..) 
•	 Reinforce the Design for Safety exposure risk ( lessons Learnt , .. ) and 

the associated objectives 
•	 Review the Architecture robustness against such specific risks 
•	 Review the Architecture robustness Vs Operation performances 

•	 Perform, compare gained Performance Vs Cost effort 
- Continuity computation Impact 
- Availability computation Impact  

Improve the Risk Identification, Risk Assessment, Risk mitigation 
Be More Accurate, Less conservative …  
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EGNOS V3 Approach – Trade Offs 
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Diversification / non diversification 



            
      

    
     

           
  

        
          
       
      

      
     
      

 
         

      

            
      

    
         

           
       

   
           

         
           

 
    

 
  

  

    
  

    
 

 

EGNOS V3 Appro  ach – Trade Offs     

Diversification / Non diversification 
Safety , Operability Methods / criteria: 
•	 Used of the In Service Data and Industry Experience gained through all 

domains of application 
•	 Use of Probabilistic/deterministics computation when feasible 
•	 Use of the reuse qualification evidences for non deterministic assets 
•	 Reinforce the Common Causes, Common Modes failures analysis 
•	 Reinforce the Feared events propagation analysis… 

•	 Perform, compare gained Performance Vs Cost effort 
- Continuity computation Impact 
- Availability computation Impact 

Improve the Risk Identification, Risk Assessment, Risk mitigation
 
Be More Accurate, Less conservative …
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EGNOS V3 Appro  ach – Trade Offs    

DAL Allocation / Reduction: 
•	 The decision that development errors have been sufficiently removed from a 

critical product are based on an evaluation of the quality level of the product 
development process. The quality level of a Development process is measured by 
“Development Assurance Level” (DAL). 

•	 The applicable quality processes, procedures for the development of an item 
depend on the DAL associated to this function/item. For avionics, these quality 
procedures are given in DO guidelines (DO278A for SW, DO 254 for CEH). 

Higher DAL level means higher 
development costs (Development 
and Production planning impact) 
BUT: 

Higher DAL level improves the 
reliability and product quality, thus 
ease and reduce the costs for 
rework/repair 
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EGNOS V3 Appro  ach – Trade Offs     

DAL Allocation / Reduction: 
Architecture features - such as redundancy, monitoring, partitioning - may 
be acceptable means to allocate lower levels DALs than stated above, 
provided independence is verified. 
1.	 Guidelines in ARP 4754a/ED79A ( F/I DAL approach ) 
2.	 Special care must be exercised so that a so-called “DAL reduction” 

process is not entered twice, thus resulting in violating the “general 
principles”. This may occur for example when a subcontractor receives 
a DAL B requirement not knowing that the function he develops is 
involved in a Catastrophic FC requiring a Top Level FDAL A. In that 
case the DAL B must not be “split” in two DAL C. 

3.	 Availability has to be considered in the process in such process : i.e. if 
you maintain only a switch at the highest DAL and two independent 
systems at a lower DAL, then you may need to stop the function to 
maintain safety more often, because of less reliable data from the two 

Improve the Risk Identification, lower DAL processors. 
Requirement Traceability… 

Philippe Brochain, Martine Hogrel, Christopher Neville | 20/03/2015 | Slide 19 Be More Accurate, Less conservative … ESA UNCLASSIFIED - For Official Use 

EGNOS V3 Appro  ach – Trade Offs     

DAL Allocation/ Reduction 
To perform  DAL allo cation/reduction    
•   with  strict  application o f the   rules, 
•	   Without  complexifying  too  much the design  
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Special care on “DAL 
reduction” process: 
-not entered twice, thus 
resulting in violating the 
“general principles” – 
verification with 
availability constraints 
- Limitation of the 
complexity and of 
number of assets. 



            
      

        
          

         

   

            
      

       
       

          
  
           

          
          

        
         

        
           

     
        
            

   

EGNOS - Agenda  

Agenda 
1. EGNOS presentation and Safety Of Life service 
2. Approach for the new EGNOS V3 version – Trade-offs 

3.Means of Compliance for certification of EGNOS 
Service Provider 

4. Conclusion 
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Risks fo r certificatio n o f EGNOS   
Service SoL  

Risks on Means of compliance vs certification 
Certification risks are mainly risks of what would be considered adequate in 
terms of managing the safety risks today, vs the time when the system goes 
into operation. 
e.g. we have a risk that an acceptable means of compliance to the regulations 
today may not be acceptable at the time the service would be certified: 
1.	 Acceptability of the customising of standards that are not directly applicable 

to ground infrastructure, such as the DO standards for S/W and H/W 
2.	 Where current standards are less mature, such as the certification 

requirements for FPGA/ASIC (we already know that the regulator plans to 
apply new requirements to ensure the same level of design confidence for 
algorithms implements in SW or complex hardware). 

3. The evolution of regulation as well as development standards. 
All these reasons may lead to huge rework at the end of the life cycle, and may 
induce high cost impacts. 
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Risks fo r certificatio n o f EGNOS   
Service SoL  

Means of compliance proposed for EGNOS V3 to limit the risk: 
•	 To demonstrate Safety achievement at software and Electronic Hardware levels, the 

aviation DO standards ( DO 178/DO 278, DO 254, , … ) are recognised as being 
efficient, and recognised as means of compliance, by aviation certification authorities. 

•	 The most stringent of requirements in EGNOS are coming from the aviation sector, so 
the project is preferably using these DO standards for safety demonstration. 

•	 DO-278 A: Software integrity assurance considerations for CNS/ATM 
systems 

•	 DO-254: Design Assurance Guidance for Airborne Electronic 
Hardware 

•	 However, the full application of such standards without customisation is requiring a 
huge effort for the development, but also for the maintenance of the system…. 

•	 In the frame of EGNOS, some alternative means of compliance, like service history on 
COTS SW are already used, and other DO customizations are under analysis. 

•	 The Acceptability of this customization would need to be shared with 
authorities, soon in the development life cycle. 
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Risks fo r certificatio n o f EGNOS   
Service SoL  

Risks on design choice vs certification: 
We have a risk that design choices made today may have a significant 
impact to the costs to achieve certification, therefore this needs to be 
factored as a risk in the trade-off analysis. 
1.	 Solutions against obsolescence (for example virtualization): may 

reduce the costs for porting old algorithms into new hardware 
platforms, but certification requirements imply a large effort (i.e. 
certification and operational costs) 

2.	 The certification risk assessment is most acutely seen in the 
implementation of new technologies/ techniques, where we can benefit 
from significant cost reductions, but at the price of significant 
certification risks. E.g we must anticipate that standards/ AMC will be 
developed before the system is planned to be “certified” 

New approaches / technologies may require huge effort to achieve 
certification, that may reduce cost benefits identified in trade-off analysis. 
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Conclusion 1/2 
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A lot of parameters in LCC estimations ! 

Production 
rate 

DAL 
level 

Redundancies 

maintainability 

Diversification 
New techno 

Means of 
compliance 

Obsolescence 

Labour rate 

Number of 
assets 

Staff 

Periodic 
maintenance 

Certification 
risk 

Compliance to 
Integrity 

Conclusion 2/2 

From Safety point of view: 

•	 Identify limits where system becomes not compliant to safety 
requirements 

•	 Define risky area versus service certification 
•	 Perform risk analysis wrt compliance, certification 
•	 Implement mitigation actions… 

THANK YOU
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PURPOSE� 
Recent space science projects like Hayabusa, Mars Science       
Laboratory, Rosetta generate remarkable and excellent achievements.          
Moreover, they raise social interests.        On the other hand, space     
science progress leads to make satellite larger in order to achieve top-       
class science and system complexity and development cost become       
higher. 
 
Institute of Space Science and      Astronautical Science (ISAS) of JAXA     
raise world class products including X-ray observation and asteroid       
exploration.   ISAS is going to improve project team and management       
in line with space science project change.         Safety and Mission   
Assurance (S&MA) for space science projects is one of the       
improvement points. This presentation reports S&MA improvement. 

TRISMAC 2015 
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Courtesy NASA/JPL-Caltech� Copyrght ESA� 
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Objectives of space science    
    To reveal the mysteries of the structure and evolution of the             

universe, the processes of planet formation and the origin of          
life. 
 
General characteristics of space science project      
! International cooperation   
! Technical challenge    
! Size and weight limitation     
! Schedule constraints (depending on observation subjects,      
orbits etc.) 
! Science instruments development led by PI (Principal      
Investigator) 

SPACE SCIENCE PROJECT� 

44 
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ISAS characteristics for space science project    
 

!  Both science and technology experts belong to one         
institute, and they participate in project team.       
! Verification opportunities of new equipment and technology      
by balloon experiment and sounding rocket beforehand       
! Satellite development by team of JAXA, PIs (universities,      
other organization), and manufacturers   
! Real time operations by people engaged in development       
 
General tendency of space science related satellite       
(before)  
Small, light, simple, short time development, low social         
interests and low cost    
(now)   
Large, heavy , complex, long time development, high social        
interests and high cost     
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TECHNICAL  DIFFICULTIES  
!  Technical challenges to achieve the latest and world-class        

 science    
!  Few redundancies by weight, size and cost constraints      

!  Balance sense among system integration, program     
management and mission (science requirements)     

e.g. 
    -Trade of f between bus system equipment and science      

equipment within weight limitation       
    - Design change by science requirement change in later       

stage of whole satellite development and its impacts to        
system integration   

 
!  Quality control of science equipment developed by PIs.       

Some PIs have rack of experience and knowledge on        
S&MA.� 

TRISMAC 2015 
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JAXA/ISAS is going to change project management and       
implementation in line with space science objectives and           progress.  
 
! System integration and project management function to be        
enhanced by more personnel assignment for larger and      
complex satellite development   
! To give more resources for front loading activities to       
mitigate development risk.      
! The specification of science instruments to be fixed in          
earlier stage to avoid overall satellite development delay and        
cost impacts.      
!S&MA    to be strengthened for mission success        � 
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  S&MA  CONTRIBUTION T O PROJECT   

  S&MA  CONTRIBUTION T O PROJECT   

!  To put S&MA    position inside project team    
 
  Some project teams assigns people in charge of S&MA        

inside project team.     S&MA  Officer coordinates and  
supports S&MA  person of project team.        

Referencing such system, JAXA/ISAS is going to assign       
S&MA  persons in all project team hereafter   .    

This aims to perform S&MA   activities efficiently and timely .  
S&MA  Officer can observe all projects, identify issues and      
give strong supports to overcome them.       S&MA  Officer 
can spend more time to spread issues and solutions at         
one project to the other horizontally    .   And S&MA   Officer 
can pay more attention to make S&MA       knowledge.   
(S&MA  knowledge is used in project team to avoid       
anomalies and to design and manufacture proper space       
products.)   

!  To set S&MA    tailoring guideline dedicated to Space Science Projects         

Space science projects originally apply JAXA      S&MA  standards with  
tailoring, but how much tailored depends on project team’       s knowledge  
and experience on S&MA.       

S&MA  Officer makes tailoring guideline of JAXA     S&MA  standards 
categorizing “bus/system”, “critical science equipment” and “non-critical       
science equipment” in order to cover wide range of science equipment.          
Tailoring guideline acts as “standard direction” for project team, and       
finally project and manufacturer define S&MA     Plan dedicated to each     
project.   

S&MA  Officer is now coordinating tailoring guideline with new projects and        
their manufacturers, and revise them with their comments.       It will be    
published in a couple of months.        

Then, S&MA   Officer will follow up projects if their S&MA      Plan meet S&MA    
requirements, and will help them implement requirements if necessary      .   
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  S&MA  CONTRIBUTION T O PROJECT   

!  To perform front loading activities on S&MA      
  

  (1) S&MA  helps project to establish S&MA     plan in earlier   
stage   (e.g. Phase B) by showing S&MA     requirements to  
project.   

(2) S&MA  reviews past anomalies and identify critical    
lessons learnt, and provide project with them.         

(3) S&MA  sets up new safety requirements where current     
requirements do not cover  .   

(4) S&MA  evaluate critical techniques related with safety     
and reliability , and help projects to comply with safety and/      
or reliability requirements in earlier stage.   

TRISMAC 2015 
May 18, ESRIN/ESA  S&MA  CONTRIBUTION T O PROJECT   
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!  To strengthen the anomaly prevention function      
  

  (1)S&MA    Officer analyzes background factors of anomalies   
with HQ S&MA    and other department S&MAs, make them      
as knowledge and provide them to project teams.       

(2)S&MA    Officer spread anomalies information (e.g. EEE    
parts anomalies, anomalies on common equipment) to     
projects concerned.  

(3)S&MA    Officer follows up measures that project teams and     
manufacturers define if they are performed continuously    .  
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  S&MA  CONTRIBUTION T O PROJECT   

 

 

!   S&MA  Education  
  

  S&MA  Officer together with HQ S&MA    are going to educate     
S&MA  to people in charge of development.        Especially,  
education to PIs is important since PIs lead science       
equipment development and quality of science equipment       
depends on PIs’   ability.  

 There are several S&MA     training courses in JAXA. S&MA     
Officer also have chances to discuss S&MA     with project   
team and PIs, and educate S&MA      requirement and   
knowledge using such occasion.          
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CONCLUSION  

Space science projects originally perform S&MA     activities 
such as safety management, FMEA, EEE parts program      
and anomaly controls, and achieve excellent scientific      
results, however ,   we cannot say S&MA    requirements are  
applied systematically in unified framework.     
S&MA  Officer generates “S&MA  requirements tailoring  
guideline for space science projects”, and apply them to       
project teams as standard direction.     S&MA  Officer will  
help project implement S&MA     requirements, and take them     
root in space science projects.       
“Front loading activities” and “anomaly prevention     
functions” are also key activities for S&MA    Officer to give   
strong supports to project team.     
S&MA  Officer leads such activities to enhance mission     
success of space science projects.       � 
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NASA’s Class D Mission Definition
 
Reference: NASA Procedural Requirement (NPR) 8705.4 - Risk Classification for NASA Payloads
 

NASA’s Class D Mission Definition   
Reference: NASA Procedural Requirement (NPR) 8705.4 - Risk 


Classification for NASA Payloads
 
Characterization Class D 

Priority (Criticality to Agency Strategic Plan) and Low priority, high risk Acceptable Risk Level 

National Significance Low to medium 

Complexity Medium to low 

Mission Lifetime (Primary Baseline Mission) Short < 2 years 

Cost Low 

Launch Constraints Few to none 

In-Flight Maintenance May be feasible and planned 

Alternative Research Opportunities or Re-flight Significant alternative or re-flight opportunities Opportunities 

Achievement of Mission Success Criteria 
Medium or significant risk of not achieving mission
success is permitted. Minimal assurance 
standards are permitted. 

ARC’s Class D Projects and

Class D Philosophy
 



  

     
        

      
        
      

       
      

     
     
        

    

       
   

       
 

  

    
          

     
     

        

    
  

      
     

       
   

Various ARC Class D Projects 


Lunar CRater Observation & Sensing Satellite (LCROSS) 
Mission Goal: Confirm the presence or absence of water ice in 
a permanently shadowed crater at the Moon’s South Pole by 
creating and measuring the constituents of a plume of Lunar 
surface debris. All mission requirements were met. 
$79M cost cap budget with a 118 day mission phase 
Built by Northop Grumman; Launched June 18, 2009. 

Edison Demonstration of Smallsat Networks (EDSN) 
Mission Goal: Demonstrate that a swarm of satellites is 
capable of collecting multi-point science data and transferring 
that data to the ground. 

The NASA Office of the Chief Technologist’s (OCT) Small 
Spacecraft Technology Program (SSPT) has sponsored a 24
- month, $11M project with a 60 day mission operations; 
Launch 2015. 

Various ARC Class D Projects 

AQUILA II 
Millennium Space Systems has developed a design for its 
Disaggregated Weather Satellite Pathfinder (DWSP) 
spacecraft, which is being offered as a replacement for 
the US military's current Defense Meteorological Satellite 
Program (DMSP). 

Ames is supporting the S&MA guidance to the Air Force
and fabricated by Millennium Space Systems. 

Lunar Atmosphere and Dust Environment Explorer (LADEE) 
Mission Goal: Orbit the moon to gather detailed information about the 
lunar atmosphere, conditions near the surface and environmental 
influences on lunar dust. All mission requirements were met. 

$267M with a 100 day mission phase; Launched Sept. 6, 2013. 



 
        

        

        
      

       
   

         
 

        

      

            

         

   
 

ARC’s Class D Philosophy 
•	 ARC complies with the NPR 8705.4 requirements for Class D missions 

−	 Minimal assurance standards are permitted: except where safety 
would be compromised 

•	 ARC projects define their minimal assurance standards based on 
documents developed by the engineering and SS&MA Technical 
Authorities (TAs) including: 
−	 Ames Procedural Requirements (APR) 8070.2 - Class D Spacecraft Design 

and Environmental Test document 
− APR 8730.2 - Electrical, Electronic, and Electromechanical (EEE) Parts 

Control Requirements 
− APR 7150.2 – NASA Ames Research Center Software Engineering 

Requirements 
− APR 8705.1 - System Safety and Mission Assurance 

•	 Note: The ARC SS&MA Division is drafting an APR for Class D specific
SS&MA 
− APR 8705.2 - System Safety and Mission Assurance for Class D Missions 

ARC’s Reductions of SS&MA
 
Requirements for Class D


Missions
 



 
           

        
        

           
      

         
          

         
 

              
      

           

          
    

 

       
  
        
         

           
    
    

      
     
       

Acceptable Reductions 
•	 NPR 8705.4 permits the use of minimal assurance standards and

reductions in Quality Assurance specialties including: EEE parts,
materials & processes (M&P), fasteners, reliability, and radiation
engineering 
−	 The degree of reduction depends on the mission’s complexity, environment, and

the level of risk each poses to the mission’s success 
−	 A risk assessment is required to determine the level of reduction 
−	 SS&MA and Systems Engineering work together to determine the level of

assurance reductions based on the risk assessment and the project’s level of
acceptable risk 

•	 Single String design is an acceptable approach in a Class D risk posture 
−	 Requires additional review for mission success and safety impacts 

•	 Single Point Failures (SPF) are allowed to reduce design complexity and 
cost 
−	 SPFs can be partially mitigated by the use of high reliability parts for essential

spacecraft functions coupled with thorough testing 

Acceptable Reductions Cont. 

•	 Commercial off the shelf (COTS) hardware/software requires little
to no oversight of SS&MA 
− Additional testing and heritage hardware reduce risk 
− Heritage hardware needs to be assessed against project environments 

•	 Printed Circuit Boards (PCBs) require the use of IPC 6012B 3, 3/A,
or MIL-P-55110 for rigid PCBs 
−	 Vendor can perform their own PCB verifications 

•	 Material and processes requirements allow
− The tailoring of NASA-STD-6016
 

− Tin whisker prevention based on mission duration
 



 
             

  
       
            

       
         
             

          
  

        

   
      

       

          
        
     
   
         

   
   
   
   
    

EEE Parts Reductions & Allowances 
 
From APR 8730.2  
 

• Flexibility in choosing Class A, Class B, Class C requirements or
"commercial" quality parts 
− Level 3 and COTS require additional supplier assessments 
− Life testing can be reduced depending on the mission life 

• SFPs are allowed except at the part level 
− Designs are required to degrade gracefully due to part loss 
− If a graceful degradation is not possible, the design must fail safe 

• Radiation tolerance/hardness design and testing can be reduced
dependent on mission environment
− Reductions are based on prior experience with specific parts in similar environments 

•	 Counterfeit controls 
− Government-Industry Data Exchange Program (GIDEP) and counterfeit parts 

screening compliance is focused on safety and mission critical systems 

Reliability Reductions 
•	 Rather than arbitrarily eliminating reliability assurance efforts, they

can be less formal and should be focused on: 
− Safety and mission critical functions 
− SPF 
− SS&MA analysis can be limited to safety critical systems, including: 

• Failure modes & effects analysis (FMEA) 
• Fault-tree analysis (FTA) 
• Probabilistic Risk Assessment (PRA) 
• Part Stress Analysis (PSA) 
• Worst Case Analysis (WCA) 



  
            

           
 

          
        

    
    
       
           

       
           

         

        
 

          
 

       

  
   

Safety Requirements are NOT Reduced 
•	 NASA NPR 8715.3 - Safety Manual requires, “assessments of safety risks to

people, property, or equipment, and recommendations to either reduce the risks
or accept them” 

•	 Range Safety requirements (NPR 8715.5A Flight Safety Program) including the
Safety Data Package, Compliance Matrix, and Hazard Reports (HRs) are: 
− Validated by the project 
− Independently verified for compliance by SS&MA 
− Approved by the Payload Safety Working Group (PSWG) 
− Noncompliances that require a waiver or Equivalent Level of Safety (ELS) must be

approved by the PSWG before shipping to the Range 
•	 SS&MA reviews/inspections verify that hazard controls are integrated into the

project’s designs, manufacturing, assembly, and testing processes, and perform
as required 
− System safety oversees the range requirements, HR closure, & interfaces with

PSWG 
− Quality engineering oversees the drawings, procedures, FMEA, Fault Trees, and

other required analyses 
− QA inspects the hardware/software, oversees testing, and procedure closeout 

SS&MA’s Contributions to
 
Class D Mission Cost
 

Reductions
 



  
        

      
          

   
         

       
  

          
   

        
   

        

            
         
  

         

   

   
        

         

          
          

            
            

         
            

            
      

             
  

Cost Reductions - SS&MA Staffing 
•	 Emphasizing insight in place of oversight reduces the necessary

SS&MA resources 
−	 Oversight is restricted to safety critical areas. 
−	 Focusing on process control and testing allows the number of Government

Mandatory Inspection Points (GMIPs) to be reduced 
−	 The shift to insight necessitates a reduction in supplier requirements 

•	 Supplier surveillance based on criticality/complexity of work and supplier’s 
past performance 

•	 COTS components are not subject to the same degree of SS&MA as
modified or one-of-a-kind articles 
−	 The use of prescreened or approved vendors/suppliers further reduces the

amount of required SS&MA 
• Mandates the implementation of a risk-based audit program 

• Limiting the SS&MA support at the launch site to a Safety Engineer,
Quality Engineer, and Mission Assurance Lead ensures costs are
kept to a minimum 
− Subject matter experts (SMEs) are kept on standby at their base of operations 

Cost Reductions - Streamlined SS&MA
 
Processes
 

•	 Configuration management (CM) 
−	 Simplify process (i.e., Continuation Worksheet Process) for document review and

authorization, especially those processes that have the potential to stop or slow
work flow: 
•	 Material Review Board (MRB), Failure Review Board (FBR), Problem 

Reporting and Corrective Action, and document red line / black line
implementation 

•	 The ARC Problem Reporting And Corrective Action System (PRACA) utilized a
Criticality rating for each record to help define the overall risk of the report 
−	 Escalation of review and approval authority is based on criticality rating 
−	 Low criticality ratings can be resolved in near real time without a formal MRB or 

FRB 
−	 Example: manufacturing a part where the drawing hole size was incorrect;

engineer verifies issue and generates PRACA record; assesses the risk criticality to
be low; works with SMEs as appropriate to develop the corrective action so that the
work could continue or is only momentarily delayed 



    
          

  
               

      

  

    

           
        

          
          

           
        

         
 

Streamlining the MRB and FRB Troubleshooting Process 
•	 LADEE Incorporated the use of the Goddard Space Flight Center (GSFC) 

Continuation Worksheet (CR) 
•	 The CR provided the MRB/FRB a closed loop process for troubleshooting an issue

to closure without having to implement a burdensome CM 

PRACA Continuation Sheet" 

Continuation sheet for   PRACA #:"	 Date:" 

Event" Responsible  Event  Performed or  PRACA  #" Product  
Code or  Description" inspected by: " disposition  
Function" Signature/initials completion  

and date" date" 

Approval Signatures:     Additional  Approval Signatures (as Required): " 
 
PDL:       Test Conductor: " 
 
Systems Engineer:     I&T  Manager:" 

Streamlining Hardware Integration & Test (I&T) 
Readiness 

•	 An I&T Readiness Verification Form helps control and manage the
generated open paper (travelers) moving through a fast paced I&T
work flow 

•	 Caution: As the project proceeds through I&T it will generate
additional paper, thus it is critical to close out as much of it as
possible at each I&T phase to avoid creating a bow wave of paper
needing to be closed just prior to the Pre-Ship Review 
− Having a streamlined document management process will minimize 

this bow wave 



Integra(on*&*Test*Readiness*Verifica(on*Form*
Assembly/Sub-system" Responsible"engineer" Phone"Number" Date"

Drawing"number" Revision"Number" Nomenclature"" Serial"Number"

Check"applicable"answer"and"give"necessary" Yes" No" N/A" Remarks"

explanaBon"in"remarks"column""
1."Do"the"released"drawings"and"specificaBons"

!" !" !"
reflect"all"approved"changes?""
2."Are"hardware"and"firmware"configuraBons"in"
accordance"with"the"released"drawings"and" !" !" !"
specificaBons?"If"no,"provide"difference"list."
3."Does"the"hardware"meet"the"requirements?"If"

!" !" !"
not,"provide"difference"list."
4."Are"there"performance"and/or"hardware"

!" !" !"
differences"with"flight"hardware?"If"so,"list.""
5."Have"all"discrepancies"and"anomalies"been"
disposiBoned"and"agreed"to"by"CSO"and"Project" !" !" !"
Systems"Engineer?"
6."Is"all"applicable"assembly"and/or"subsystem"
level"tesBng"complete"and"approved?" !" !" !"

7."Has"applicable"telemetry/calibraBon"data"
been"submiXed"and"routed"to"appropriate"party" !" !" !"
or"SE?"
8."Has"all"required"mass"data"including"center"of"
mass"data"been"submiXed"to"(SE)?" !" !" !"

Risk-Based SS&MA Approach 
for Class D Missions



Risk-Based Approach with SS&MA
•  Class D Missions are not risk free and can have Class A, B, or C 

elements which means the Project will have numerous risks 
requiring mitigation
−  Hazard identification and risk assessments are critical to ensuring SS&MA 

resources are applied optimally 
−  These identifications and assessments must start early in the project’s  

formulation phase and include SS&MA
•  Risks change over the project’s life cycle and must be 

continuously managed to ensure they do not exceed the 
acceptable risk threshold

•  This integrated and continuous process allows the project, 
SS&MA, and stakeholders to have an “Eyes Wide Open” view as 
they move forward through the life cycle and ensures the:
−  Optimum use of SS&MA resources
−  Intelligent use of project funding reserves  

Class D Mission Summary 
and Conclusions



Conclusions
•  Each Class D project varies in cost, mission length, schedule, and:

−  Operational environment, critical systems, complexity, operations, etc.

•  All these areas must be assessed as the project balances its level of 
risk with its mission success criteria

•  Integrating SS&MA early into the project ensures all requirements 
are properly defined and that SS&MA specific tasks are scoped 
within the project’s established risk posture 

•  There are many credible SS&MA requirement reductions for Class D 
missions that will help control and reduce their cost including:
−  Streamlined processes for CM, PRACA, and I&T travelers  
−  Transitioning to an insight rather than oversight level of SS&MA for COTS, 

preapproved suppliers, and other low risk tasks
−  Intelligently applying a risk-based approach to determine where to apply 

SS&MA resources
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Airbus spacecraft programmes are addressing a wide spread of markets and products  

  From demonstrators to full operational missions 

  From LEO to interplanetary 

  From Institutional customers to Export market  

  From microsats to multi-ton satellites 

 

Airbus Quality processes and practices have to be tailored to address these situations 

! One size does not fit all! 
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Product Assurance is tailored according to Programme Classes 
 
Two Programme classes have been defined 

 Both classes aim at full in-orbit performance 
Class 'Institutional' – Application of External standards 

 Customer requiring strong and detailed PA requirements 
 Full applicability of external standards in terms of: 
•   design margins, model philosophy, test representativeness and coverage, justification, 

documentation, management services  
 Lean and cost-efficient implementation of the standards  

Class 'Commercial' - The minimum to ensure full in-orbit performance (after IOT) 
 Customer not imposing their or external standards 
 Project aimed at achieving performance at the lowest cost  
 Higher level of accepted industrial risk (in the course of the development: e.g. PFM 
direct).  
 Management services, including documentation, are minimized  
 Limited reference to external standards 

  
Note: Overall cost saving with respect to Class Institutional may reach 50% 
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Cost efficient missions based on Product Line 

AstroBus Platform Line objective  
    to propose  a high performance, high quality and competitive platform line covering a large 

       range of Low Earth Orbit  applications, for various European and National agencies as well as 
       export and commercial customers 

Platform 
Segment 

 
AstroBus XS*   AstroBus S AstroBus M   AstroBus L  AstroBus XL 

Heritage / 
Maturity 

13 S/Ls launched 
[2004-2013] 

First Launch in 
2016 

3 S/Ls launched 
[2012-2014] 

First Launch in 
2017 

First Launch in 
2018 

Typical 
Launch Mass 125 kg   Up to 400 kg Up to 900 kg 1500 kg 3000-4000 kg 

Lifetime 5 years 7 years minimum 10 years 10 years 10 years 

- 5 - 

(*): cooperation with CNES (Myriade  and  Myriade Evolution series) 
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]. Quality Approaches are tailored according to mission 

Platform 
Segment AstroBus XS AstroBus S AstroBus M   AstroBus L  AstroBus XL 

Missions 

DGA Demonstrators: 
Essaim/SPIRALE/ELISA 
 
Export: Alsat2/SSOT/
VNRSAT 

ESA: CHEOPS 
CNES: Merlin 
Export: Peru 

Internal: SPOT6 and 7 
Export: KazEOSat-01 
ESA: Ingenio 
ESA Demonstrator: S5P 

Export 1 
Export 2 

METOP-SG 
Sarah 

Quality Class Class C   Class C Class C 
Class I (Ingenio) 

Class I (Export 1) 
Class C (Export 2) 

Class I (METOP-SG) 
Class C (Sarah) 

- 6 - 2015 TRISMAC 
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Cost efficient missions based on Product Line Confidential 

SPOT6 : AstroBus pioneer in orbit  
   
   
   
   

 First Earth Observation satellite designed for a 10 year lifetime 
 Developed in 3.5 years, from PDR to launch => launched 3 days ahead of schedule ! 
 Excellent in orbit behaviour & performances 
 Very high availability (>99,9%) : No satellite safe mode reconfiguration since the launch  

- 7 - 2015 TRISMAC 

A tailored approach in all Quality domains Confidential 

Airbus Quality approach to cost efficient missions addresses all aspects of 
Product Assurance  

 

 

 

 

Product Assurance Management 

RAMS 

Supplier Quality Assurance 

EEE components 

ECSS is used as reference but tailored out for cost efficient missions 



Confidential 

Generic “PA Plan” and “PA Requirements for suppliers” 

Generic documents have been issued to meet the two Classes 
Class I 

 

 
  

   Fully compliant with ECSS-Q-10/20/30/40/60/70 

   For EEE Components, ECSS-Q-ST-60 Class1 components are used 
  Contains a few additional Airbus requirements reflecting Airbus experience  

      (eg PCB, SMT, Welding, RHA,…) 

Class C 
 
 
   ECSS-Q-10/20/30/40/60/70 used as reference only 
   For EEE Components, ECSS-Q-ST-60 Class3 components are used. In some 

      cases, (eg AS250 product), Class2 components are used 
 
 

2/3 of ECSS requirements have been deleted or simplified:  
    “what” requirements are kept and “how to” requirements are deleted 

- 9 - 2015 TRISMAC 
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Reliability : looking for more realistic data sources 

Situation 

 

 

 

 

More and more complex parts, highly integrated (ICs…) 

Mil-HDBK-217 still used BUT definitively outdated 

Emergence of new reliability data sources (FIDES…) 

Need to have “reliable” reliability data to support design 

•  Optimization 

•  Cost reduction 

Objective 
  Be closer to reality 

Reliability assurance for Class C 

 

 

 

Adaptation / amendment of standards when possible 

Use more appropriate data sources. Current ESA study on-going. 

Use of In-Orbit feedback (failure rate estimation, Bayesian techniques)  
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Using in orbit data for more realistic reliability predictions Confidential 

Reliability assessment benefits for spacecraft design 
 Benefits 

  Use of In-Orbit feedback, especially based on Bayesian techniques, allows to 
combine prediction (data sources) and observation (in-orbit outcomes) in order to 
"  Derive better failure rates (e.g. 1650 10-9/h # 450 10-9/h for computer) 
"  Improve the level of confidence 

 

Consequences on design 
 
 
 

 

Reduce the number of redundancies (e.g. Telecommunications Payloads) 
Reduce the level of cross-strappings leading to architecture simplification 
Allows appropriate quality levels for EEE parts (1,2,3) depending on the satellite 
class 
Justify single string for cost efficient platforms 
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Quality Assurance tasks towards suppliers are tailored according to: 
     Risk analysis of Supplier/Product couple 

     Programme Class 

Tailored Surveillance Plan for Suppliers  

Programme Class 

Customer PA 
Requirements 

Airbus Supplier rating 

Product Maturity 

Product complexity 

Airbus Supplier 
Quality Assurance 
Surveillance Plan  

Quality Assurance 
Tasks 

-  Audits 
-  Inspections 
-  Reviews 
-  MIPs 
-  …. 

-  Applicable QA tasks 
-  Frequency 
-  Delegation to supplier 
-  …. 
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In line with the ECSS rules, Airbus has defined three set of EEE parts requirements : 
CLASS 1  : loss of mission not acceptable, sufficient budget & schedule, all risks reviewed 

CLASS 2  : project risk / total cost trade off, priority to minimum risk, lightened management 

CLASS 3  : project risk / total cost trade off, priority to containment of costs, lightened mgt. 
 

Airbus EEE parts policy 

EXTERNAL 
CUSTOMERS’ 

REQUIREMENTS 

AIRBUS 
BACKGROUND 

ECSS RULES 
(ECSS-Q-ST-60 branch) 

AIRBUS STANDARDS 
EEE REQUIREMENTS 

CLASS 1 
CLASS 2 
CLASS 3 

AIRBUS PROJECTS 
EEE requirements 

Objective is to align 
the Airbus requirements 

with ECSS-Q-ST-60 requirements 

Project tailoring to be avoided 

CUSTOMERS’ 
SPECIFIC requirements 

- 14 - 2015 TRISMAC 
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Main differences between the three EEE classes 

CLASS 1 CLASS 2 CLASS 3 

MANAGEMENT 
EEE Parts Plan 

PCB (Parts Control Board) 
As-Design & As-Built DCLs 

Compliance Matrix 
Less PCBs 

As-Design & As-Built DCLs 

Compliance Matrix 
No PCB 

As-Design DCLs 

SELECTION 
Preference process 
Radiation process 

Mfr’s assessment for eval. 
Approval by DCL & PAD 

No preference process 
Lighter radiation process 

No mfr. assessment for eval. 
Approval by DCL & PAD 

No preference process 
Lighter radiation process 

No mfr. assessment for eval. 
Approval by DCL 

QUALITY LEVELS 
(for active parts) 

Discrete : ESCC or JANS 
IC : ESCC or QML-V 

Hybrid : Q60-05-1 or QML-K 

Discrete : ESCC or JANTXV+PT 
IC : ESCC or QML-Q/M+PT 
Hybrid : Q60-05-2 or QML-K 

Discrete : ESCC or JANTXV+PT 
IC : ESCC or QML-Q/M+PT 

Hybrid : Q60-05-2 or QML-H+PT 

INSPECTIONS 
Precap : NQ + 4 Q families 

Buy-off : NQ 
DPA : NQ + 2 Q families 

Relife : 7+3 & complete tests 

Precap : 4 NQ families 
Buy-off : NQ 

DPA : 2 NQ families 
Relife : 7+4+4 & complete tests 

Precap : no 
Buy-off : no 

DPA : 1 NQ family 
Relife : 7+4+4 & limited tests 

- 15 - 
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Airbus experience with EEE part classes Confidential 

 

Classes of EEE parts requirements have a direct impact on equipment costs        
and are essential to propose competitive products 

The alignment of Airbus-D&S EEE standards to ECSS requirements (Q60 & Q60-13) is very high : 
"  ECSS-Q-ST-60  :   95% aligned  
"  ECSS-Q-ST-60-13  : 100% aligned 

$  Customers acceptance of existing classes (no additional tailoring) is essential 

 
The application of Class 2 and Class 3 requirements bring significant savings. 

Class 2 : -35% on component cost (recurring & non-recurring) and -50% on engineering cost 
Class 3 : -40% on component cost (recurring & non-recurring) and -65% on engineering cost 

Efficient application of Class 2 & 3 requirements requires a large background         
of EEE entities at prime contractor level 

Approval of selected of quality levels,  
Use of commercial components based on internal databases and long-term lessons learned 
gained internally by Airbus 

- 16 - 
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Conclusions 

Product Assurance programme classes have been  
   successfully implemented by Airbus 

In flight behaviour of Class C spacecraft is very good 

Competitive costs and schedule have been achieved 

„Class“ concept has been accepted by Space Agencies (ESA, CNES, DLR,…)  
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Thank you for your attention! 
 

Any questions ? 
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  Do Safety & Security contribute to Mission Assurance? 
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  Discrepencies & difficulties  
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What is EGNOS mission and benefits for users? 

02/06/15 

3 

Ref.: TRISMAC 2015 
 

  EGNOS Offers Safety-Of-Life (SOL) services 

   Potential Users are: 
  Civil Aviation 
  Railway 
  Maritime 

  Safety-Of-Life service combines: 
  Position estimate 
  Integrity of the position estimate 

EGNOS delivers Safety to users 
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How does Egnos works ? 
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A « certification » context for Safety of Life services 

  Safety objective:  
  Before EGNOS use for safety critical operations, demonstration that the 

system has been designed, deployed and will be operated in a safe manner 

  Certification requirements baseline - Single European Sky Regulation 
  Safety oversight (EC No 1034/2011) 
  ANSP certification & Common requirements (EC No 1035/2011) 
  Interoperability Regulation (EC No 552/2004) – DSU & DoV 

  A Mission,Technical  & Process requirements baseline 
  SARPS, MOPS, MRD, SRD, ORD, ECSS, DO-278A, DO-254 

Safety demonstration & Qualification covering  
Architecture, RAMS & Performances, Operation, SW…& HW 
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A « certification » context for Safety of Life services 
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INDUSTRY 

ESP 

Air Navigation 
Service Provider 

(ESP) 

ESP CERTIFICATION 

DOV + TECHNICAL FILE 

SYSTEM DESIGN QUALIFIED (Industry) 

Including DSU 

SYSTEM OPERATION 

 VALIDATED (ANSP) 

SEGMENTS QUALIFIED  
(Ground Segment, Space) 

 

Authority 
(EASA) 

Certification 

Assessment / 
Acceptation 

SUB SYSTEMS 
QUALIFIED 

 

Inputs 

 

DELIVERY OF EGNOS 
NAVIGATION SERVICES 

 

SAFETY CASE Part A (GSA) 
SAFETY CASE Part B (ANSP) 

GSA & 
ESA 

Single European Sky 
REGULATION 

European 
Comission 
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A Security process to protect the SoL services…. 

Security)a+ack)

Safe SoL 
 services  
delivery 

=> Safety and Security contributes to Mission Assurance 
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Why Security constraints? 

A Security process to protect the SoL services… 

  Strong need for Cybersecurity  
  Heterogeneous complex system  
  Usage of networks  
  Domains of different levels of trust (Operational, Test, Training) 
  Exchange with External entities 

  Strong need for « Availability » and « Integrity (sec. definition.)» 
  Data and service protection,  
  Access control 
  Reactivity to detect and mitigate security problems 

 
  Traceability of activity 
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Consequences on the project activities (Industry) ? 

SRR 

PDR 

CDR 

QR 

OQR 

SoL Navigation 
Authorisation 

Requirements  
Definition  

and Feasibility 
Preliminary 

Design 
Detailed 
Design 

Qualification 
Phase 

Operator Organisation 
and preparation 

Procedures definition and qualification 
  

ESP Operator Domain 

Industry Design Domain 

ORR/HOR 

Safety 
activities 

Security 
activities 
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Can Safety & Security be compatible? Different approaches ? 

 Perimeter of Security and Safety Analysis? 
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SECURITY FE SAFETY FE 

HAZARD CAUSES 

OPPORTUNITIES SECURITY ATTACKS CAUSES 

FEARED EVENTS 

SECURITY FEARED 
EVENTS 

INTENTIONAL 
 

INTENTIONAL + 
NON INTENTIONAL 

NON INTENTIONAL 
 

Common 
areas of 
working 
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Can Safety & Security be compatible and cost effective?  
Three examples  

  Risk Analysis? 
  Similarity in the methods (Risk) but detail is different 
  Safety: safe service delivery 

  Qualitative and quantitative demonstration 
  Security (I, I + NI, NI): 

  Attack trees 
  Common part/information with safety (NI) 

  Stability of the System? 
  Safety wants a « stable » Qualified system:  

  « Planned » changes with impact analysis 
  Security wants to control the threat evolution: 

  Ex: « Security patches » ≠ Stable Qualified releases for safety 

 
  Synergy for single design solution? 

  Similar need: Domain Segregation, data 
protection/verification/authentication, operator role 

  Possible single design solution 
02/06/15 
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Similarity, but not 
« mixible » analysis 

Synergy = 
-  Energy saving 
-  Efficient design 
-   Mission Assurance 
-  Cost saving 

 

Synergy = 
- Planned qualified 
release 

Synergy = 
-  Design simplification 
Difficulty: 
- Certification & 
accreditation process 
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Impact on: 

 
!  Design 
!  Monitor & Control 
!  Operation, maintenance  
!  RAMS performances 

Exemple of area covered (from ISO 27000): 
 

!  Physical security 
!  Network protection and Network access 

control 
!  User access control 
!  Malware protection 
!  Data protection 
!  Accounting 
!  Etc. 

 

Are Safety & Security compatible?   
Interaction and synergy all along the process 

 General: 
  Close relation between System 
Engineering, Safety & Security 
  Today needed 

During Security Requirements definition (1/2) 
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Are Safety & Security compatible?  
Interaction and synergy all along the process 

 During Security Requirements definition (cnt�d) 
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Customer Security  
REQ  baseline (ESA) 

REQ 1 
 

Project Security Risk  
analysis results 

REQ 2 
 

Project Security REQ 
baseline: 

Technical, Operation 

Customer Mission and 
Safety REQ baseline (ESA) 
SARPS, MOPS, MRD, SRD, 
ECSS, DO-278A, DO-254 

 
REQ 3 

 
 

REX 

PROJECT REQ baseline: 
Technical, Operation 

 

SAFETY ASSESSMENT: 
- SAF TAG. (Impact on 

« Mission safety ») 
- Similar  request 
- Incompatibility 

Project RAMS analysis 
 

REQ 4 
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Are Safety & Security compatible?  
Interaction and synergy all along the process 

 For Safety (RAMS) Analysis 
  Safety Analysis: Demonstrate that the System design and 
Operation comply to System/Mission requirements: 
  Architecture validation (architecture constraints, failure tolerance 
principles, FDIR principles) 
  Quantitative demonstration of the safety Feared events and 
availability performances (RAMS) 
  Operational concept validation (Safety tasks, Operator errors) 
  Software qualification (SW DAL) 

  Security mitigations are included in the design => Impact on 
RAMS performances 

02/06/15 
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Final loop: Safety compliance demonstration shall 
include security design mitigation 
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Are Safety & Security compatible?  
Interaction and synergy all along the process 

 For Security and Safety Feared Events understanding 
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SECURITY 
FEARED EVENT 
(Sec. Definition) 

SAFETY AND 
DEPENDABILITY 
FEARED EVENTS 

SAFETY AND 
DEPENDABILITY  

SEVERITY 

Integrity 
Continuity 
Availability 

Integrity 
Continuity 
Availability 

Critical 
Major 
minor 

Confidentiality 
Know how 
Data stolen 

N/A N/A 

  Similarity in FE wording 
  Discrepencies in objective and perimeters 

Clear definition is necessary to understand the objectives  
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Are Safety & Security compatible?  
Interaction and synergy all along the process 

 Synergy for Security Risk Analysis (EBIOS&Methodology&
example)&

02/06/15 
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•  Risk evaluation,  classification, acceptability, 
•  Inputs from RAMS 

•  Design, assets, perimeter 
•  Threat sources, actors 

•  Risk understanding 
•  Parallel with Safety Feared events 

•  Intentional, NI + I, NI 
•  Inputs from RAMS 

Step 6 
Residual risk acceptation 

Step 1 
Context definition 

Step 2 
Feared events definition 

Step 3 
Threat scenario definition 

Step 4 
Risk analysis 

Step 5 
Security mitigation definition 

RAMS 
analysis 
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Are Safety & Security compatible?  
Interaction and synergy all along the process 
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 Synergy for Security Risk Analysis and selected solution 

Step 5 
Security mitigation definition 

Step 6 
Residual risk acceptation 

RAMS 
analysis 

Acceptability 
process: 

-  Technical 
-  RAMS 

-  SW DAL 
-  Programme 

Design & RAMS 
documentation 

Accepted Residual risk 

Selected solution 

Mandatory final loop for Safety & Mission Assurance 
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Are Safety & Security compatible?  
Discrepencies & «difficulties » - Focus on some points 

02/06/15 

18 

Ref.:TRISMAC 2015 
 

 Organisation 
  New approach: Progress wrt team integration & « work together » 
  Used to work in restricted areas with restricted information & 
documentation 

 Qualitative or quantitative approach for security? 
  Safety:  

  Qualitative & Quantitative. Performance demonstration and « System 
Qualification » 

  Security practices: 
  Risk assessed through « likelihood » defined by Expert judgment 
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Are Safety & Security compatible?  
Discrepencies & «difficulties » - Focus on some points 

 Security mechanisms included in Safety functions (or 
same function) 
  Security functions shall support the safety constraints  

  Failure tolerance 
  MTBF & Maintenance rules 
  SW AL & HW DAL 
  SW Qualification process  

  Safety functions shall support security constraints 
  E.g. EAL (Common Criteria implementation) 
  Selection of a dedicated « hardened » equipment => Is SWAL and 
safety evidences available/reachable?  
   Time or security access, maintenance, Availability impact, etc. 

02/06/15 
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Are Safety & Security compatible?  
Discrepencies & «difficulties » - Focus on some points 

 Security mechanisms included in Safety functions 
(contĀd) 
  Example: Security function (e.g Antivirus) part or not of the 
Application SW? SoL 

02/06/15 
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Risk on schedule and cost: 
•  « Relevant » trade-off during design phase to select the 
best design solution 
• Can lead to safety/security priority decision point  

Service 

Safety function 

SoL Service 

Safety function 

Example 1 Example 2 
Impact on: 
•   Antivirus SWAL, 
•  Overall SW safety function qualification wrt antivirus update, etc. (ex: non regression 

demonstration). 

Sec Fc. 

Sec. Fc. 
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CONCLUSION 

  Safety and security are today necessary for contribution to Mission 
assurance 
  Close relationship with overall project team: 

  Make easy the sharing of information 
  Avoid independant design solution 
  Optimise effort in terms of schedule and cost 

  Commonalities in the practices, the material to be shared (Risk analysis) 
  Common solutions are sometime possible wrt some design solutions  
  Discrepencies in some areas need to be cautious 

  Security can be intrusive wrt safety 
  Conflict wrt Certification and Accreditation processes 
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: 

Obviously Safety and security are not fully « mixible », however materials, 
experience shared between SE, Safety and Security teams allow to optimise 

and converge to project success. 
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Outline 

1. Presentation of facts and questions 
2. What do we mean by new mediated technologies 
3. What’s the big deal? 
4. Use cases 
5. Challenges of industrial environment application 
6. Summary and food for thought 
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Some space business key facts 
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What if…? 

IT HAS BECOME HIGHLY COMPETITIVE AND DYNAMIC,  

WITH FURTHER DEMANDS ON LOWER COST & REDUCED TIME TO MARKET  

IT ENTAILS COMPLEX ACTIVITIES DIFFICULT TO AUTOMATE, 

HENCE NEEDING QUALIFIED LABOUR, PARTS, MATERIALS AND PROCESSES 

LOW QUALITY CAN HAVE A SIGNIFICANT IMPACT 

ON PROJECT SCHEDULE AND COST  

FAILURE IS NOT AN OPTION 
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What if…? 
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What if…? 
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What is the goal? 

In
cr

ea
se

 

ENHANCED PA&S MANAGEMENT SYSTEM 

D
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re
as

e 

Efficiency 

Productivity 

Compliance 

Accuracy 

Safety 

Failures 

Non-compliances 

Knowledge transfer time 

Costs 
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Reality-virtuality continuum 

The continuum of advanced computer interfaces, based on Milgram and Kishino, 1994 
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Augmented Reality (AR) 

1.  Enhances our perception by combining sensing, computing and display 
technologies. 

2.  It is not limited to visual systems; auditory, tactile or olfactory displays 
can also be used. 

3.  It has 3 key characteristics: 
a.  It combines virtual and real data 
b.  It is registered in 3D 
c.  It is interactive in real time 

4.  Hardware needed: 
•  Display (e.g. monitor, LCD screen, HMD) 
•  Tracking (e.g. GPS, compass) 
•  Input devices (e.g. camera) 
•  Sensors (e.g. accelerometer) 
•  Processor (e.g. CPU) 
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Mobile AR platform from 1999 to 2015 

Display 

Tracking (GPS, 
compass) 

Camera 

Inertial 
sensor 

Mobile 
Processor 

Battery Hollerer, Feiner & Pavlik. In Proc. ISWC’99, 
San Francisco (1999) 
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Multiple applications across multiple 
industries through multiple platforms 

Assembly / Maintenance 

Logistics support 

Real-time design 

Configuration control 

Training & education Field inspection 

Virtual object manipulation 

Geo-location 

E-commerce 
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AR applied to the space industry 
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ESA AR Projects 

Project WEAR : “WEarable AR”, used by F. De 
Winne on board Columbus at OasISS mission 

CAMDASS : “Computer Aided Medical Diagnostics 
and Surgery System” 

mobiPV : Columbus crew and ground  
collaboration demonstrator Portable Virtual AIT Visualizer (PVAITV) 
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What is the big deal about mobile AR? 

Providing 
the right 

information 
at the right 
time in the 
right place 

•  It provides the user with context-
sensitive, up-to-date, and media-rich 
information. 

•  It has the potential to increase 
productivity by reducing time to 
completion and errors. 

•  It can reduce the mental workload 
when compared to traditional media for 
task instruction. 

•  It can reduce the time to train new 
operators. 

•  It can work in all environments. 
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Case study 1: Big data in the hangar 

Virtual damage assessment and repair tracking for F-35 and F-22 aircraft 
Lockheed Martin and NGRAIN 

First time right increased from 75% to 96% 

30% faster task completion 

30% decrease in training time 

•  Accuracy of 2.5mm 
•  User friendly for maintenance users 
•  Integrated with existing workflow and 

maintenance databases 
•  3D datasets run interactively on tablets 

ESA-TECQQM-HO-0743 | New mediated reality technologies to enhance PA&S | TRISMAC 2015, 18-20 May 2015 | Slide  16 

ESA UNCLASSIFIED – For Official Use 

Case study 2: Transforming aircraft 
assembly training 

Fusing Self-Reported and Sensor Data from Mixed-Reality Training 
Davies & Terry (Boeing), and Richardson et al. (Iowa State University). I/ITSEC. 2014 

•  First time quality with tablet AR higher than 
93% compared to traditional desktop, while 
reducing time on task 

•  Higher worker efficiency by increased focus 
on assembly steps 

•  Faster assembly time on first trial 
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Challenges of space/industrial 
applications 

•  Buy-in from top management and employees 
•  Return on Investment 
•  Data integrity and security 

•  Speed to deployment 
•  Relevance 
•  Integration with existing systems in the organisation 

•  Managing knowledge and expertise from employees 
•  Organisational culture 

•  Social factors and labour rules (e.g. privacy concerns) 
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The application to space PA&S 

•  Studies demonstrate that AR has great potential in 
reducing errors during production and maintenance, 
however limited (published) studies exist in the space 
sector. 

•  Several use cases exist: procedural instructions; as-built 
configuration control; NCR management; real-time 
display of test data; remote PA&S expert support; etc. 

•  Lack of research exchange across space organisations. 

•  The space industry can learn from mistakes in other 
industrial areas. 
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A disruptive technology in the growth 

(a) AR Revenue Share 2020, and (b) AR/VR Revenue Forecast 2016-2020 
in $B (Source: Digi-Capital AR/VR Report 2015) 

(a) (b) 

Source: Own. Based on 
data from Statista 2015 and 
Digi-Capital AR/VR Report 
2015 
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Summary 

•  Technology changes the project constraint model: has the potential to 
bring closer quality, cost and schedule. Closer to break the paradigm 
faster-better-cheaper. 

•  Questions are still unanswered: is there a business case for space PA&S? 
Is the technology mature enough? … 

•  Missing a joint Space Technology Roadmap for this type of technology 
applied to PA&S.  

•  The application to space PA&S: do nothing or jump in!  
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Thank you for your 
attention 

For further information, contact: 
 
raul.alarcon@esa.int 
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Who is Southwest Research 
Institute (SwRI)?

Sample of Missions SwRI 
has Supported

QuickScat
ICESat MSL

SwiftSwift

WorldView 1 & 2WISEWISE

IMAGECassini 

WorldView 1 & 2WISEWISE

Kepler

JPSS

4

Deep Impact IBEX
New Horizons 

65+ missions with 100% mission success65+ missions with 100% mission success

• Independent, nonprofit applied research and development 
organization

• Space Science and Engineering Division one of 10 technical 
didivisionsisions withith aa dedicateddedicated focfocuss inin thethe pphhysicalsical sciencessciences

• World Class Space Science Research, Space Avionics, and 
Instrument Development 

•• MissionMission levellevel expertiseexpertise includesincludes llargearge andand smallsmall MissionMission 
Project Management and/or Mission Systems Engineering 

• Stand alone services include project management, systems 
engineering, manufacturing, parts engineering, and earned 
valuevalue managementmanagement (EVM)(EVM) 

• Extensive experience and expertise in the design and build of 
spacecraft electronics, instrument electronics and instruments 
for NASA, non-NASA US Government, international, and 
C iCommerciall custtomers
– Parts requirements run the gamut from Class B (Level 1 parts, DX 

rated) projects to Class D
• Historically,y, EEE-INST-002 Level 2 is most common pp parts proggram



What is CYGNSS?

What is CYGNSS?

• The CYGNSS mission is the NASA Earth Venture 2 
Mission selected in June 2012

• PI-led mission  
• CYGNSS is classified as Category 3 Class D

– LowLow costcost, highesthighest llevelevel ofof acceptableacceptable rriskisk
• Cost and schedule capped
• ProjectProject currentlycurrently FMFM fabricationfabrication

– CDR completed January 2015
– Launch scheduled for October 2016

• Cyclone Global Navigation 
Satellite System

•• CYGNSSCYGNSS consistsconsists ofof 88 
Global Positioning System 
(GPS) bi-static Global 
NavigationNavigation SatelliteSatellite SystemSystem  
Reflectometry (GNSS-R) 
receivers deployed on 
separate micro-satellites

CYGNSS Science Goal
Understand the coupp gling 
between ocean surface 
properties, moist atmospheric 
thermodynamics, radiation, and 
convectiveconvective ddynamicsynamics iinn thethe 
inner core of a tropical cyclone



Comparison of CYGNSS to 
other kinds of Projects

SwRI Designed 
CubeSat

CYGNSS MMS

Mission CubeSat Class D Class BMission 
Category

CubeSat Class D Class B

# of S/C 1 CubeSat 8 MicroSats 4 satellites
Mission Profile <1 year 2 years 2 yearsMission Profile <1 year

LEO Orbit
2 years
LEO Orbit

2 years
Elliptical Earth Orbit

Size 4-16 kg 28.9 kg/ satellite 1326 kg/ satellite
Customer Variety PI NASA GSFCCustomer Variety PI NASA GSFC
NASA Center Varies, none in 

some cases
LaRC GSFC

Payload N/A 1 25 instrumentsPayload N/A 1 25 instruments
Mission 
Success

3 months science 
data

6 months of data 
with 4 uSats

As defined by NASA MMS 
Level 1 requirements; 
some instruments can besome instruments can be 
lost, case by case basis

Comparison of CYGNSS to 
other kinds of Projects

SwRI Designed 
CubeSat

CYGNSS MMS

Mission Budget $2-5M $100M $1BMission Budget $2 5M $100M $1B

Cost per satellite $2-5M $4.9M, not including 
payload

$165M

Parts Cost $25-100K; 20% of $281K not including $50M/ satellite; 30% ofParts Cost $25 100K; 20% of 
total cost

$281K not including 
payload; 6% of total cost

$50M/ satellite; 30% of 
total cost

Mission Assurance 
Approach

Best practices and 
design reviews; no 
f l QA

SMA delegated to PI; 
NASA is reviewer; 
Si ifi t ti ti

Customer provided 
MAR; limited flexibility 
d i ti tiformal QA Significant negotiation 

during Phase A for 
requirements with NASA

during negotiations

Contractual EEE None None EEE INST 002 Level 2Contractual EEE 
Parts Requirements

None None EEE-INST-002 Level 2

Customer provided 
Parts Control Plan?

No No Yes
Parts Control Plan?



How did CYGNSS select a 
Parts Program?

CYGNSS Parts Control Board

• Careful balance between cost constraints and mission risk 
profile

• CYGNSSCYGNSS neededneeded moremore reliabilityreliability andand radiationradiation ttoleranceolerance thanthan 
traditional CubeSat parts programs

• The CYGNSS mission achieves reliability through mission and 
system level factors rather than through simple piece part 
reliabilityreliability suchsuch asas tthehe traditionaltraditional LLevelevel 22 oorr LLevelevel 33 ppartsarts 
program

• Approach similar to LADEE, System F6, various commercial 
S/C programs

• AiAims to fifindd thhe bballance bbetween
– Cost
– Risk
–– ScheduleSchedule (short(short developmentdevelopment cycle)cycle)
– Technology available

• We could not meet the technical requirements imposed using currently 
available space qualified components

• TT heam chose tto bbe aggressiive giiven ClClass DD miissiion andd 
functional redundancy

• There is still a mission level Parts Control Board
– Consists of Mission Parts Engineer, Mission Radiation Engineer, Mission QA and 

Hardware Developer Parts Representative
– NASA LaRC is not a voting member

• There is still a mission level Parts Control Plan
– Generated by SwRI
– Includes requirements for 

• Comprehensive GIDEP searches of all flight parts
• P fProcurement from OOEMEMs or authhoriizedd ddiistriibbutors to miitiigate thhe riiskk off counterffeiit 

parts
• Approval broken into two categories

– Parts Quality
• ApproachApproach basedbased primarilyprimarily onon partpart reliabilityreliability ratherrather thanthan traditionaltraditional screeningscreening

– Radiation
• ICs and transistors only for this environment

– A part cannot be fully approved until both categories have been satisfied
• PIL, PAPL, ADPLs and ABPLs still reqquired

– Formats less prescribed, vendor format acceptable for many
• Additional approaches at higher levels of assembly to assure necessary 

reliability
– Avionics required to undergo burn-in for infant mortality screening

• P jProject expects to see more part ffaililures dduriing iiniitiiall bboardd llevell testiing
– System redundancy at microsat level is key



Parts Selection for CYGNSS

Additional Challenges

• Determination of what is appropriate occurs on a 
part by part basis and considers:
– Existing radiation data (Radiation Approval)
– Existing reliability data (Parts Quality Approval)
– PartPart ApplicationApplication andand CriticalityCriticality ((Both)Both)

• For active devices, radiation evaluation is paramount
– If data is not available, project must decide between 

changing parts and testing the part (or assembly)
– Only after that has been determined, can parts quality be 

reviewedreviewed
• Heritage can factor largely into parts selection

– Does not automatically guarantee approval, but does carry 
weight especially ffor similar mission durations and orbits

• We’ve encountered additional challenges brought on by 
extensive use of commercial parts
– PurePure tintin finishfinish isis tthehe rulerule, ratherrather thanthan exceptionexception

• Mitigation approach must be determined and accepted
– PEDs (plastic encapsulated devices) are the rule, rather than 

excepption
• Outgassing may be an issue for particular missions

– Complications to thermal design and analysis at the circuit board 
level

– Definition and implementation of derating requirements must be 
carefully considered

– Introduces unique manufacturing considerations at the circuit 
b dboard llevell
• Component packages often different from traditional space parts
• Introduction of plastic packages to a manufacturing process 

designeddesigned forfor cceramiceramic packagespackages



Tips for Success

Conclusions

• Negotiate parts program early on and ensure customer buy in
– Ideally during proposal phase

• BeBe suresure requirementsrequirements areare capturedcaptured iinn tthehe appropriateappropriate documentdocument
– Ex:  The Parts Control Plan isn’t necessarily the best place for 

handling and storage requirements for PEDs
• Those responsible for implementing these requirements not likely to 

readd P PCPCP
• Supplier engagement can have significant benefits 

– Reach back into the manufacturing processes utilized by suppliers 
forfor processprocess, testtest, reliabilityreliability, etcetc

• Ensure design engineers understand the kinds of parts 
available for use and the limitations
– NotNot allall commercialcommercial partsparts areare aacceptablecceptable

• Get creative with parts selection
• Part obsolescence may need to be more carefully managed
• DonDon’tt d discountiscount leadlead ttimesimes, ttheyhey mmayay sstilltill bbee aann iissuessue rrelativelyelatively

• The CYGNSS team is still learning how to operate in 
this Class D world

• This approach isn’t appropriate for all missions, 
even all Class D missions

•• ClassClass DD mmissionsissions havehave toto findfind thethe balancebalance betweenbetween 
cost constraints and risk profile

• Still have to apply lessons learned from projects with 
a more traditional parts program, where reasonable

• Have to be willing to accept more risk than we have 
beenbeen trainedtrained toto acceptaccept
– Risk still has to be quantified



Jessica Tumlinson
Lead Parts Engineer

SouthwestSouthwest ResearchResearch InstituteInstitute

jtumlinson@swri.orgjtumlinson@swri.org
1.210.522.6222
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AgendĀa
• Background-

– Conven0onal-approach-for-reliability-achievement-with-
liquid-rocket-engine-

• Affordable-High>reliability-realiza0on-approach-
– Concepts-of-new-approach-
– Knowledge-and-failure-scenario-based-iden0fica0on-of-
failure-modes-

– Model>based-evalua0on-and-valida0on-of-the-failure-mode-
probability-

– Trial-results-with-the-LE>X-

• Conclusion-
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•  Conven0onal-approach-for-reliability-achievement-

–  Elimina0on-of-failure-modes-and-design-improvement--

based-on-the(testAfailAfix(development(process.-

–  Past-development-programs-of-liquid-rocket-engines-were-

highly(depending(on(the(highAcost(system(tests.-

BackgroundĀ
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BackgroundĀ

•  Mo0va0ons-toward-process-innova0on-

–  The-test>fail>fix-development-process-based-on-the-

hardware-demonstra0on-is-apt-to-lead-cost-and-schedule-

overrun-due-to-reworks-by-failure-at-the-late-phase-of-

development.-

! Failure-modes-iden0fica0on-and-elimina0on-from-the-

early-phase-of-the-development-is-needed-to-prevent-

cost-and-schedule-overrun.-

–  Limita3on(of(coverage(for(design(verifica3on(due(to(high(
dependency(on(the(highAcost(system(test(allows(failure(
during(opera3on(phase.(

! Cost(efficient(methodology(for(design(verifica3on(
enables(to(enlarge(the(coverage(for(design(verifica3on.(
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ConceptsĀ
•  Accumula0on-and-u0liza0on-of-failure-informa0on-and-L&L-

from-past-development-experience(
Failure(modes(iden3fica3on(and(reAdesign(based-on-
knowledge-and-failure-scenario-analysis-from-the-early-phase-
of-the-development-

•  -Acquisi0on-of-analy0cal-models-based-on-failure-mechanism-
and-progress-of-simula0on-techniques-and-capabili0es-
ModelAbased(evalua3on(and(valida3on-of-the-design>
reliability-mainly-depending-on-element-or-component-test-
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•  Knowledge-and-failure-scenario-based-iden0fica0on-

Failure-Modes-Iden0fica0on-
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•  Evalua0on-of-system-design>reliability-

–  System-reliability-can-be-calculated-from-the-failure-mode-

probabili0es-based-on-the-failure-scenario-model-such-as-

Event-Tree-(ET)-and-Fault-Tree-(FT).-

Failure-Modes-Iden0fica0on-
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•  The-Probabilis0c-Design-Analysis-(PDA)-mainly-using-elemental-
level-test-results-and-analy0cal-models-based-on-failure-
mechanism-is-u0lized-to-evaluate-failure-mode-probabili0es.-

Design

Model>based-Evalua0on-&-Valida0on

Stress
Strength

Probability-of-Failure-
(design>reliability)

Strength
Material(Property

μt

σt2

Thickness

Pressure,-Temperature
Loads

Dimension
µ

σ2

µ
σ2 Analy3cal(

Model

Probabilis3c(Design(Analysis

Analy3cal(model(accuracy

Experimental-data
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•  Suspiciousness-with-certainty-of-analy0cal-model-prevents-
u0liza0on-of-the-model>based-evalua0on-of-failure-mode-
probabili0es-using-analy0cal-model.-

•  -Then,-the-Uncertainty-Quan0fica0on-process-by-adop0ng-the-
concept-of-Epistemic(Uncertainty-was-proposed-in-order-to-
quan0tate-validity-of-analy0cal-model-for-evalua0on-of-failure-
mode-probabili0es.-

•  -Epistemic(Uncertainty(is(due(to(limited(data(and(knowledge-
in-contrast-to-Aleatoric-Uncertainty-(Variability)-is-the-natural-
randomness.--

Model>based-Evalua0on-&-Valida0on
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•  Analy3cal(models(based(on(failure(mechanism-is-u0lized-to-
evaluate-failure-mode-probabili0es.-

•  Valida0on-of-these-analy0cal-models-carried-out-mainly-with-
element(and(component(test-results.-

���

Model>based-Evalua0on-&-Valida0onĀ

Engine-System-
Test-

Creep-Fa0gueĀ

Regenera0ve--
coolingĀ

Chamber--
heat-fluxĀ

Heat--
transferĀ

Inelas0c--
FEMĀ

Life--
modelĀ

Phase 3 
Subsystem casesĀ

Phase 4 
Complete systemĀ

Phase 2 
Benchmark casesĀ

Phase 1 
Unit problemsĀ

Hydrogen-hea0ng--
pipe-(curved)Ā

Single-element--
endothermic-testĀ

Mul0-element--
endothermic-testĀ

Throat>type-
specimen-testĀ

Flatplate--
with-cooling-tubeĀ

Cross>type-
specimen-test-

Smooth-cylindrical-
specimen-test-

Hydrogen-hea0ng--
pipe-(straight)Ā
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•  Probability-of-failure-is-evaluated-as-result-of-interval-
es0ma0on-considering-uncertainty-of-failure-parameters--

DesignĀ

Model>based-Evalua0on-&-Valida0onĀ
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•  Design>reliability-improvement-

���

A.-Aleatoric-Uncertainty-(Variability)�

Model>based-Evalua0on-&-Valida0on�

Stress-

Strength-

Elemental 
test�

Stress- Strength-
-
-
-
-
�

Dimension 

Stress- Strength-

High-fidelity Sim.�

Stress- Strength-

Screening�
Data-sample#-:-3�

Data(sample#(:(21�

Improve-the$Expecta*on$of-
Design>reliability�
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Uncertainty$
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Requirement�

B�
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–  Different-approach-adopted-
to-improve-design>reliability-
depend-on-target(A(or(B.-

Expecta3on(of(DesignAreliability�

B.-Epistemic-Uncertainty�
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•  LE>X-engine-technological-demonstra0on-program-
–  Technology-demonstra0on-program-of-high-performance,-
high-reliability-and-low-cost-liquid-rocket-engine-(LE>X)-
towards-booster-engine-of-the-H>X.-

–  Establishment-and-trial-of-new-development-process-
carried-out-during-the-LE>X-program.--
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Trial-results-with-the-LE>X-

���
LE>X-Engine�

Open(Expander(cycle(with(LOX/LH2(
" Simple-engine-configura0on,-
" Reduced-maximum-system-
pressure-and-temperature,-
" Reduced-heat-impact-to-the-
turbomachinery-turbines,-and--
" Robustness-to-the-failure-events.�

H>X-(Concept)-
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•  Summary-of-trial-results-with-LE>X-engine-

Trial-results-with-the-LE>X-

���

Creep>fa0gue-failure�
Dominant(failure(modes(

Efficient(approach(based(on(priority(evalua3on�

Sensi3ve(failure(parameters(

Failure(Informa3on(
Lessons(&(Learned�

FMEA(
ESD/FTA(
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•  Creep>fa0gue-failure-of-combus0on-chamber-
–  Combus0on-chamber-is-exposed-to-high-temperature-combus0on-gas,-

by-contrast,-cryogenic-hydrogen-goes-through-the-regenera0ve-cooling-
channel.-Such-large-temperature-difference-brings-large-thermal-stress.-

–  Life-0me-of-the-combus0on-chamber-is-one-of-the-most-cri0cal-
parameters.-

Schema3c(of(a(typical(rocket(combus3on(
chamber�

Temperature-�3700-K�

Heat-flux-�100-MW/m2�

Cooling-channels-

Injector-
elements-

Pressure-�15-MPa� Throat�Crack�

Cross-sec0on�
Thermal-and-mechanical-loads�

Cooling--
channels�

Outer-liner�

Inner-liner�

Combus3on(gas�

Trial-results-with-the-LE>X�
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•  Improve-the-Expecta0on-of-Design>reliability-

Trial-results-with-the-LE>XĀ
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Sensi3vity(analysis(with(failure(parameters(for(Epistemic(Uncertainty(

B.-Epistemic-UncertaintyĀ

Failure$parameters,$which$are$highly$sensi*ve$to$Epistemic$
Uncertainty$are$restricted$to$few$in$number$(3$of$52).Ā
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•  Improve-the-confidence-level-of-Design>reliabilityĀ

Trial-results-with-the-LE>XĀ
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•  Improve-the-confidence-level-of-Design>reliability

Highly-sensi0ve-failure-parameters-
# Material-Property-
# Creep-damage-
# Damage-analy0cal-model-accuracy

Trial-results-with-the-LE>X

Engine-system-test

Material-testA-
with-T/P

Material-testB-
with-T/P

Material-testC-
with-T/P-

N
um
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Es3ma3on(of(test(plan(to(improve(confidence
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y-

Probability-of-failure

Probability-of-failure

Element-or-component-level-test

Improvement-of-confidence$$
by-increase-in-sample-size-

Uncertainty$reduc*on$with$affordable$cost�

B.-Epistemic-Uncertainty

Low-contribu0on-of-high>cost-
engine-system-test
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Conclusion

•  How-to-achieve-high-cost-effec0veness-
–  High>reliability-realiza0on-approach-had-been-switched-from-en0re-

system-test-demonstra0on-to-model>based-evalua0on-and-valida0on.--

•  Cost-effect-with-development-cost-with-new-approach-
–  High>cost-en0re-system-test-could-be-drama0cally-decreased.-

–  Component-and-Element-level-tests-should-be-increase-to-validate-
analy0cal-models,-but-these-cost-impact-are-rela0vely-small.--

	

Co
st

C.L.-:-Confidence-Level
Es0ma0on-of-cost-to-achieve-high>reliability

Target-Reliability-
One-order-of-magnitude-
higher-than-past-engine-

-
Conven0onal-Approach-
Engine-system-test-

number-es0mated-by-
the-binomial-process
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Managing Mission Class Risks Topics 

• Understanding Risk Drivers 

• Product Class Mapping 

• Program Alignment 

• Lifecycle Execution 

• Ball Aerospace Examples 

Risk Tolerance is a Strategy, Failure 
Tolerant Is a Strategic Commitment  
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 Understanding Risk Drivers –  
 Mission Class Risk Exposure 

•  Balance risk strategy against system risk exposure 
•  Exposure based development has demonstrated equivalent Ps 
•  Risk objective is to bound risk  inference and divergent “uncertainty” 

Understanding Risk Exposure Enables Risk Strategy Development 
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Retired Risks No Residual Risk Artifacts 
Known-!
Knowns 
 

Artifacts 

• Demonstrated, Verified and Validated 
• Flight or Test-Validated Analysis, 

Simulations and Models 
•  Test as you Fly Nominal/Anomaly 

• Incremental Knowledge Buildup 
• Empirical based Foundation 
• Systemic Verification and Validation 
Precision Stability & Bounded Accuracy 

Open Risks 
Uncertainty 

Open Residual Risks Risk Handling 
Known- 
Unknowns 
 
 

Accepted Risk!

• Known Limitations 
o Analysis/Test/Inspection Limits 
o Unverified Models/Simulations 
o Heritage Envelope expansion 
o Unverified Exceptions 

• Evaluate Risk Deltas due to 
o Process Baseline limitations  
o Reduction in Margin gaps 
o In-complete V&V* 
o Bounded Risks 

Unknown- 
Knowns 
 

Execution Risk 

• Bounded Rationality: Info, Time 
• Poor Communication/Misunderstanding 
• Poor Team Dynamics, Lack of Continuity 
• Protracted Decision Making 

• Empowered, Dynamic Teams 
• Experienced Leadership 
• Delegated Authority, Transparency 
• Product/Process Integrity Audits 

Unknown-
Unknowns 
 

Hidden Risk 

• Normalcy Bias: False Rejection 
• Technology Introduction 
• Untested Environments 
• Inadvertent Ops* Out-Of-Limits 

• Data based Decisions 
• TRL* level 6 by PDR 
• Simulators/Test-beds Fidelity, TAYF* 
• Design Margins 

 

Uncertainty Insight Vital to Surfacing Risk Across Mission Classes 

* Ops: Operations,  TAYF: Test As You Fly, TRL: Technology Readiness Level, V&V: Verification and Validation 

Understanding Risk Drivers –  
 Process Inference and Divergent “Uncertainty” 
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Mission Class Mapping – 
Ball Product Baselines 

Mission Risk Class Class A Class B Class C Class D 

Ball Internal Product 
Baselines 

Operational  
(User/Product Driven) 

Operational 
(Capability Driven) 

Demonstrators 
(Streamlined Heritage) 

Experiments 
(ALT* Margins, Safety) 

Mission Success Standard Compliance Equivalent Compliance Best Practices Artifacts Threshold Performance 

Product Baseline 
Managed Risk 

•  >> Mission Length •  > Mission Length •  < Mission Length •  << Mission Length 
• Custom Developed • Heritage Developed • Heritage Developed • Board Subsystems 
• Prescriptive “How To” • Requirements Volatility • MA* Surgical Focus • ALT Based Assurance 
•  >> Assurance Artifacts •  > Assurance Artifacts • RE* Decision Authority •  << Empirical Data 
• Resource Balance • Trusted Suppliers • Audit Process Integrity • Supplier Stability 

•  Span custom to capability operational, demonstrators, and experiments  
•  Space, Terrestrial Mission Systems  
•  Customer expectation gap reduction  
•  Success measured from NSS*/NASA Standard compliance to threshold performance 
• Mission Class risk exposure translates to product baseline dominant risk 

Mapping Ensures Alignment of Customer Expectations and Ball Capabilities   
* ALT: Accelerated Life Test, MA: Mission Assurance,  NSS: National Security Space, RE: Responsible Engineer    
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Program Mission Assurance (MA) Alignment – 
 Risk Strategy Aligns Ball Process Baselines  

Baselines Class Alignment to Mission Class Risk Strategy 
Method Level Rigor Governance Relationships 

Principles 

•  Application Level 
•  Isolation Bounds 
• Graceful 

Degradation 

• Methods Used 
•  Depth Applied 
•  Compliance 

Standards 
•  Accepted Risk 

•  External Oversight 
• Oversight/Insight 
•  Risk Governance 
•  Self Governance 

• Method Overlap  
•  Standards/Capability 
•  Inspection/Screening 
• Qualification/Margins 
•  Reliability Growth 

Operational  
(Custom) 

•  Data Integrity and 
Continuity 

•  System SEIT* 
•  Standards based 

•  Customer SMEs* 
•  Process/Product 

•  Encapsulated 
Lessons Learned 

Operational  
(Capability) 

•  Design/Manuf. 
Integrity 

•  Engineer/Quality 
•  Best Practices 

•  Inline Assurance 
•  Product Focus •  Empirical Driven 

Demonstrator •  Demo Integrity •  Systems Risk 
Management 

•  Risk Oversight 
•  Insight Audit 

•  Targeted Analysis 
•  Thorough Test 

Experiment •  Interface Integrity 
•  Threshold Reqmts 

•  Characterization 
•  System Test •  Self Governance •  R&D Expertise 

•  Test/Analysis/Fix 

•  Product baselines are the minimum floor for process requirements  
•  Risk Strategy aligns processes with product dominant risks 
• MA risk strategy formulated from level, rigor, governance, relationship alignment  

Aligned Risk Strategy Establish Mission Success Foundation  
* Manuf: Manufacturing, R&D: Research & Development, SEIT: System Engineering Integration and Test, SMEs: Subject Matter Experts  
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Life Cycle Risk Management  
Actualizes the Risk Strategy 

Life Cycle Management Realizing the Promise of the Risk Strategy    

!  Baseline execution  
!  Risk managed orthogonal to 

development phase 
!  Risk Exposure managed 

optimal to constraints 
!  Cumulative risk bounded 

within risk strategy 

Pre-Award
-RFP-Selection

Reqmts - Design
-SRR-PDR-CDR

Build and Test
-MRR-TRR-PER

Sell-Off
-PSR -MRR

Operations
-FRR-ICR

 - Development
 - Implementation
 - Risk Profile/Strategy

Mission Systems Assurance

 - Resource
 - Schedule
 - Technical

Heritage Reuse Compliance

 - Operational Continuity
 - Production Variance
 - RMS Execution
 - "Unknowns Bounding”
  - Anomaly risk Rating

Risk ID, Tracking, Control

 - Next Step Integration
 - Product Liens
 - Constraints

Integration Readiness

 - Residual Risk
 - In-Phase Burn Down
 - Cumulative MS Impact
 - Process Effectiveness

Cumulative Risk Tracking

Class Baseline Schedule Compression
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Ball Aerospace Product and Process Baseline 
Execution 

Baseline & 

Risk 
Strategy 
Method 

JPSS-1 WorldView 3 GEMS/TEMPO GRACE-FO 

 
 
• Space Vehicle  
o  Goddard 
o  7 Yr. 
o Operational Weather 

 
• Space Vehicle 
• Digital Globe 
• 7.25 Yr. 
• Commercial Remote-

sensing 

 
• Spectrometer 
o KARI/Langley 
o 10 Yr. / 2 Yr. 
o Air Quality 

 
• Interferometer 
• JPL 
• 1 Yr. 
• Laser Ranging 

 Product 
Baseline 

• Operational Custom • Operational 
Capability 

• Operational 
• Pathfinder • Experiment 

Level • Service Availability 
• Single Fault Tolerance 

• Service Capability 
• Single Fault 

Tolerance 

• Availability 
• Block/Single 

• Cause No Harm 
• Assure Thresholds 

Rigor 
• NASA/GSFC Std. 
• CDRLs (60) 

• Best Practices 
• CDRLs (6) 

• Best Practices 
• CDRLs (26) 

• Characterization 
• CDRLs (6) 

Governance • Customer SMEs 
• Product/Process 

• Inline Assurance 
• Product Focus 

• Inline Assurance 
• Product Focus • Test Acceptance 

Relationship • Customer Institutional 
• Evolving Risk Based  

• Product Line  
• Empirically Driven 

• “B” level 
processes 

• Partnership 
• R&D Expertise 

 

Successful Ball Aerospace Instantiated Product Baselines 
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Managed Risk Product and Process Baselines 

• Risk Drivers Understood 

• Mission Classes Mapped 

• Risk Strategy Developed 

• Life Cycle Risks Managed 

• Ball Aerospace Success  

 

Perceptive Risk Bounding is the 
Future, Avoiding All Risk is the 

Unaffordable Past 
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Solar Probe Plus 
A NASA Mission to Touch the Sun 

Solar Probe Plus 

 A NASA Mission to Touch the Sun 

Determine the structure and dynamics of the 
Sun’s coronal magnetic field, understand how 
the solar corona and wind are heated and 
accelerated, and determine what mechanisms 
accelerate and transport energetic particles.  
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SPP Mission Design Overview 

Launch 
!  Dates: Jul 31 – Aug 19, 2018 (20 days) 
!  Max. Launch C3: 154 km2/s2  
!  Heavy class with NASA-provided 

Upper Stage 
 

Trajectory Design 
!  24 Orbits 
!  7 Venus gravity assist flybys 

Final Solar Orbits 
!  Perihelion: 9.86 RS 
!  Aphelion: 0.73 AU 
!  Inclination: 3.4 deg from ecliptic  
!  Orbit period: 88 days 

Mission duration: 7 years 

Sun 

Venus 

Mercury 

Earth 

Launch 
7/31/2018 1st Min Perihelion 

at 9.86 RS 
12/19/2024 

1st Perihelion 
at 35.7 RS 
11/1/2018 

4 

Reliability engineer fears that 
the analysis will not been seen 
or used by anyone. 
FMEA report will sit on a shelf. 

Fault management engineer 
worries. 
Did they consider all the 
possible things that could go 
wrong. 
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Failure Mode and Effects Analysis 

FMEA is a systematic approach for identifying potential failures in the 
design 

•  “Failure modes” means the ways, or modes, in which something might fail 
•  “Effects analysis” refers to studying the consequences of those failures 

 
Analysis addresses hardware and software 
 
Provides a basis for identifying root failure causes and developing 
effective corrective actions 

•  Identifies single point failures 
•  Facilitates investigation of design alternatives at all stages of the design 
•  Provides a foundation for identifying failures and faults for the Fault 

Management System responses 
•  Provides input to the reliability quantification effort, PRA 
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Fault Response Approach and Spacecraft Modes 

Fault Management utilizes a layered approach to protect the mission, 
with faults categorized by severity and responses executed at two 
redundant levels.   
 
Fault response approach is designed to 

•  Implement a simple process with minimized impact to the observatory in the 
detection and response to less severe and isolated (local) faults. 
–  Observatory remains in Operational Mode. 

•  Enable a power-, communication-, commanding-, and thermally-safe 
observatory in the event of critical faults through a system-wide response to 
protect against “unknown unknowns.” 
–  Observatory demoted to Safe (Non-Operational) Mode. 
–  Autonomously detect and safe in response to a critical fault. 

 



7 

Fault Analysis & Response Planning 

Three step iterative process: 
•  Bottom-up fault analysis: FMEA 

–  Identification of failure modes, analysis of effects, and preliminary response planning 

•  Top-down fault analysis: “EFMA” 
–  Analysis of effects, completeness of list of causes, and further development of response 

planning 

•  Fault response plan developed based on symptoms 
–  Linked with hardware and software requirements to achieve planned response 
–  Linked with FMEA line-items to ensure completeness 
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Failure Mode and Effects Analysis 

MIL-STD-1629A is used as a guide to establish the base set of 
questions 
 
These have been adapted specifically to support the SPP FM activity 

•  Columns added to address fault detection and response 
•  Columns added for testing  

–  Sets up traceability and  
documentation form fault  
identification through  
verification testing 

•  Rows added to include 
more sources of system 
responses 

Base%Structure

Fault%Management

Detection Responses
Testing%&%
Verification

Extended%Scope
(Limit%violations,%faults,%combination%pairs,%inputs)



Effects and Failure Modes Analysis 
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Effect Causes Telemetry Response31 Response32 Response33

FMEA%ID% Name% Func/on% Failure%Mode%/%
Limit%/%

Constraint%

Possible%
Causes%

Phase% Effects% Severity% Type%of%
FM%

Detec/on%Method% Responses% Verifica/on%

FMEA identified component failure modes and assessed effect on 
system 

•  Bottom-up analysis 
•  Initial fault response planning 

 
FMEA used as input to “EFMA” 

•  “EFMA” = Effects and Failure Modes Analysis 
•  Top-down analysis 
•  Effects identified in FMEA gathered 
•  Potential causes of effects listed and re-examined for completeness 

•  Review and further development of fault responses 

Fault Detection and Response Development 
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FMEA and “EFMA” used as input to fault 
detection and response development 

•  Telemetry indications (symptoms) gathered 
•  Responses mapped to symptoms 

–  Tiered responses 

Effect Causes Telemetry Response31 Response32 Response33

Safe%Mode

Operational%Mode

nominal

Response%#2

Response%#3

Response%#1
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%Z
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t
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%X
%fa
ul
t
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n%
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%Y
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Component/Subsystem

Critical%fault%condition

Safing%Type



Testing Philosophy 

Distributed nature of fault management results in distributed 
requirements and verification activities 

•  Responsible for system-level FM verification activities (i.e., scenario tests) 
•  Oversight authority over lower-level FM verification activities 

 

Fault Management test campaign is comprised of two phases: 
•  System-Level Test Phase 

•  Testbed testing for S/C testing preparation and batch testing 
•  Easily configurable, minimal availability constraints 
•  Lower fidelity testing, not ‘test-as-you-fly’ 

•  Spacecraft testing for highest fidelity testing and requirement verification 
•  Flight components in flight-like configurations 
•  Very limited resource, lots of competition for testing time, not as easily 

configurable 

•  Subsystem-Level Test Phase  
•  Individual subsystems design and run tests to verify and close subsystem FM 

requirements 
11 
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FM System Level Testing 

FM scenario tests are: 
•  Black-box, requirements based tests 
•  Concerned with verifying system-level FM requirements 
•  Designed and performed by the FM team 
•  Scenario test where one or more faults are injected during the simulation 

FM scenario tests must prove: 
•  The spacecraft can perform the scenario correctly (i.e. without fault injection) 
•  The spacecraft can autonomously act when required within time constraints 

Scenario tests developed through an iterative process of grouping 
system-level FM requirements into simulations 

•  Process performed using a requirements-to-test allocation matrix (derived 
from expanded FMEA) 

•  Each requirement is assigned a scenario test(s)  
•  Each test is further developed into a set of starting conditions and high-level 

outline of test and verification activities (i.e., test plan) 
 



FM Scenario Test Process 
FAULT MANAGEMENT TEST PHASE

13 

START

Create / Edit Fault 
Protection Test Procedure

Dry Run Fault Management 
Test (Testbed)

Review Test Results
Archive As-Run Test 

Procedure

Execute Fault Managment 
Test (Spacecraft)

?

END

Document Discrepancy in 
APFR System

PASS

FAIL

Implementation 
Error

Test Procedure
Error

Change / Correction to 
Autonomy, FSW, HW

Updated System

Fault 
Management 
Verification 

and Test Plan

System-level 
Fault 

Management 
Requirements

Fault 
Management 
Test Report

Fault 
Management 

Test 
Procedure

Interface between Reliability and FM 
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Fault Analysis  
(FMEA/PRA) 

Fault Set Analysis 
(EFMA) 

Mitigation Assessment 
(Detection/Responsibility) 

FM Design Analysis 
(Timing, Interference, Coverage) 

Observables List 

FM Design 

List of credible 
faults to consider 

What needs to be 
done to mitigate 

the fault 

List of telemetry 
needed for 
detection 

Validation of FM 
design 



Conclusion 
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APL is continuing to improve our processes 
 
FMEA is used as a basis to actively inform the fault management 
design effort 
 
New construct allows for traceability from testing to design 
requirements to potential failure modes 

16 



Abstract 

17 

Traditionally, reliability engineering products are provided to the design team and 
reviewers with little impact unless a design weakness is identified. APL is now 
using the reliability products, specifically the Failure Mode and Effects Analysis 
and quantitative estimates, as inputs to the Fault Management design process. The 
FMEA is one of several fault identification methods used by the Fault Management 
lead, but the FMEA has been extended so as to include all the other identified 
faults. The extended FMEA also provides the basis for developing a sense of 
completeness of fault protection coverage and acts as the system verification tool 
for the designed mitigations. The quantitative model is then used to show relative 
improvements within the system as a results of the implemented mitigations. This 
strong coupling has enhanced the performance of both the reliability engineering 
and the fault management tasks. 
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1 – EXISTING REQUIREMENTS IN TERM OF DE-ORBITING 
PROBABILITY 

 
 
 

 

1.A - Text included in the French Space Law 

1.B - Interpretation of the text 

1.C - Text included in the International Standard ISO 24113 
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1.A - Text included in the French Space Law 
 
 Art. 40. − Limitation des débris spatiaux. 

   
 « 7. LĀopérateur doit évaluer la probabilité de pouvoir réaliser avec succès 

les manœuvres de retrait de service mentionnées aux 3, 4 et 5 ci-dessus. 
Cette évaluation, qui nĀinclut pas la disponibilité des ressources en énergie, 
doit être effectuée par lĀopérateur sur la durée totale de lĀopération et prend 
en compte tous les systèmes, sous-systèmes et équipements utilisables pour 
ces manœuvres, leurs niveaux de redondance éventuels et leur fiabilité, en 
tenant compte des effets du vieillissement atteint au moment où il est prévu 
que ces manœuvres seront exécutées. » 
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1.B - Interpretation of the text 

The probability of successful de-orbiting phase :
7 

   
 

  is to be assessed assuming the availability of needed resources of 
energy are available. 
  is to be assessed  before launch and during the overall operational 

phase (in case of event occuring during operational phase).  
  has no target now, but a 0.85 target is going to be assigned (CNES is 

going to modify the bullet 40.7 in order to introduce the value 0.85). 
  has to take into account the possible situation where a wear out 

phenomena is foreseen. In such case the mathematical model is 
adapted to cover the need, or worst case situation is considered. 

 
  Remark : in case of absence of event (failures, modification of 
assumptions), no reassessment is needed providing the previous analysis 
established compliance to requirement. Indeed the probability of successful 
de-orbiting phase can only increase with time if no failure occurs. 
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1.C - Text included in the International Standard ISO 24113 

 
 Paragraph  6.3.1 - Probability of successful disposal 

  « The probability of successful disposal of a spacecraft or launch 
vehicle orbital shall be at least 0.9 at the time disposal. » 

 Annex A- Probability of successful disposal  

  A methode to calculate the probability of successful disposal is 
proposed (conditional probability). 
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RELIABILITY MODELLING IN COMPLIANCE  ON PROBABILITY 
OF SUCCESSFUL S/C REMOVAL 

 

 

1 – EXISTING REQUIREMENTS IN TERM OF DE-ORBITING 
PROBABILITY 

 

 

 

 

  2 – DESCRIPTION OF DIFFERENT APPROACHES IDENTIFIED 

  3 – RESULTS OBTAINED VS APPROACHES 

  4 – ADVANTAGES AND DRAW BACKS OF EACH APPROACH - 
SELECTION OF THE MOST ADAPTED ONE 

  5 – LIMITATION OF THE EXERCICE  
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2 – DESCRIPTION OF DIFFERENT APPROACHES IDENTIFIED 

 

 

 

 

 

 

2.A - Identification of the functions needed to perform the de-orbiting 

2.B – Definition of Terms 

2.C - Approach 1 : probability of success of the needed functions over the 
nominal lifetime and de-orbiting phase 

2.D - Approach 2 : probability of success of the needed functions in worst 
case (i.e w/o redundancy) over the de-orbiting phase 

2.E - Approach 3 : conditional probability to perform de-orbiting providing 
the mission has been successful (ISO) 
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20/03/2015 

2.A - Identification of the functions needed to perform the de-orbiting 

 
  

The objective consists in : 

 

 

Identifying the perimeter of the function which good operation is 
required to conduct the de-orbiting.  

Establishing a specific Reliability model to consider in particular the 
available and needed redundancies and all associated data. This 
exercise is conducted with the support of the technical responsible. 
Generally the needed functions constitutes the main part of the 
Platform. We have meanwhile to incorporate, when implemented,  
additional specific function and verify that the failure of the rest of the 
Spacecraft (Payload and others units within the Platform) does not 
interfere to the de-orbiting. 
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2.B - Terms 

 

 

 

 

 

 

T : the nominal mission duration 

ΔT : the nominal de-orbiting duration 

R d.o (T) : the Reliability of the functions needed to perform de-orbiting 
over the period (T) 

R d.o (T + Δ T) : the Reliability of the functions needed to perform de-
orbiting over the period (T + Δ T) 

R s.c (T) and R s.c (T + Δ T) : as above for the complete Spacecraft 

R r.p (T) and R r.p (T + Δ T) : as above for the remaining parts (Payload 
and part of Platform) 

12 



Ce document ne peut être reproduit, modifié, adapté, publié, traduit d'une quelconque façon en tout ou partie, 
ni divulgué à un tiers sans l'accord préalable et écrit de Thales Alenia Space - © 2012, Thales Alenia Space 

20/03/2015 

2.B – Terms (cont’d) 

 

 

For all above R terms, the situation at the beginning of the period in term of 
healthy units is considered. This means that all redundancies are assumed 
to be available at BOL when the assessment is conducted before launch.  

When it is performed at any time during the spacecraft life : 

 

 

 the possible failures occurrences leads to adapt the reliability model 
accordingly.  

the factor T is adapted (reduced) to reflect the remaining mission 
duration. 
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2.B – Terms (cont’d) 

 

 

R spf.d.o (Δ T) : the Reliability of the functions needed to perform de-
orbiting over the single de-orbiting period (Δ T), assuming (worst case) that 
all the possible redundancies are no more existing (e.g because of 
failures). 

R f.d.o (Δ T) : the Reliability of the functions needed to perform de-orbiting 
over the single de-orbiting period (Δ T) taking into account the occurrences 
of failures in flight. 
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2.C - Approach 1 : probability of success of the needed functions over the nominal 
lifetime and de-orbiting phase 

 

 

The objective is to assess the probability that the “de-orbiting” needed 
functions remain operational during the complete period covering nominal 
mission and de-orbiting phase. 

This leads to assess  : R d.o (T + Δ T) 
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2.D - Approach 2 : probability of success of the needed functions in worst case 
(i.e w/o redundancy) over the de-orbiting phase 

 

  
 

The objective is to assess the probability that the “de-orbiting” needed 
functions remain operational during single de-orbiting phase, assuming that 
no redundancy is available, which constitutes a worst case. 

This leads to assess  : R spf.d.o (Δ T) 
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2.E - Approach 3 : conditional probability to perform de-orbiting providing the 
mission has been successful (ISO) 

  This approach, called also by the ISO standard 24113 (May 2011) consists 
in assessing the conditional probability : 

 
 

 

   
 

Probability (the de-orbiting is correctly operated providing the mission 
has been successfully covered) = R (de-orbiting functions OK over T + 
Δ T and remaining functions OK over T) / R (mission OK over T) x P 
propellant 

In this case the de-orbiting function includes the reliability of units used 
for disposal over the interval [0 ; T + Δ T ]. For the remaining 
subsystems (not needed for de-orbiting) the interval [0 ; T] is assumed. 

P propellant is the probability to have sufficient propellant to perform 
d.o. 
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3 – RESULTS OBTAINED VS APPROACHES 

 

 

Assessment have been conducted applying the 3 different approaches  

For a given Telecom program we obtained the results as follows : 
 
 
 
 

 
 

Mission duration : T1 = 15 years or T2 = 18 years 
Platform Reliability : 0.88  at T1 , 0.83  at T2 
d.o duration : T = 1 month (730 hours) 
approach 1 : R d.o (T1 + Δ T) about 0.90 and R d.o (T2 + Δ T) about 
0.86 
approach 2 : R spf.d.o (Δ T) about 0.99 
approach 3 : R (de-orbiting functions OK over T + Δ T and remaining 
functions OK over T) / R (mission OK over T) about 0.994.               
P propellant about 0.997 at 3s. Says Probability (the de-orbiting is 
correctly operated providing the mission has been successfully 
covered) about 0.99 

19 

Ce document ne peut être reproduit, modifié, adapté, publié, traduit d'une quelconque façon en tout ou partie, 
ni divulgué à un tiers sans l'accord préalable et écrit de Thales Alenia Space - © 2012, Thales Alenia Space 

20/03/2015 

RELIABILITY MODELLING IN COMPLIANCE  ON PROBABILITY 
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4 – ADVANTAGES AND DRAWBACKS OF EACH APPROACH 

 

 

 

 

 

For all approaches we need to identify the perimeter of needed functions 
for de-orbiting purpose, with specific redundancies 

The approach 1 is very dependent upon mission duration. If for example 
the mission is extended from 15 to 18 years, the impact is important on the 
resulting probability of correct d.o. 

In case of reassessment during the operational life (e.g consecutively to a 
failure) the new result can be higher or lower vs the result obtained at BOL 
(depending on the remaining lifetime and the impact of failure(s)). 

The approach 2 is not at all mission duration depending as the only time 
involved is the duration of the d.o period but can be felt as too pessimistic. 

No need to revisit the assessment during the operational life because 
possible events have no impact on the result (no redundancy assumed). 
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4 – ADVANTAGES AND DRAWBACKS OF EACH APPROACH 
(CONT’D) 

 

 

 

The approach 3 offers the advantage to be called by the ISO 24113 (May 
2011). 

The result is not too much depending on the mission duration, which can 
be extended. 
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4 – ADVANTAGES AND DRAWBACKS OF EACH APPROACH 
(CONT’D) 

 
 

 
 

 

The approach 1 is very dependent upon mission duration. In case of 
reassessment during the operational life, the new result can be higher or 
lower vs the result obtained at BOL. 

The approach 2 is not at all mission duration depending as the only time 
involved is the duration of the d.o period. No need to revisit the assessment 
during the operational life but can be considered as too pessimistic 

The approach 3 offer the advantage to be called by the ISO 24113 (May 
2011). The result is not too much depending on the mission duration, which 
can be extended . 
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RELIABILITY MODELLING IN COMPLIANCE  ON PROBABILITY 
OF SUCCESSFUL S/C REMOVAL 

  5 – LIMITATION OF THE EXERCICE  

 

 
 

 

5.A - Absence of  convenient criteria to help decision to de-orbit a 
spacecraft before or after EOL for all approaches 

5.B - Case of lifetime extension after nominal mission duration (with or 
without failures) 

5.C - Antagonism between mission pursuit and decision to de-orbit 
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5 – LIMITATION OF THE EXERCICE 

 
  5.A - Absence of criteria to help decision to de-orbit a spacecraft before or 
after EOL for the 3 approaches 

  Indeed, whatever the selected approach is, the result will not constitute 
an adequate criteria to help in the decision to d.o a spacecraft before 
the EOL. 
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5 – LIMITATION OF THE EXERCICE  

  5.B - Case of lifetime extension after nominal mission duration (with or 
without failures) 

  
 

 

In case the mission duration is extended after the nominal mission, an 
update of the probability of d.o could be requested.  

As seen above, the approach 2 is not affected in such case, while the 
approach 1 is deeply affected and the approach 3 not too much. The 
impact is in fact depending upon the time the decision is taken. The 
latest it is decided, the lowest the impact will be. 
  For example, if we update the probability at end of the nominal 
mission duration to consider an extension of life duration, the impact 
will be limited because of the short remaining duration to be 
covered. 
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5 – LIMITATION OF THE EXERCICE 

  5.C - Antagonism between mission pursuit and decision to de-orbit  

 

 

We have to keep in mind that the risk to have a criteria to short the 
mission on the basis of assessed probability of correct d.o could lead to 
remove redundancies from the mathematical model applicable to the 
nominal mission, over a given time interval from BOL. The mission 
success criteria and the d.o criteria are antagonists.  

Example : if the loss of a major unit within the 2 first mission years, 
leads to decrease the d.o probability below a given target (0.90 or 0.85), 
and leads the operator to d.o, this means that in fact this redundancy is 
not effective for the nominal mission (for a given period), which reliability 
is therefore lower than expected with the redundancy. 
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PROPOSAL OF CRITERIA TO SUPPORT DECISION TO 
ENGAGE DE-ORBITING PHASE  

  For memory: Way of modelling in-orbit reliability at system level during its 
operational phase 
 

 

The Reliability model established before launch incorporates all 
redundancies which are assumed to be available. 
In case the Reliability model is to be reconsidered after a given duration 
in orbit, the mathematical model is to be revisited in order to take into 
consideration : 
 

 
 

 

The possible occurred events (failures and identification of source of 
generic dysfunctionments) 
The remaining mission duration which is shorter 
The possible modification of assumptions made when building it (e.g 
effective redundancy levels and types, average temperatures, 
considered available margins and tolerance to failures, failure rates, 
duty cycles, cross coupling) 
The fact that certain phases have been successfully passed (affect 
mainly mechanical items) 
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PROPOSAL OF CRITERIA TO SUPPORT DECISION TO 
ENGAGE DE-ORBITING PHASE (CONTĀD) 

 

 

The 3 different previous approaches are dedicated to the compliance 
statement of the possible requirement  expressed in probability to sucessful 
perform de-orbiting at EOL, but des not constitute a convenient criteria to 
help in real time during the orbital phase, in the frame of possible 
discussion to de-orbit. 
A more relevant criteria is proposed hereafter. It is based on the fact that: 
 

 

 

As long as a function (needed for de-orbiting) is still in redundancy 
schema, it remains tolerant to the next coming failure. Such situation 
does not constitute a risk, and we can wait up to the potential next 
failure to re-assess the new risk. 
On this basis, the risk at short term to be forced to a situation where de-
orbiting is no more feasible  is concentrated on the functions which are 
not redunded (nominally or consecutive to failure(s)). 
The criteria we propose is, at any time during the orbital life, to remain 
above 0.99 in term of probability of success, for  these “no-redunded 
needed functions” over the short coming period of (e.g.) 3 months. 
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CONSIDERATION OF DEPENDABILITY ASPECTS OF SPACE 
DEBRIS MITIGATION REQUIREMENTS 

 
 

 THANK YOU FOR YOUR ATTENTION 

 

 
 

 

 QUESTIONS/ANSWERS 
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Introduction 

 

General remarks: 
 
-  The methodology presented here has only been used for 15 

months, so no definitive conclusion can be taken yet 
-  For security reasons all data included in this presentation 

have been modified to not disclose real data 

Objective: 
 
Using real operational data,  

-  Measure the system performance 
-  Verify the Availability predictions made during the design 

phase of the project and update them if significant 
discrepancies are identified 

Navigation solutions powered by Europe 
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1. Methodology overview 

Data collection 

Data Processing 

Exploitation of Results 

 

The methodology will be described following 3 main steps:  
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2. Data Collection 

Process: 
Data are collected by the Integrated Logistic Support (ILS) team 
and the process / content have been discussed and agreed with 
RAMS. 
 
Content: 
2 sources of data are exported by ILS on monthly basis: 
-  ILS tool export 
-  Return of Experience (REX) Hardware failure report  
 
Quality check: 
•  The quality of the data depends the quality of the operator/

maintainer inputs to the above databases. 
•  Data are checked by RAMS and comments exchanged with ILS 
•  Ad-hoc meetings are organised with ILS and operators/

maintainers to discuss, clarify and resolve issues. 

Navigation solutions powered by Europe 
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2.1. ILS tool export 
 

For each incident, an ILS ticket is opened to track the 
resolution of the problem.  
 
On a monthly basis, an export is made from the ILS tool, 
providing the following information: 
 

•  Element affected 
•  Outage confirmation 
•  Start outage 
•  End outage 
•  Cause (HW failure, SW error or Procedural error) 



Navigation solutions powered by Europe 

7 

2.2. REX Hardware failure report 

The following format has been agreed between ILS and RAMS: 
Item identification Failure data Recovery data 

LCN LRU Site Number 
of LRUs T0 TF 

Failure 
inform
ation 

Failure 
confirm

ation 
LDT TAT TTR Waiting 

Time 
Operational 

Date 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) (13) 
 
Detailed information about the LRU 

(1) Identification of the LRU 
(2) Name of the LRU 
(3) Location of the LRU 
(4) Number of identical LRUs deployed 
 

Detailed information about the failure 
(5) T0 Time of start of operation 
(6) TF  Time of failure occurrence 
(7) Failure information 
(8) Failure confirmation 
 

Detailed information about the recovery data 
(9) Logistic Delay Time 
(10) Turn Around Time 
(11) Time To Repair 
(12) Waiting Time : Waiting time due to lack of spare 
(13) Operational Date 

Navigation solutions powered by Europe 
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2.2. REX Hardware failure report 

Example of report: 

HW failure REX data collection
Reporting Period: Aug-14

LCN LRU Site Number 
of LRUs

T0

(UTC)
TF Failure information Failure confirmation LDT

(hh:mm)
TAT

(hh:mm)
TTR

(hh:mm)
Waitung 

Time
Operational Date

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (12) (13)

xxxx1-x21 Redundant Pow er 
Supply

A1 23 01/01/2013 10:00 01/08/2014 09:59 Faulty PSU replacement PSU w as replaced 78:21 0:00:00 0:11 0 04/08/2014 16:31

AxEz43x Storage Server A23 4 01/01/2013 10:00 14/07/2014 15:34 Server failure Server replaced 2:42 427:12:00 0:30 0 01/08/2014 13:58

0964-AA22 Hard Drive A22 24 01/01/2013 10:00 27/08/2014 10:18 XX Hard disk Failure Hard Disk replacement 0:04 0:00:00 0:13 0 27/08/2014 10:35

Item identification Failure data Recovery data
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3.1. Data Processing - Formulas 

 

The following basic formulas have been applied: 
 

MTBF and Mean Down Time (MDT) 

•  MTBF = Operating+time/Number+of+failures  
 

•  MDT = Total+outage+time/Number+of+outages  

Availability 
•  A (incl. PM) = Total+time+−+CM+−+PM/Total+time  

•  A (excl. PM) = (Total+time+−+PM)+−+CM/(Total+
time!−PM)  

 
PM: Preventive Maintenance / CM: Corrective Maintenance 
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3.2. Data Processing - Outputs 

From the ILS tool export, the following is derived: 
 

•  Elements Availability 
•  Elements Mean Down Time (MDT) 
•  Repartition of element outages duration 
•  Cause of outage  
•  Trend analysis 
=> However the MDT is not further detailed 

 
 
The REX Hardware failure report allows to: 
 

•  Compute the measured MTBF 
•  “Zoom” the MDT to estimate: LDT, MTTD, MTTR, TAT 

LDT  Logistic Delay Time 
MTTD  Mean Time To Diagnose and isolate 
MTTR  Mean Time To Repair 
TAT  Turn Around Time 



Navigation solutions powered by Europe 

11 

4.1. Exploitation of Results - Availability 

 

Availability measurements are compared with predictions: 
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4.1. Exploitation of Results - Availability 

 

Availability measurements are compared with predictions: 

All#data #inc luded#in#this#presentation#have #
been#modified#to#not#disc lose #rea l#data

TTC 2
99.9%

99.6%
99.7%

99.7%

TTC 1

Network
99.8%
99.7%

Network

99.5%

99.5%

Element 1 Element 2

99.4%

99.8%
99.5%99.99% 99.80%

95% 0P rediction0< 0Measured0< 0P rediction
Measured0< 095% 0P rediction

Element 3

G round#C ontrol#E lements #Availability

99.95%
99.92% 99.89% 99.80%

P rediction
Measured0> 0P rediction

TTC

Network
99.9%

Network
99.9%
99.5%

99.5%

99.5%

Network
99.7%

TTC 3

Network
94.0%
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4.1. Exploitation of Results - MTBF 

 

MTBF measurements are compared with predictions: 
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4.1. Exploitation of Results - MDT 

 

MDT measurements are compared with predictions: 
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4.1. Exploitation of Results – Causes of outages 
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4.1. Exploitation of Results – Causes of outages 
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4.1. Exploitation of Results – Causes of outages 
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4.1. Satellite Reliability 

 

All#data #inc luded#in#this#presentation#have#
been#modified#to#not#disc lose #rea l#data
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4.1. Satellite Availability 

 

All#data #inc luded#in#this#presentation#have#
been#modified#to#not#disc lose #rea l#data
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4.1. Exploitation of Results – Trend analysis 
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4.2. Feedback for the RAMS predictions 

From the results obtained, we can check the following: 
 
•  Are the measured MTBF in line with predictions? 

•  Is it correct to assume that SW errors, procedural errors, 
infrastructure as negligible contributors for the steady-state 
availability? 

•  Are the MDT in line with predictions? 
If not is it due to missing spares? Long TAT? Failure 
detection and isolation time...  

 
•  Is the Planned Maintenance (PM) in line with the assumed 

contribution in the RAMS predictions? 
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5. Conclusion 

From this activity, we are able to verify: 
 

•  the RAMS analyses 
•  ILS assumptions 

Monthly reporting is performed to identify (if any): 
 

•  Weakest elements of the chain, and potential improvement 
needed 

•  Update needed on RAMS analyses 
•  Improvement needed on ILS policy 
 
Corrective actions can then be implemented if necessary 
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5. Conclusion 

Thank you! 
 

Questions? 
 
 

fabrice.cosson@esa.int 
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Ref.:

Scope and applicability

Situations or processes where uncertainty is a significant factor that can be in 
addition impacted by the collection of evidence: Root Cause Analysis, Risk 
Management, Decision Support, …
Environments where certain events depend on uncontrolled or random factors. 
The approach introduced hereby is intended to show to which extent some 
probabilistic basic considerations, accordingly handled, can be combined to extrac
credible conclusions that target the goals of said processes.
The rules and some well-known results of the probability provide a method to 
manage both, uncertainty and collected evidence leading to the convergence of 
results into conclusions supported by this rational that may be of importance when 
in complex systems:

An observed effect has to be assigned to the causal string of events leading to its 
occurrence (root cause analysis).
A limited number of resources has to be dynamically reassigned to investigate 
different scenarios as the collected evidence ”addresses” one or more of them with 
“increasing intensity” (decision support).
A limited number of resources has to be assigned to the mitigation of risks in a 
rational way (risk management).

t 

The central message:

Evidences can modify our original conjectures leading to improved believes. Some 
ideas of the theory of the probability help us conduct a proccess combining both, 
evidence and uncertainty, to ensure that the final resolution is closer to certainty 
than the original one was.
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The central idea explained with an “imaginary experiment”
! Let an hypothesis be the way it is qualified the physical context where certain events can happen.
! Then when events occur in this context, it is expected that the observed evidence is consistent with the 
original hypothesis.
! In other words: it is expected that the observed evidence contributes to the credibility of the original 
hypothesis.
! This is so because otherwise we should abandon or modify the original hypothesis (in fact, this is why it 
is an hypothesis).
! We wish now that any formal conclusion is entirely based on the observed evidences.
! And we expect that these conclusions can be used to make predictions on new observations.
! Here it is the experiment that fill in with meaning the previous sentences:

Imagine a flat table where an sliding white ball had the same probability to stop in any point on it. 
Imagine also a blind observer who does not know anything on where the white ball has finally stopped. 
The blind observer asks an assistant to throw several black balls on the table and then asks him about the relative 
position of each black ball with regard to the white one. 
Making use of the knowledge that the present evidence provides (black balls) the observer may confirm something 
about the past (white ball position). 
Even he could be able to quantify the degree of confidence of the reached conclusion (based on the number of 
evidences in this case).

Unexpected scenario in a flat 
(?) table where in theory every 
point on the table has the same 
probability to meet any ball. 
The low credibility of the flat 
table hypothesis (compared to 
the evidences of the black ball 
positions) doesn't allow to 
extract useful knowledge on 
the white ball position or it 
would be even wrong: the blind 
man could conclude that the 
white ball is on the right side of 
the table.

Expected scenario in a real flat 
table. From the evidence 
provided by the random 

indications of the black balls 
positions relative to the white 
one, it can be inferred that the 
white ball is closer to the left 

edge than to the right one.

3
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What is around the central idea
! We modify our conjectures when we receive an objective information (evidence): the 4
original belief about the possible white ball position + the recent objective data (black ball is on 
the left or on the right) = new improved belief.
! This updated belief can now be used recursively as input for a new calculation, providing 
an evolving mechanism where each contribution of evidence takes the observer closer to 
the certainty by addressing the most credible causes leading to those observed 
evidences. 
! In the real world, however, the evidences may not be as convincing  as in this example and 
hypothesis can be affected of certain credibility or uncertainty. This paradigm can be 
quantified into a rule looking like:

Improved or updated belief  α Original belief * Credibility of the hypothesis built over the collected 
evidences

! This rule hides certain controversy: in the beginning, when there is absence of evidence 
[tests], how should the degree of truth [probability] of the “original belief” be quantified to 
calculate the updated belief?
! The answer is that in the absence of any criteria or direct test over the original cause, any 
value between 0 and 1 is valid, thus opening the door to introduce the method into the "world 
of  subjectivity". 
! In the practical life, however, this controversy can be moderated by letting an expert in the 
matter give his opinion (on the assumption that different experts would not differ too much in 
their opinions). The intervention of the experts is in fact something possibly unavoidable and 
this method aims to make explicit and quantitative a process that otherwise could be too 
qualitative and vague. 
! Considering the experts intervention unavoidable at least there's a great advantage: 
they have to do so in very specific moments and on very specific issues, getting then aside of 
the process with no further intervention on any inference derived from their opinions.
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Building the aimed scenario: Notation

Consider the “cause " effect” dependencies scheme shown in the figure, where each node 
represents an event that can happen and each arrow illustrates how the occurrence of an event 
may influence another.

A

B

D EC

P(B/A)

P(C/B) P(D/B) P(E/B)

P(A) Original belief

Credibility of B with 
respect to A

Before going on how we are going to join the bricks and how they work together, let's 
have a look to their formal shape which is the one used to produce results:

! Let an “event” be any of the nodes in the network (something addressed to 
provide information or evidence, like a telemetry or whatever other observed 
symptom). For the sake of calculations simplicity (with no loss of meaning), suppose 
any of these nodes may take a sampled value in the set [α,β]

! The probability of an event to take place is denoted by P(feature=sampled value), 
i.e.: P(A=α), P(A=β), P(B=α), P(B=β), …

! The conditional probability of an event  (X=x) to take place conditioned to the 
occurrence of other (Y=y) will be written as P(X=x/Y=y); for instance, P(B=α/A=β).

! The following results of the theory of probability will be used in the calculations:
(1) = (Th. of Conditioned Probability)    (2) = (Th. of Bayes/Laplace)

y)=P(Y / x)=P(X x)=y/X=P(Y = y)=x/Y=P(X

x)=P(X-1 = x)=P(X ¬

∑
=

n

1j
jj )y=P(Y )y=x/Y=P(X = x)=P(X

5
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Building the aimed scenario: Setup, Run & Results
We are now going  to set up the scheme. For the sake of simplicity, we will consider some simplifying 
argument, with no fall in generalities but making the later calculations easier to follow. 

! Parameterization/Setup of the scheme:

• Upper node(s) (with no “parents”):

• Rest of nodes: for the sake of simplicity of this example, to make it easier the 
follow-up  of calculations, let us asume the following values:

6

! Initialisation of the network (top -->down process):

Before anything happens, all that we have is “probability”; 
according to (1) we obtain:

The network is now ready. We can use it now to analyse which 
are the possible causes leading to the observed evidence after 
this evidence is shown or materialized.

! Now suppose the following observed result: E = ββββ. 
We are interested in knowing which are the most acceptable causes leading to the event E=β; in 
accordance with (1) & (2) the information we got after E=β can be integrated into the scheme to 
obtain:

P(B=α/E=β) = 0.267
P(B=β/E=β) = 0.733

Therefore the result E=ββββ is better justified if we assume B=ββββ better than B=αααα in a 0.73/0.27 = 
2.7 proportion. Or, in other words, starting from the evidence (E=ββββ), the probability of it has 
happened due to the occurrence of the event B=ββββ has been increased from 0.52 to 0.73. 

! Spread this result towards the upper nodes in the network (bottom-->up process), and measure 
the influence all along assuming as the most probable that B=β, up to reach the upper causes:

P(A=β/B=β) = 0.76

Since initially we had P(A=ββββ) = 0.4, the information we have got after the result (E=ββββ) and the 
assumption (conveniently justified according to the calculations above) it is due to the 
occurrence of the event B=ββββ, has conditioned this value up to almost duplicate it !!!

! Get conclusion:

Therefore among all the possible causes that could lead to the failure 
of E (E=β) we should start investigating (as the most probable cause) 
the possibility of it is due to A=β better than B=β. Notice that the 
“common sense” would tend to start looking for the immediate causes 
independent of the values assigned to the network arrows. 

This example also shows how  it becomes possible to classify the 
causes according to the probability with which they lead to the 
observed evidence in order to set the priority with which they should 
be investigated. 

Also shows that despite a huge number of calculations (delivered to a 
computer) such a precise diagnostic may be very difficult to obtain by 
other "human" means even considering the concurrence of experts 
and taking into account that the complexity of the network in the real 
world would be considerably higher than the one shown here.

P(B=αααα) = 
0.48

P(C=αααα) = 
0.336

P(D=αααα) = 
0.432

P(E=αααα) = 
0.288

P(B=ββββ) = 
0.52

P(C=β) = 
0.664

P(D=β) = 
0.568

P(E=β) = 
0.712A-B arrow: P(B=αααα/A=αααα)  = 0.8 and P(B=αααα/A=ββββ) = 0

B-C arrow: P(C=α/B=α)  = 0.7 and P(C=α/B=β) = 0
B-D arrow: P(D=α/B=α)  = 0.9 and P(D=α/B=β) = 0
B-E arrow: P(E=α/B=α)  = 0.6 and P(E=α/B=β) = 0

P(A=αααα) = 0.6 and P(A=ββββ) = 0.4

NOTE: See annex for a more detailed show of calculations
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Going beyond: Predictions

The predictive potential is another feature derived from the use of a causal model, whereby this methodology permits to 
retrieve such predictions easily, quantifying them and in a systematic way. For instance, suppose we add another node (F) to 
the previous  model, so that the previous results still remain valid, looking now like the following figure:

Suppose now that for the A-F arrow (based on the same original assumptions than for the rest of 
nodes):

The initialization calculations including this new node give the following result:

Assuming that the most probable cause is A=β, as originally concluded, and given now that 
we have:

P(A=α/F=α) = 1 P(A=α/F=β) = 0.27
P(A=β/F=α) = 0 P(A=β/F=β) = 0.73

This means, together with the previous results (after the observed result: E = ββββ) also here summarized, that:

#Starting by the evidence E = ββββ, this result is better justified if we assume B=β better than B=α in a 
0.73/0.27 = 2.7 proportion.
#Assuming B=β as the direct cause, we should investigate first A=β in the causal string A=β" B=β"
E = ββββ (evidence)
#From A=β as a potential cause for the observed evidence E = ββββ, and given that A=β is better justified 
if it is assumed that F=β is present in the system (P(A=β/F=β) = 0.72728) than if it is not –in such case 
P(A=β/F=α) = 0- then we can reasonably extract from the model the following prediction: 

F=ββββ is very feasible

A

B

D EC

P(B/A)

P(C/B) P(D/B) P(E/B)

P(A)

F

P(F/A)
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A-F arrow: P(F=αααα/A=αααα) = 0.75 and P(F=αααα/A=ββββ) = 0

P(F=αααα)= 0.45 and P(F=ββββ) = 0.55
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CONCLUSIONS 
Following there is a list of considerations and potential benefits (and therefore, cost-effective features) that 
may be obtained from the introduction of methods based on these principles:

8

Reusability
as a whole in a different context, or as a 

component within a more complex system

Parameterisability
the same model may be used to produce 

variants for different situations

Computability
based on algorithms deduced from well known rules 

of the theory of probability

Scalability
based on the modularity of the “cause " effect” 
relationships, that allows a model easily grows or 

fits into another one

Real time response
Readiness to react when new evidence is introduced 

in the system

Conceptual simplicity
Ability to deal with a wide variety of different 

situations (root cause analysis, risk management, etc.)

Permits to extract 
predictions

understood as “not yet observed evidence”

In addition:
At least, part of the setup needed to develop the “cause " effect” model and the initial parameters rest 
upon the context of the dependability activities in analysis like “FMECA” and “Reliability”.
Provides an excellent logical consistency (based on a few, well-known rules of the probability)
Can produce good/consistent results (which could be difficult to justify in some contexts by other 
methods)
The extension to more complex systems could be a matter of difficulty but far from being insuperable. 
In this case this methodology can demand a huge calculations load, and further considerations to 
introduce simplifications may be advisable.

Provides rational
Validity as justification

Provides results
even when other methods could fail
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Review

A review of the objectives of this presentation:

To show some of the ingredients needed and how should they interact one another in order to 
build a complete methodology for the handling of uncertainty in situations where this feature can 
not be ignored or minimized. Why this methodology works and how does it.

To provide insight and understanding on the potential of this methodology to reach satisfactory 
results.

To persuade that it perfectly meets activities in different contexts that the space industry has to 
face often.

To consolidate it as a reliable way to obtain useful inference from a collection of complex data 
or in complex situations.

To set it in the context of the Product Assurance and Dependability activities, both suitable to 
feed this one with necessary inputs as well as being recipients of the results in a demonstration 
of synergies.

To point out its potential inmediate benefits.

To state that it is fully affordable.

9

 2015, Thales Alenia Space

Considerations for a systematic method to manage uncertainty

Thank you

The end
Pablo Maldonado Sánchez
Thales Alenia Space Spain

pablo.maldonadosanchez@thalesaleniaspace.com
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Contribution of Safety Mission Assurance to 
conformity Assessment in launch base organisation

. Context
French Space Operation Act, Technical Regulation (RT)

. The launch system control conformity mission
Mission / qualification domain / control plan

. Methods / Tools
Production / launch campaign / chronology

4. Added Values
Statistics  / examples

5. Conclusion

1

2

3
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1. Context

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

1. Context
French Space Operation Act

In 2008, France repeals the « French Space Operation Act ».
‘Lois relative aux opérations spatiales’
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1. Context
Technical Reglementation

CNES has the new mission of 
conformity control to this Technical 

Regulation of the French Space 
Operations Act (FSOA).

Customer :
French ministry of 

Education and Research 

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

1. Context
Requested documentation to the operator

1. Risk analysis relative to its space operation
“as an example: Article 7 – Hazard study: the launch operator makes a study of the

potential hazards involved in the planned space operation.

For the 3 launch systems, the operator has issued an analysis to described the
danger named as STUDY OF POTENTIAL HAZARDS to cover the requirements of
the Technical Regulation.

2. Quality system requirements
“as an example: Article 11 – Quality insurance:

Quality manual

3. Technical requirement specifics to launch operations
“as an example: Article 17 – Mission analysis:

Safety submission

Assessment are justified in this answer documents.
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2. The launch system 
control conformity mission

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

2. The launch system control conformity mission
Mission
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One of the mission of Conformity Control: control  the effectiveness and 
the application of the quality assurance

2. The launch system control conformity mission 
Quality Assurance Contribution

Quality Assurance (QA) is a way of 
preventing mistakes or defects in 

manufactured products and avoiding 
problems

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

2. The launch system control conformity mission
Mission analysis / qualification domain

Mission 
analysis

Verification

Launch
campaign

control 

Monitoring 
the 

qualification 
domain
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2. The launch system control conformity mission
Control Plan

 

Control plan for each launch system:

• Ariane 5, 
• Vega, 
• Soyouz.

Control plan : fair analysis application level versus identified 
risk

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

3. Method / Tools
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3. Method / Tools
Quality assurance confidence

Quality assurance  brings 
confidence in launch 
complex  operation

Quality assurance  
Essential contributor of 
reliability 

Launch
authorization

Conformity control is part of launch campaign operations since  
one of its implication is to control quality assurance application.

Certification

Inspection

Testing

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

Risk associated with a technical 
event / anomalies / modifications / 
deviation / waivers

Respect of the launch campaign 
rules, implementation, “plan de 
contrôle”

Respect of the launch campaign 
general rules, habilitation, quality 
assurance

3. Method / Tools
Quality assurance  policy
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3. Method / Tools
Hazards classification

Hazards are classified:

SEVERITY 
CODE

HAZARD 
CLASS SEVERITY OF DAMAGE ACTIONS REDUCTION

G0A Catastrophic Loss of life / serious injury / Irreversible 
damage to public health. Safety Mission / Dual control

G0B Serious

Minor injuries to people.
Reversible damage to public health. 
Important Destruction of ground facilities
Significant damage to the environment 
(including creation of space debris).

Dual control

G1 Major Loss mission degraded mission or significant 
deterioration satellite / launcher Dual control

G2 Minor Inception Report / Shooting aborted Dual control

G3 Negligeble Campaign delay without affecting the D0 No additional control requirement 
required

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

3. Method / Tools
Launcher system control

Procedure / 
Implementatio
n specification

Anomaly 
Review

Launch 
production 

control
Modification 

analysis

Control in 
operation

Chronology

Launch  
campaign 

Conformity

Production Launch campaign Chronology



Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

The conformity check begins with the
control of the manufacturing phase.

Delivery Review Board (DRB) of
components and mains systems are analyzed (for

example Vulcain test, HM7 test, avionics…)

Deviations and components alerts are treated and checked by
conformity.

3. Method / Tools
Control the launcher production

Production 

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

3. Method / Tools 
Control the launch campaign

Launch systems are improved and modified continuoulsy.

•New/specific procedure and implementation
specification,
•Anomalies,
•Modification of the launch system. 

  

Launch campaign
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3. Method / Tools
Tools : control in operation CACAO

Launch campaign

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

3. Method / Tools
Chronology

.

Launch campaign conformity status (A5): 
• Synthetis document for the control of 

conformity for the French Space Operation Act

Dedicated tools to control the chronology: 
• react in case of event 
• real time analysis and check impacts regarding conformity control.

Chronology



Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

4. Added Value

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

4. Added value
Launch activities

Number of flight : 4 11 28
Inspection & Audit : ≅≅≅≅ 350
Discrepancy : ≅≅≅≅ 500
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4. Added value
Production discrepancy detected by Conformity

For example:

… analysis detects an incoherency on Longitudinal balancing thrust in
ballistic phase…

… expertise recognized for technical advise concerning avionic
equipment involved in in-flight safety mission …

Launch campaign discrepancy detected by Conformity 1/2

For example:

… ventilation temperature can’t be reach as the fluid configuration is
not described … -> damage of on-board electrical equipment …

… wrong definition of screw…Wrong torque applied…

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

4. Added value
Launch campaign discrepancy detected by Conformity 2/2

Classification:

Method, Referential, Material

3 domains of improvement:

• Method: procedure, quality check

• Referential: incoherencies,

• Material: tool validity
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4. Added value
Cost / Risks

Risks: G0 A/B
- human loss, 
- debris in orbit,
- programmatic risk.

Conformity control
Cost

Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN

CONCLUSION
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CONCLUSION
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Contribution of Safety Mission Assurance to Conformity Assessment in launch base organization : Gaëtan CADIN
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v sma.nasa.gov 

National Aeronautics and Space Administration 

Spaceflight Reliability: An Objectives-
Based Strategy 

John Evans, Frank Groen – NASA OSMA 
 
TRISMAC 2015 
ESRIN, Frascati, Italy 

v sma.nasa.gov 

NASA Challenges 

Small 
Sats 

Commercial 
Crew 

Mars 

Europa and Beyond 
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MBSE  

NASA OCE 
direction will 
enable model 
centric capability 

Our products may need to be 
different in a model based 
environment 

FMEA 
Hazard 
Analysis 

Safety Requirements and 
Quality Demands 

Reliability 
Models 

Decisions should not 
be made without our 
insight and oversight 

Courtesy Joe Smith, 
OCE 

v sma.nasa.gov 

MBSE FMEA 
SysML Models 

FMECA Output 

Magic Draw Plug-Ins 

Courtesy Lui Wang  
Johnson Space Center 
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Mission Assurance Challenges  

!  NASA’s Mission Assurance faces challenges 

–  Changing missions 

–  Changing acquisition models 

–  Changing engineering practices 

–  Changing technology 

!  We must reconsider our practices to stay relevant 

–  Don’t necessarily hang on to ‘proven’ practices 

–  Consider the intent behind R&M methods and techniques 
v sma.nasa.gov 

“Subset of Considerations” 

!  Focus on the what: 
–  Emphasize R&M objectives and related strategies 

–  Provide greater flexibility to select methods and 

techniques 

–  Allow for innovation and adaptation to new 

engineering practices 

–  Facilitate self-assessment and independent review 
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Decomposition of R&M Objectives  

v sma.nasa.gov 

Objec&ve:)System)remains)func&onal)for)intended)life&me,)
environment,)opera&ng)condi&ons)and)usage))

(2))

Strategy:)Assess)quan&ta&ve)reliability)measures)and)recommend)or)
support)changes)to)system)design)and/or)opera&ons))

(2.B))

Objec&ve:)system)and)its)elements)are)
designed)to)withstand)nominal)and)

extreme)loads)and)stresses)(radia&on,)
temperature,)pressure,)mechanical,)…))

for)the)life)of)the)mission))
(2.A.1))

Strategy:)Apply))design)
standards)to)incorporate)margin)

to)account)for)variable)and)
unknown)stresses)

(2.A.1.A))

Strategy:)Understand)failure)mechanisms,)eliminate)and/or)control)
failure)causes,)degrada&on)and)common)cause)failures,)and)limit)failure)

propaga&on)to)reduce)likelihood)of)failure)to)an)acceptable)level)
(2.A))

Objec&ve:)System)or)its)elements)are)
not)suscep&ble)to)commonJcause)

failures)
(2.A.2))

Strategy:)Evaluate)and)control)
coupling)factors)and)shared)

causes)between)redundant)(or)
dependent))components))

(2.A.2.A))

Strategy:))Evaluate)and)control)
nominal)stresses)and)related)

failure)causes))
(2.A.1.B))

Strategy:)Evaluate)and)control)
poten&al)for)extreme)stresses)
and)related)failure)causes))

(2.A.1.C))

Strategy:)Determine)reliability)
alloca&on)
(2.B.1.A))

Objec&ve:)System)and)its)components)
meet)quan&ta&ve)reliability)criteria)

(2.B.1))

Context:))Descrip&on)of)
opera&ng)environment,)
including)sta&c,)cyclical,)

and)randomly)varying)loads)

Strategy:)Perform)qualifica&on)
tes&ng)and)life)demonstra&on)to)
verify)design)for)intended)use)

(2.A.1.D))

Strategy:)Es&mate)reliability)
based)on)applicable)

performance)data,)historical)
data)of)similar)systems,)and/or)

physicsJbased)modeling)
(2.B.1.B))

Strategy:)Support)design)trades)
based)on)reliability)analysis))

(2.B.1.C))

Strategy:)Plan)and)perform)life)
tes&ng))
(2.B.1.D))

Strategy:)Track))and)monitor)
reliability)performance)over)&me)

(2.B.1.E))

Sub)–)Obj.)

2
R&M)Hierarchy)
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Laying the Foundation 

!  Logically decompose top-level R&M objective 

–  Use elements of the Goal Structuring Notation 

–  Structure shows why strategies are to be applied 

!  Structure forms basis for a proposed R&M standard 

–  Specifies the technical considerations to be 

addressed by projects 

–  Forms basis for evaluation of plans, design, and 

assurance products 
 

v sma.nasa.gov 

Summary 

!  Changes in missions, acquisition/engineering practices, 
and technology challenge proven R&M practices 

!  Define R&M objectives and strategies to enable 

adaptation and innovation  

!  Logically decompose the top-level R&M objective to 

identify the elements of an R&M argument 
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Dependability and Safety prospects 
for Mission Assurance of Drones 

Command-Control Satellite Systems

E. Le Ho, G. Grégoris, JP. Ollivier-Henry,
G. Le Cadre,  L. Raspaud (Thales Alenia Space)
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Introduction

Drones (RPAS): 

Remotely Piloted Aircraft System

08/01/2015

2
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Proliferation of drones and services 
Possible satellite solution anticipated for traffic control support
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Executive Summary

Facing the proliferation of Drones services

Authorities need to insure population safety

Services Providers need to  be certified

Space industry need to offer  cost effective and qualified 

solutions 

European industry recommendation is 

to define the solutions in an incremental approach

to immediately start drafting  the basis  of  the Drones regulatory 

requirements.

3
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Something must be done

This document is not to be reproduced, modified, adapted, published, translated in any material form in whole or in part nor disclosed 
to any third party without the prior written permission of Thales Alenia Space -  2012, Thales Alenia Space
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MenuMenuMenuMenu
Drones Missions 

Command & Control Satellite System

Regulation Frame

Certification and Safety practices

E-06 - Dependability and Safety prospects for Mission Assurance 
of Drones Command-Control Satellite Systems
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Drones services - mission controlled by satellite

Monitoring of electricity 
transmission lines

6 000 000 km worldwide

05/01/2015

Ref.: 0005-0005039449

Monitoring of railways to check 
structures and prevent metal theft

Theft in France: 50M€ / year
1 000 000 km worldwide

Monitoring of oil & gas 
pipelines to detect leaks 
1 pipeline leak: M$ / day
2 000 000 km worldwide

5

Requirements may strongly depend upon mission prospects
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Drones Operation– authorized today

08/01/2015

6

REFERENCE 0005-0006174833

Incremental approach
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Drones Operation – authorized tomorrow

08/01/2015

7

REFERENCE 0005-0006174833

Beyond Radio Line Of Sight 
(BRLOS)
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500m from 
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60 000 ft

Authorized tomorrow

Authorized tomorrow

Authorized tomorrow

Beyond Radio Line Of Sight 
(BRLOS)
! Satcom

Radio Line Of Sight (RLOS)

500 ft

Authorized tomorrow for governmental drones

Airspace: 
controlled

Airspace: 
controlled

Airspace: 
uncontrolled

Visual Line 
Of Sight 
(VLOS)

Beyond Visual 
Line Of Sight

Authorized today in some countries

Initial target
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Drones Operation – authorized the day after 

08/01/2015
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Authorized tomorrow

Authorized today in some countries

Full access to civil airspace
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Drones  Operation Support - C2 Link service

08/01/2015
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Think the certification of the C2 link service provider

RLOS 
C2 link

Remote Pilot 
Station

Remote Pilot 
Station

Remote Pilot 
Station

Back-Up 
Gateway

Gateway

ATC Center

Terrestrial Station 
Aerodrome

Terrestrial Station 
Urban Area Network

Network

BRLOS 
C2 link

ATC Back-up

APPROVED
C2 link-RCP

STANDARDIZED
MOPS/MASPS

CERTIFIED
COM SERVICE 

PROVIDER
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Drones  Operation Support - C2 Link service

Control & Command radio link service for Drones operations 

08/01/2015
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Think the certification of the C2 link service provider
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Lost in Regulation

General regulatory framework – Aviation- International

International Civil Aviation Organisation (ICAO)

Standard And Recommended Practices (SARPs)

Translated into

In US by Federal Aviation Agency (FAA) 

• Joint Airworthiness Recommendations (JAR)

• Interpreted through Advisory Circulars (AC)

In Europe by European Aviation Safety  Agency (EASA)

• Compliance specifications (CS), (ex CS25 for public transportation)

• Interpreted through Acceptable Means of Compliance (AMC)

This document is not to be reproduced, modified, adapted, published, translated in any material form in whole or in part nor disclosed 
to any third party without the prior written permission of Thales Alenia Space -  2012, Thales Alenia Space
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General regulatory framework – Aviation- Europe

EC regulations

Single European Sky (SES) governance and EASA

SES regulatory requirements

Functional airspace blocks (AFB) 

Interoperability

12

Still lost in Regulation 
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General regulatory framework – practical

US Industry
RTCA

• DO (software, hardware)

European Industry
EUROCAE

• ED (software, hardware)

08/01/2015
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ECSS in Space

Still lost in Regulation. Make it practical

This document is not to be reproduced, modified, adapted, published, translated in any material form in whole or in part nor disclosed 
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Drones regulatory framework - Initiatives

Authorities Drone Panel looking for adapted SARPs 

RTCA  SC 228  and EUROCAE WG73 initiatives 

Operational Services and Environment Description (OSED)

System Performance Requirements (SPRs) 

• Required Communication Performances (RCPs)

Solution in response to the requirements

Min. Aviation System Performance Specification (MASPS)

Min. Operational Performance Specification (MOPS, board only)

08/01/2015
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European industry active,  willing to contribute from the bottom.
Future regulatory requirements expected
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Drones regulatory framework

Way forward

Joint Authorities for Rulemaking on Unmanned Systems (JARUS)

Chaired by EASA and FAA,  coordination of National Safety Agencies

To provide  a single set of requirements for integration of unmanned 
aircrafts systems into airspace and aerodromes

EC Roadmap by the European RPAs steering Group (ERSG)
• “to achieve the safe and incremental insertion of civil RPAS into European 

air traffic by 2016 (harmonized rules for RPAS < 150 kg & common rules for 
RPAS > 150 kg). 

15
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EUROCAE and JARUS,  a bottom-up accelerator to support  EASA

This document is not to be reproduced, modified, adapted, published, translated in any material form in whole or in part nor disclosed 
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C2 Link system - Roadmap

Possible approach proposed

C2 link satellite system solution for  civil airspace

Without or with other users

Incremental development approach

early market capture 

regulatory work progress

incremental safety requirements

Progressive deployment toward a global service

08/01/2015
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Initial deployment: limited missions for limited requirements
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Tailored safety requirements

C2 Link system - Required Communication Performances

Various sets of RCPs

Weight , Autonomy, Operational zone

RCPs
Communication transaction time

the maximum time for the completion of the operational communication transaction after which the initiator should revert to an alternative procedure. 

Continuity
the probability that an operational communication transaction can be completed within the communication transaction time. 

Availability
the probability that an operational communication transaction can be initiated when needed. 

Integrity
the probability of one or more undetected errors in a completed communication transaction. 

17
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C2 Link system – Application of Drones regulatory framework

The C2 link system is End-to-End, Space and Ground 
Variability of missions, Interfaces with all functions, Covering all 
phases (take-off, on route, landing)

The regulation issue will be multi-sided

Airworthiness of the receiver on Drones

Qualification of the satellite system

Validation of the communication system and the service

Certification of the service provider 

08/01/2015

Multi-sided regulation referential
Regulatory requirements must be set up and sorted

18
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C2 Link system - Mission Safety practices

Mission requirements are tbd

Will impact 

Quantitative safety requirements

Failure tolerance requirements

Hardware and Software development levels

19
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A Preliminary Hazard Analysis of an initial C2 Link solution 
Could be proposed to feed the regulatory requirement work.

This document is not to be reproduced, modified, adapted, published, translated in any material form in whole or in part nor disclosed 
to any third party without the prior written permission of Thales Alenia Space -  2012, Thales Alenia Space

08/01/2015
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C2 Link system – Mission Safety Practices 

C2 link is
neither a plane
nor a satellite

Bi-standard issue 
ECSS
RTCA

20

Tendancy for addition of  both Aviation and Space Standards. 
But must  be sorted to be cost-effective.
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C2 Link system - Mission Safety Practices

Industry role is to qualify the solution

Safety demonstration is done through a global  Process  
Design and Architecture
RAMS  Analysis 
Product Assurance , Safety Assurance, SW development Assurance
Performance 
Assembly, Integration & Validation
Operations 

Datapackage is delivered at each review
To provide evidences  demonstrating compliance to the requirements

21
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Industry role is not to certify 
but to provide proofs supporting EASA  or NSAs (<150kg) 

for the certification of the ANSPs and validation of the services.

This document is not to be reproduced, modified, adapted, published, translated in any material form in whole or in part nor disclosed 
to any third party without the prior written permission of Thales Alenia Space -  2012, Thales Alenia Space

Conclusion for the C2 Link sytem 

Aviation  and Space worlds must cooperate
in the early phases for relevant apportionment of the requirements

Industry proposes an incremental approach towards full access to 
civil airspace

A bottom-up collaborative work  is recommended for elaboration of 
the Performance Requirements

from Industry to  Authorities (ICAO and EASA) through the 
standardization bodies (EUROCAE and RTCA).

08/01/2015

22
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European industry is active to make a bridge 
between Aviation and Space worlds
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!  Around the turn of the century, JAXA experienced several major 
failures. 

���These failures triggered JAXA efforts to reinforce/expand 22 existing 
      spacecraft design standards. 

!  JAXA established 63 Spacecraft Design Standards until march 2015 and 
has been maintaining them.  

 
!  The steering board and the Working Groups (WGs) are organized with 

specialists in JAXA and from related industries and universities. 
      (approximately 300 persons ) 
 
!  Draft standards are prepared by WGs,  reviewed and authorized 
      by the steering board, and officially issued by S&MA Department. 
 
!  Some of major on-going JAXA Projects have already incorporated 
      newly developed standards. 

JAXA$$Design$Standards$OverviewĀ

��



TRISMAC(2015@Frasca3,(ItalyĀ

 
•  Support projects 
•  Coordinate tailoring for 

Desgn STD application 
•  Feedback experience after 

mission or  project anomaly 
during test 

 

•  Organize new & necessary 
WG  

•  Improve Organization 
•  Innovate process and 

system 

 
•  Update for the latest 
•  Test to get technical data 
•  Publish on web site 
•  International survey and 

standardizationĀ

The recent activity of S/C Design STD started since 2005, after on-orbit 
failure of Midori-2 (ADEOS-II). 
Issue of on-orbit failure of Midori-2Ā

(1) Documents 

Innovation of Design STDĀ

General IssueĀ
"  Check for new technology during design, 

manufacturing and test  
"  Knolwdge data base for inexperienced fieldĀ
"  Technical support for R&D beyond projectĀ

(1) Shortage of Design STD 
(2) Unfamiliarity to Design STD 
(3) Heavy load for Maintenance 

(2) STD Application (3) Organization  
& SystemĀ

by WG by Secretariat by Secretariat 

Back$ground$and$Objec:ves$

��
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JAXA Spacecraft Design Standard 
                                    [ 63 ] 
 

JAXA Management Requirement (JMR℀Ā
��������JMR-001 System Safet$�Standard 
       �JMR-002 Launch Vehicle Payload Safety Standard 
       �JMR-003 Space Debris Mitigation Standard 
�������JMR-004 Reliability Program Standard 
     ��JMR-005 Quality Assurance Program Standard 
����JMR-006 Cofiguration Management Standard 
�������etc...                                                   [ 12 ] 

JAXA Engineering Requirement,  
Guideline  JERG!��������������[ approximately 170 ]Ā

JERG-0-XXX  (Common) 

JERG-1-XXX  (Rocket) 

JERG-2-XXX (Spacecraft) 

JERG-3-XXX  (Ground) 

JERG-4-XXX  (Other) 

JERG-5-XXX  (Aircraft) 

JERG-2-1XX (System engineering) 

JERG-2-2XX (Electrical engineering) 

JERG-2-3XX (Mechanical engineering) 

JERG-2-4XX (Communications) 

JERG-2-5XX (Control engineering) 

JERG-2-6XX (Software engineering) 

JERG-2-7XX (Operations) 

JAXA$Technical$Standard$StructuresĀ

��
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JMR/JERG$on$the$WEBĀ

��

18 standard documents are translated in English and published on JAXA 
S&MA Web. (http://sma.jaxa.jp/en/TechDoc/index.html)Ā
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!  Establish structured and layered design standards; and establish  
      organization to maintain and apply standards 
 
!  Obtain design knowledge with rationales (basic/back-up data) 
���When the data to rationalize design requirements are insufficient,        

conduct necessary tests to accumulate technical knowledge before        
incorporating into design standards.  

 
!  Promote compatibility with international standards 
���With joint efforts of JAXA and ISO Japan Committee (for TC20/SC14), 
      compatibility of JAXA design standards with international standards 

are being investigated for standardization. 

Policy$for$JAXA$SpacecraH$Design$StandardsĀ

��
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Level 3,4 

�Level 1 

�Level 2 System 
Design Std 

Electrical 
Design Std 

Mechanical 
Design 

Communications 
Design Std 

Control 
Design Std 

Software 
Design Std 

Operations 
Design Std 

XXX Std XXX Std XXX Std XXX Std XXX Std XXX Std XXX Std 

JAXA Spacecraft Design Standard�

��  ��
LEVEL

1 
JERG-2-000 
      Policy, Structures, General Objectives 

LEVEL
2 

JERG-100, 200, 300, &&&&�700 
      Policy, Requirements, Structures, Interfaces    in specific 
fields 

LEVEL
3 

JERG-111%"99�211%299����711-799 
      Requirements for specific technology 

LEVEL
4 

JERG-XX-HB001~     HB#HandBook, Manual, Guidebook 
JERG-XX-TM001~     TM#Technical Memorandum,  DataBook 

LEVEL
1 

LEVE
L2 

LEVEL 
3 

LEVEL 
4 

[ 1 ] 

[ 5 ] 

[ 25 ] 

[ 32 ] 

Tree$of$JAXA$SpacecraH$Design$Standards�

	�
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Single point failure 

Isolation Design 

Debris Protection 

Solar Cell���
Panel QA 

Radio active  
protection 
Space 
Environment 

General test 
methods for S/C 

Propulsion System 

Mission Analysis, 
 Orbital Design 
Pointing 
Management 

Structural Design 

Thermal Control 
System 

Mechanical 
Design 

Radio Frequency 
Design 

Wire-Derating�
Design 

Electric Power  
System 

Disturbance�
Management 

System Design Electrical Communications 
Design Control Design Software Design Operations�

Design 

[ Approximately 300 persons involved ] 
Participants from JAXA, satellite 
manufactures, and universities 

JAXA S&MA Department  

Charge/Discharge 
Design 

EMC 

35WGs 

Framework$for$Developing$JAXA$SpacecraH$Design$
Standards�

JAXA$SpacecraH$Design$
Standards$steering$Board 


�

SM&C Spacecraft 
Software Design 

Ground sysytem 
Software Design 

Launcher 
Software Design MIL-STD-1553B 

SpaceWire 
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Development$of$JAXA$SpacecraH$design$StandardsĀ

0$

10$

20$

30$

40$

50$

60$

70$

FY16$ FY17$ FY18$ FY19$ FY20$ FY21$ FY22$ FY23$ FY24$ FY25$

Revised$ New$ Total$

	 	 Ā 	 	 Ā 	 	 Ā 	 	 Ā 	 	 Ā 	 	 Ā 	 	 Ā 	 	 	 	

	 

Ā 	 	 	 	 	 Ā
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Design 

Providing
JAXA STDs & 
data for PJ 
decisionĀ

Design STD 
Requirements 

(Tailoring) 
PJ specificationĀ

Design 
Review 

Systems eng. and 
S&MA support for 
verification and 
evaluation 

New results reflected into 
STD; 

-  Lessons & Learned 
-  Validated resultsĀ

User 
(Project)Ā

Standardization 
organization 
(Secretariat 
&WG) 

Manufacturing 
Assembly 
Integration & 
Test 

On-orbit 
operation 

To next 
projectĀ

Pre-projectĀ ProjectĀ

Overall process studied about the relationship between 
PJ & STD.Ā

Applying$Design$Standards$to$Projects$in$JAXAĀ
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Applying$Design$Standards$to$Projects$in$JAXA

	

Merit of Design STD for system development activities 
 
(1) Defined vocabulary usage decreases communication loss. 
      Example: Translation efficiency for international missions 
 
(2) More reliable and efficient system will be developed by   
      using appropreately maintainined Design STDs.
 
(3) Similar systems can be compared, and the following system  
      will be improved, if the same Design STDs applied. 

(4) Same quality will be expected as output.
 
(5) Sample or template will reduce time or process. 
 

After the activity in 2005, the application of Design STD had 
been inproved, and there are no major on-orbit failure. 

TRISMAC(2015@Frasca3,(Italy

FY 04 05 06 07 08 09 10 11 12 13 14 15 16 17
$
$

$
$
$
$
$
$
$
$
$
$

$
$
$
$
$
$
$
$
$
$ASTRO-H 

STD Applied3/ Total 27 

SPRINT-A 
STD Applied 9/ 29 

GCOM-C1 

ALOS-2 

SLATS 

STD Applied 17/ 36 

STD Applied 28/ 44 

STD Applied 31/ 45 

QZSS 

GCOM-W1 

Design STD PJ 
started in 2005 

STD publishment 
and application 
increased 

Launched
GOSAT

Scope of 
application 
enlarged. 

results now 
being confirmed. 

STD Applied 32/ 60 GOSAT-2 

Applying$JAXA$Standards$to$sateliWe$Projects

S/C Project 
application 
studied 
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SJAC (JISC) JAXA  
	 	 	 TC20

    SC13
    SC14

     WG1
     WG2 
     WG3 
       
      
     WG7

Companies, universities, 
Research institutions

Mirror WGs 
for SC13 &14 
 

Coordination 
meeting held 
twice/year

Secretariat: 
Safety & Mission 
Assurance Department

Working groups 
    System,  Electrical,   
    Mechanical, 
    Communications,  etc.

Member
Member

Member30 WGs 
300 Participants

Collabora:on$with$Japanese$ISO$ac:vi:esĀ

���
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Japanese$Contribu:on$for$ISO$Space$StandardsĀ

���

TitleĀ Contributed(JAXA’s(Stamdards(

ISO$15864:2004$ Space$systems$[[$General$test$methods$for$space$craH,$subsystems$and$units$ JERG[2[130$GENERAL$TEST$STANDARD$FOR$
SPACECRAFT$

ISO$15388:2012Ā Space$systems$[[$Contamina:on$and$cleanliness$control$

ISO$10786:2011$Ā Space$systems$[[$Structural$components$and$assembliesĀ JERG[2[320$STRUCTURAL$DESIGNĀ

ISO$10785:2011$Ā Space$systems$[[$Bellows$[[$Design$and$opera:onĀ

ISO$11221:2011$Ā Space$systems$[[$Space$solar$panels$[[$SpacecraH$charging$induced$electrosta:c$
discharge$test$methodsĀ

ISO/TS$
12208:2011$Ā

Space$systems$[[$Space$environment$(natural$and$ar:ficial)$[$Observed$proton$
fluences$over$long$dura:on$at$GEO$and$guideline$for$selec:on$of$confidence$level$
in$sta:s:cal$model$of$solar$proton$fluencesĀ

JERG[2[141$SPACE$ENVIRONMENT$
JERG[2[143$SPACE$ENVIRONMENT$EFFECTS$
MITIGATION$DESIGNĀ

ISO$16698:2013$Ā Space$environment$(natural$and$ar:ficial)$[[$Methods$for$es:ma:on$of$future$
geomagne:c$ac:vityĀ

JERG[2[141$SPACE$ENVIRONMENT$
Ā

ISO$14200:2012$Ā Space$environment$(natural$and$ar:ficial)$[[$Guide$to$process[based$
implementa:on$of$meteoroid$and$debris$environmental$models$(orbital$al:tudes$
below$GEO$+$2$000$km)Ā

JERG[2[141$SPACE$ENVIRONMENT$
JERG[2[144$EVALUATION$FOR$PROTECTION$
AGAINST$INPACT$OF$TINY$DEBRISĀ

ISO$10830:2011$Ā Space$systems$[[$Non[destruc:ve$tes:ng$[[$Automa:c$ultrasonic$inspec:on$
method$of$graphite$ingot$for$solid$rocket$motorsĀ

ISO$11227:2012$$ Space$systems$[[$Test$procedure$to$evaluate$spacecraH$material$ejecta$upon$
hypervelocity$impactĀ

JERG[2[144$EVALUATION$FOR$PROTECTION$
AGAINST$INPACT$OF$TINY$DEBRISĀ

ISO$16378:2013$$ Space$systems$[[$Measurements$of$thermo[op:cal$proper:es$of$thermal$control$
materialsĀ

ISO$11892:2012$$ Space$systems$[[$Subsystems/units$to$spacecraH$interface$control$documentĀ

ISO$26869:2012$$ Space$systems$[[$Small[auxiliary[spacecraH$(SASC)[to[$launch[$vehicle$interface$
control$documentĀ



TRISMAC(2015@Frasca3,(ItalyĀ

1. Assist effective application and utilization by projects 
           > Requirements as is or tailored 
           > Verification 
     
2. Actively promote the use of design standards to JAXA and 

contractor engineers 
 
3. Build an efficient updating process for the design standards 
           > Periodical reviews  (every 3-5 years) 
           > Timely feedback from on-going projects 
 
4. Prepare for public release 
 
5. Facilitate standardization of requirements of space agencies 

around the world for efficiency of international joint projects. 

JAXA$$Technical$Standard$ac:vi:es$[$next$stepsĀ

���

���

Thank you for 
your attention.Ā
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Mission Assurance Challenges 
with Deep Space Science Projects 
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Tim Lock (ESA) 
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INTRODUCTION 
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INTRODUCTION 

Select – develop – launch - operate 

   

   

 

 

 

 

 

select 

Develop spacecraft 

launch 

Start operating instruments 

For a deep space science mission 

Ten year cruise phase 

abou About   20    years 

5 to 7 years 

5 to 7 years 
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INTRODUCTION 

!  The situation: instruments for a space science mission may be built up to 16 years 
before their operational use. 

!  The challenge is for the instruments and the teams with the operational knowledge to 
be fit for purpose when the time comes. 

!  In this presentation I will expand on the challenge of preserving the knowledge required 
to help assure a successful science mission.  

•  Examples of techniques used to cultivate and preserve the knowledge are provided. 

  

!  To conclude I will look a what has actually been seen to be useful and look at some 
future strategies.  

!  I will use 3 ESA science projects, one past, one present and one future.  



Mission Assurance Challenges | Tim Lock | ESA ESRIN, Italy | TRISMAC 2015 | Page 5 

INTRODUCTION 

 

               PAST                               PRESENT                                FUTURE 
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ROSETTA 

Selected in 1993. 

Instruments ready for an expected launch. 

in January 2003. 

Launched in March 2004. 

Arrived at the comet August 2014. 

Lander delivery in November 2014. 

 

11 instrument packages on the S/C, 

10 instrument packages on the Lander. 
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ROSETTA 
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ROSETTA 

!  All orbiter experimenter teams were visited and interviewed. 

!  The interviews were video recorded. 

!  The interviews were well prepared and structured to assure their value and future 
usefulness. 

!  The videos were archived and indexed to allow querying. 

!  The video formatting required two upgrades  

     since their making. 
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ROSETTA 

!  Knowledge and experience stays with the people involved. 

!  “ROKSY” for Rosetta – a form of database. 

•  populated with information about people – all the members of the instrument 
teams, science teams and industrial teams, who worked whom. 

•  also allows the collection of items such as documents (data-packs and RFWs etc.) 
and photographs  (and not just 001.jpg). 

!  “ROKSY” allows retrieval of knowledge by allowing the people to be found. 
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ROSETTA 
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ROSETTA 

"  Capturing knowledge by use of recorded interviews; 

"  The ROKSY “database”; 

 

but there was also every 6 months instrument and spacecraft checkout activities.  
 
Using an Engineering Qualification Model, EQM, at ESA-ESOC. 
 
Bringing the people together regularly.  
 
Keeping instrument and spacecraft knowledge ‘fresh’. 

 

The ESA Mercury Planet Orbiter, MPO,  has 11 instrument packages. 

!  Adopted February 2007. 

!  Launch is foreseen in January 2017.  

!  Arrival at Mercury 2024. 

In comparison, Messenger (NASA) has 6 main  
instrument packages: 
 
!  Selected mid 1999. 

!  Launched mid 2004. 

!  Mercury arrival  
#  first fly-by 2008. 
#  year long science orbit started March 2011. 
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BepiColombo – Mercury Planet Orbiter, MPO  



BepiColombo - MPO 
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Messenger 

Selection to Launch period 

Launch and fly-by until start of main science orbits at Mercury 

Orbital science operations at Mercury 

Messenger: year long science orbit started March 2011. 

1999 2011 2024 

BepiColombo MPO 
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BepiColombo - MPO 

BepiColombo, MPO, acquires information from Messenger teams and experts via Science 
Workshops where there are open invitations. 

 
There is also a “Technical Assistance Agreement” between 

 The Johns Hopkins University                 and             The European Space Agency 

 Applied Physics Laboratory LLC 

but only finally fully signed by late 2012. 

Messenger 

Selection to Launch period 

Launch and fly-by until start of main science orbits at Mercury 

Orbital science operations at Mercury 

1999                                                                        2011                                                                        2024 

BepiColombo MPO 
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JUICE - JUpiter ICy moons Explorer 

 JUICE has 10 instrument packages. 

!  Adopted November 2014.   

!  Launch is foreseen in June 2022. 

!  Arrival in orbit at Jupiter 2030. 

!  In orbit around Ganymede 2032. 

 

Unlike Messenger and Bepi, the NASA/JPL  
JUNO mission may bring more timely information. 

Launch - August 5, 2011. 
Deep Space Maneuvers - August/September 2012. 
Earth flyby gravity assist - October 2013. 
Jupiter arrival - July 2016. 
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JUICE 

ESA has recently handed 
the Project Science role 
to a younger person. 

 

Notably many 
instrument teams have a 
senior Principle 
Investigator with a more 
junior deputy. 
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JUICE 

The JUICE project may still have time to reflect on the approaches taken by these other 
ESA projects and look to see how they will answer the questions: 

 

How best to build the spacecraft and instruments to fulfil our science goals in 
more than 15 years from now?      

Fix the goals clearly and learn from similar missions where possible; open workshops; 
TAAs. 

How best to capture and maintain instrument (experiment) teams knowledge? 

Video record interviews; a database of people and Data-Packs; hired dedicated instrument 
specialists (“Operations Scientists”); perhaps even share more experts among the various 
missions of other space agencies; regular test, checkout and operational training events. 
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CLOSING 

PAST 

ROSETTA 
 

1.  Recorded, archived, 
indexed interviews. 

2.  Capturing of all 
those involved + 
datapacks. 

3.  Repeated check-
outs with teams 
using the EQM. 

 

PRESENT 

BepiColombo MPO 
 

A.  Open science 
workshops 

B.  Technical Assistance 
Agreement, TAA. 

FUTURE 

JUICE 
 

i. Open science workshops 
ii. One science topic workshop 
per year – concluding with a 
book. 
iii. Website to be constructed to 
be single entry allowing access 
to all JUICE relevant 
documents, etc. 
iv. Juniors alongside seniors 



Mission Assurance Challenges | Tim Lock | ESA ESRIN, Italy | TRISMAC 2015 | Page 19 

CLOSING 

PAST 

ROSETTA 
 

1.  Recorded, archived, 
indexed interviews. 

2.  Capturing of all 
those involved + 
datapacks. 

3.  Repeated check-
outs with teams 
using the EQM. 

 

PRESENT 

BepiColombo MPO 
 

A.  Open science 
workshops 

B.  Technical Assistance 
Agreement, TAA. 

FUTURE 

JUICE 
 

i. Open science workshops 
ii. One science topic workshop 
per year – concluding with a 
book. 
iii. Website to be constructed to 
be single entry allowing access 
to all JUICE relevant 
documents, etc. 
iv. Juniors alongside seniors 

1. Well done, big effort.  
      Training usage in some teams.  
      Not known to have been used in problem solving. 
2. “ROKSY” relatively low budget effort. Has been used. 
3. Good means for keeping hands on experience and team connections. 
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CLOSING 

PAST 

ROSETTA 
 

1.  Recorded, archived, 
indexed interviews. 

2.  Capturing of all 
those involved + 
datapacks. 

3.  Repeated check-
outs with teams 
using the EQM. 

 

PRESENT 

BepiColombo MPO 
 

A.  Open science 
workshops 

B.  Technical Assistance 
Agreement, TAA. 

be si
A. Workshops always valuable. to all
B. TAA is very good, but would docu     have been more beneficial  iv.Ju      much earlier. 

i.Ope 
ii.On 
per y
book.
iii. We

n science workshops 
e science topic workshop 
ear – concluding with a 
 
bsite to be constructed to 

FUTURE 

JUICE 
 

ngle entry allowing access 
 JUICE relevant 
ments, etc. 
niors alongside seniors 

1.  Well done, big effort.  
      Training usage in some teams.  
      Not known to have been used in problem solving. 
2.  “ROKSY” relatively low budget effort. Has been used. 
3.  Good means for keeping hands on experience and team connections. 
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CLOSING 

PAST 

ROSETTA 
 

1.  Recorded, archived, 
indexed interviews. 

2.  Capturing of all 
those involved + 
datapacks. 

3.  Repeated check-
outs with teams 
using the EQM. 

 

PRESENT 

BepiColombo MPO 
 

A.  Open science 
workshops 

B.  Technical Assistance 
Agreement, TAA. 

FUTURE 

JUICE 
 

i. Open science workshops 
ii. One science topic workshop 
per year – concluding with a 
book. 
iii. Website to be constructed to 
be single entry allowing access 
to all JUICE relevant 
documents, etc. 
iv.Juniors alongside seniors  

1.  Well done, big effort.  
      Training usage in some teams.  
      Not known to have been used in problem solving. 
2.  “ROKSY” relatively low budget effort. Has been used. 
3.  Good means for keeping hands on experience and team connections. 

A.  Workshops always valuable. 
B.  TAA is very good, but would 
     have been more beneficial  
     much earlier. 

i. Workshops always valuable. 
ii. Helps keep information in one place. 
iii. Website could be useful like “ROKSY” 
iv. 

CLOSING 

PAST PRESENT FUTURE 

ROSETTA BepiColombo MPO JUICE 
   

A. Open science i.Open science workshops  1.  Recorded, archived,  
workshops ii. One science topic workshop indexed interviews. B.  Technical Assistance per year – concluding with a 

2.  Capturing of all Agreement, TAA. book. 
those involved + iii.W  ebsite to be constructed to 
datapacks. be single entry allowing access 

A. Workshops always valuable. 3.    Repeated check-   to all JUICE relevant B. TAA is very good, but would 
outs with teams      have been more beneficial  documents, etc. 
using the EQM.      much earlier. iv.Juniors alongside seniors  

 i.  Workshops always valuable. 
ii.  Helps keep information in one place. 

1.  Well done, big effort.  iii.  Website could be useful like “ROKSY” 
      Training usage in some teams.  iv. 
      Not known to have been used in problem solving. 
2.  “ROKSY” relatively low budget effort. Has been used. 
3.  Good means for keeping hands on experience and team connections. 
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CLOSING 

From what I saw and heard: 

!  Meeting and talking is most valuable. 

•  But there are few overlapping projects of this type. 

!  Collaboration between projects of different Agencies occurs but can be 
improved. 

!  Keeping records of all people involved is very valuable. 

!  Bringing people together regularly should be arranged. 

!  Keeping data packs, log books and photographs is valuable.  However, 
decisions made, all through the project, are not captured suitably for later 
mission users. 

Mission Assurance Challenges | Tim Lock| ESA ESRIN, Italy | TRISMAC 2015 | Page 24 

CONCLUSIONS 

Building, launching and operating instruments in space successfully.  

Meeting, sharing knowledge, capturing the right information. 

Keeping the knowledge and experience fresh over long periods. 

Wanted: More missions 
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Needs 

•  Why Security Standards in Software Engineering and Assurance? 
•  ESA assets needs to be protected 

−  Strategic 
−  Not just monetary value - tangible and intangible assets – 

satellites, ground stations, knowledge, services and data 
products (Geo-location, Earth Observation and Science)… 

−  More and more ESA Programmes with stringent Security 
Requirements – in particular those in which the European 
Union (EU) is involved e.g. Galileo, Copernicus, Space 
Situational Awareness (SSA) 

•  Interest in Security at all levels, e.g. ESA International Security 
Symposium (2010, 2012) 

•  Ensuring that Programme Security Requirements are implemented at 
Software level 



Evolution of cyber security aspects 

Security needs to be provided at all levels (from physical through network 
to application) 
Cybersecurity emphasis has evolved due to technology changes  
•  Networks and Infrastructure have matured 

−  IT vendors providing security solutions for their products, 
which are building blocks of the infrastructure. 

−  Dedicated organisational units to provide Information System 
Security services. 

−  Definition of extensive Information Security procedures. 
•  Software Development Projects – application layer technologies  

expanded 
−  Projects are still uncertain about which security processes to 

apply and how to integrate them in the software development 
lifecycle. 

−  How software security and dependability/safety requirements 
interrelate and complement each other. 

 

ESA initiative 

•  Analysis of current ECSS software requirements and guidance: 
−  Generic coverage of security requirements and activities. 
−  Not explicit enough, some important aspects, such cyber 

security risk assessment, not identified. 
•  Inputs to produce the documentations – recognised international 

security standards, practices, common weaknesses … 
•  Production of an ESA internal documentation set composed of: 

−  Secure Software Engineering Standard 
−  Secure Software Engineering Handbook 
−  Secure Software Engineering Glossary of Terms 
−  Security Requirements Catalogue (for the ESA software 

development activities) 
 (* They all include Software Product Assurance dispositions) 

 (Internal ESA standards, currently (May 2015) under review) 
 (Not yet available for distribution) 

 



Secure Software Engineering 
Standard 

•  Comprise all segments (space, ground, user, test…) 
•  Adhere to ECSS principles:  

−  customer-supplier hierarchies  
−  system-subsystem decomposition 
−  Process-based approach 

•  Delta in addition to ECSS-E-ST-40C and ECSS-Q-ST-80C 
−  Same clause numbering 
−  Software Engineering and Product Assurance requirements 

apply together to the software development process 
−  One single document 
−  Way of presenting requirements: clearly identified as 

Unmodified, Modified and New 
•  Terms defined as much as possible in ECSS, but also ESA Security 

Directives, ISO, CCDS (Consultative Committee for Space Data 
Systems) 

•  Projects reviews include Security objectives 

The importance of the System level 

•  The introduction of security requirements in software development cannot be 
done in isolation from the system requirements, the operational environment and 
a wider security scope. 

•  Assumptions on the roles of the System engineering organisation and Security 
authority: 

−  Produce a System-specific Security Requirements Statement 
(SSRS) 

−  Tailor the predefined Security requirements Profile to meet the 
project specific security requirements 

−  Identify Cyber-security risks (through an appropriate methodology) 
and of its mitigation measures 

−  Identify Security Assurance requirements (and categories) 

−  Establish requirements for system (including software) Security 
Evaluation (Certification) levels according to a standard (e.g. 
Common Criteria) 

−  Where applicable, identify Security Strength of Function requirements 
(e.g., use of specific cryptographic algorithms, increased key lengths for 
cryptography, etc) 



Security processes in the Standard 

•  Cybersecurity assessment (new process) 
−  Selection of a Risk Assessment Methodology (guidance is 

provided in the handbook) 
−  Risk Assessment is complemented with a mitigation plan 
−  Continuous update of the assessment with new information 

and check that the mitigation plan is followed in each project 
stage (at all reviews)  

•  Introduction of explicit clauses in all development processes, taking 
into account: 

−  Security requirements profile 
−  Security assurance requirements 
−  Security strength of function requirements (if any) 
−  Security evaluation requirements (if any) 

Security Standard new clauses 

Some examples in software engineering processes 
5.4.2.1 Establishment and documentation of software requirements 
b. The supplier shall update the security assurance and security 
strength of function requirements to reflect the current 
understanding of the project specific security requirements 

-- 
5.5.2.8 Development and documentation of the software user manual 
b. The following items shall be addressed as security topics in the 
Software User Manual: 

Secure installation and configuration parameters for 
software, system and network. 
Description of the security functionalities with the 
corresponding parameters. 
Security awareness detailed instructions. 
Secure operating procedures. 

 



Software Product Assurance 
requirements related to Security 

Objective of Software Product Assurance is to provide confidence to the 
customer and supplier that the developed software satisfies its 
requirements through the system lifetime. 

!  Including Security Requirements 
!  But more detail needs to be provided 

•  Cybersecurity risk assessment should be aligned with ECSS-M-ST-80C – 
Risk Management 

•  Cybersecurity risk assessment process should be documented 
•  Product Assurance requirements related to security should be defined 

for suppliers 
•  Exportability constraints shall be compliant with national security 

exportability regulations and laws. 
•  Tools and methods used in the development are appropriate to the 

security sensitivity of the product  
… 

Security Assurance requirements 

•  Moreover Security is already identified as a characteristic part of the 
Quality Model (ECSS-Q-ST-80C 5.2.7.2) 

•  Security assurance activities can be included in the Software Product 
Assurance Plan 

•  Relation with Software Criticality level (result of Dependability analysis): 
−  Similar: additional effort and rigour in the development process 

for most critical / secure software 
−  Difference: basis for analysis is not consequence of failure, but 

on the security sensitivity of the asset (data, hardware, 
software, firmware). 

•  Security classification levels are established at System level. Most 
widely accepted: Common Criteria. 

•  Dependability and Security share attributes and assurance activities 



Dependability and Security (Laprie et 
al.) 

Conclusions 

The final message 

-  Complementing current software ECSS requirements with Security 

specific aspects 

-  Importance of the System level security inputs for the software 

development process 

-  Introduce a new activity: Cybersecurity assessment  

-  Reflect on combined approaches for Software Security and 

Dependability 

David.Escorial.Rico@esa.int 
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Software Engineering and Assurance
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Yuko MIYAMOTO
Japan Aerospace Exploration Agency

SA activities were 
merely routine work. 

Background

TRISMAC 2015 @ ESRIN 2

Sw S&MA

How to use 
assurance results to 
evaluate SA activities 

How to validate 
SA plan?

“Software”?
What kind of benefits 

the SA provides ?
Does the budget of SA 

is reasonable? 

Follow the Standard 
anyway.
SA might reduce
schedule risks ?

?

Issues in Software Assurance world;

Project Manager

SA isn’t utilized in 
management 

SA is not 
embedded into 

development effectively

Project members

There are 
misperceptions 

about SA



Background

TRISMAC 2015 @ ESRIN 3

� JAXA has started VBSA research from 2012, starting from modeling 
IV&V process and related decisions in a project

Assurance Staff

Project Manager

Promoting S&MA Activity Through Understanding of its Value
� Introduce JPL VBSA  Concept; A Hint to JAXA’s Next 5-Year Activities from 2012

SA is beneficial for engineers 
to reduce quality risks.
Plan SA activities 
based on its “value” 

Project team

Decision making based on 
SA results.
SA reduce risks of making 
inappropriate decisions

SA is planned and performed 
based 
SA is planned and performed 

based on the same understanding 
about SA and its benefits

SA are performed appropriatelySA are performed appropriately
Results are utilized in a

development

JAXA’s VBSA research
- Objective -

• Challenges
– Sweep away misperceptions about Software Assurance
– Provide useful communication tool to utilize SA

• To help understanding the fundamental nature of SA and its contexts 
– information of related defect reports are also helpful to persuade project 

peoples
• To educate how to utilize outputs of SA activities in a project

– clarify necessary information of the decision and effective timing of decision 
making

• Approach
– Visualize “Value” of SA and related “Decision” 

• Value chain model that shows relationship between SA activities and 
expected benefits of them 

• Decision model that clarifies how the benefits of SA contributes to the in a 
project

– Needs? 
• Easy to understand

– To visualize relationship between SA activities and Engineering activities in a 
development

• Support Planning of SA activities ( tailoring of standard ) 
– The tool is needs to cover not only SA activities but also software engineering 

process to support planning SA activities

TRISMAC 2015 @ ESRIN 4



JAXA’s VBSA Research
- Visualizing SA -

• Step 0; Survey of methods

– JPL’s Value Based Software Assurance
• Value – driven methodology for the practice of SA 

– Value of SA comes from reducing the risk of bad decisions due to 
uncertainty about quality 

• VBSA provides
– Better understanding of how SA works throughput the project lifecycle
– Qualitative model that describes how SA activities contribute to expected 

benefits and outcomes
– Quantitative model that enables estimation of assurance risk, risk 

reduction from SA activities and value of assurance 

– ESA’s SPiCE for Space (S4S) & Risk Analysis with S4S 
(R4S)
• S4S ; The Process evaluation method; 

– an ISO 15504 (SPiCE) conformant method for the evaluation of software 
processes in the space domain, as shown in ECSS‐Q‐HB‐80‐02

• R4S ; The Risk analysis method ;
– that consists of a risk model, an algorithm for risk likelihood calculation, 

guidelines for risk severity estimation and a scoring scheme for risk 
magnitude determination   

– Used with S4S based Process Assessment to support the assessment and 
improvement activities 

– R4S would help to clarify the risks from the assessment results 
TRISMAC 2015 @ ESRIN 5

• Step 1; Trials
– Develop Value Chain model of IV&V process

• Lessons Learned
– find out there are serious misperceptions about the independent 

product assurances
– Project people needs to know not only the benefit of SA activities 

but also risks that might be eliminated by SA activities.
– Project team has very different idea about making decision from 

NASA/JPL

• Step 2;  Value chain modelling
– Model the value chain for several processes that are 

defined in development standard
• Investigate the best way to model value-chain of a process
• Identify expected benefit of SA activities

• Step 3; Brush up the modeling 
– Investigate collaboration with R4S of ESA

TRISMAC 2015 @ ESRIN 6

JAXA’s VBSA Research
- Visualizing SA -



• Background
– Both ESA and JAXA introduce the same process assessment 
– ESA uses a risk-driven approach (Risk for Space ; R4S) as one means to better 

understand what can go wrong if certain processes / activities are not 
performed during the lifecycle of a software project

– JAXA tried to include information about risks related to SA activities

• Collaboration 
Aim:
To understand whether the two approaches R4S and VBSA can be integrated so 
that a common approach can be developed which facilitates mutual 
understanding of the need of performing certain software processes / activities.
Objectives:
– To have a tool to better communicate the value of performing certain activities 

(activities  are called Base Practices in the Process Handbook)
– To know whether JAXA's list of benefits is complete with respect to the risk 

catalogue of R4S, i.e. does every mitigation/management of a (R4S) risk lead 
to a benefit as defined by JAXA?

– To have a tool which potentially allows to tailor the activities to be performed 
in a particular project. [Optional]

Members:
– ESA; S. RICHTER
– JAXA; Yuki Kobayashi, yuko MIYAMOTO 
– Special supporter; D. PORT (University of Hawaii/JPL) 

TRISMAC 2015 @ ESRIN 7

JAXA’s VBSA Research
- Collaboration with ESA’s R4S -

TRISMAC 2015 @ ESRIN 8

Process

BP1:Activity to be 
performed.

Benefit 1Benefit 1

BP2:

BP3:

Outcome 1

Outcome 2

Outcome 3

defined in JAXA Process 
Assessment Model

Activities
(Base Practices) Outcomes

Values of VBSA

JAXA’s Value chain model ( in compliance with JAXA Process Assessment Model)

Benefit 2Benefit 2

Benefit 3Benefit 3

JAXA’s VBSA Research
- Collaboration with ESA’s R4S -



Process

BP1:Activity to be 
performed.

Benefit 1Benefit 1

BP2:

BP3:

Outcome 1

Outcome 2

Outcome 3

defined in JAXA Process 
Assessment Model

Activities
(Base Practices) Outcomes

Values of VBSA

Benefit 2Benefit 2

Benefit 3Benefit 3

Risk groups
[contain a number 
of R4S risks]

Risk groups
[contain a number 
of R4S risks]

Factor 1

Factor 2

Factor 3

Factor 3

Factor 1

Risk groups
[contain a number 
of R4S risks]

from R4S
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JAXA’s VBSA Research
- Collaboration with ESA’s R4S -

ENG 8.
Software Testing
Activities
(Base Practices)

Outcomes

BP1: 
Develop tests 
for integrated 

software product.

1) criteria for the 
integrated software 
is developed that 
demonstrates 

compliance with the 
software 

requirements;

BP2: Outcome 2

TRISMAC 2015 @ ESRIN 10

Achieve Quality
Goal

Achieve Quality
Goal

Values of VBSA

 

Benefit 2Benefit 2

more satisfied 
requirement

Factor 2

Factor 3

Factor 1

Unsatisfied SW
requirement
[13,16,19,37,,,,]

Risk groups
[contain a number 
of R4S risks]

JAXA’s VBSA Research
- Collaboration with ESA’s R4S -

ESA‐JAXA collaborated Value chain model 

If we perform <BP> we support the outcome <outcome> which will reduce 
the risk related to <risk groups>. 

This reduction contributes to <Factor> which will lead to <benefit>.

ESA‐JAXA collaborated Value chain model 

If we <Develop test  for the integrated   software     product> 
we support the outcome that <criteria for the   integrated   software are developed d

A that   demonstrate compliance with the software requirements> 
which will reduce the risk related to having <unsatisfied software requirements>. 
This reduction contributes to having <more satisfied requirements> which will lead 

to <achieving the quality goals>.
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ENG.8 Software 
Testing 

BP1: Develop tests for 
integrated software 

product.

Achieve quality goalAchieve quality goal

BP2: Test integrated 
software product.

fewer cost overrun
and

less schedule slips

fewer cost overrun
and

less schedule slips

BP3: Regression test 
integrated software.

1) criteria for the integrated 
software is developed that 
demonstrates compliance 

with the software 
requirements;

2) integrated software is 
verified using the defined 

criteria;

3) test results are recorded; 
and

4) a regression strategy is 
developed and applied for re‐

testing the integrated 
software when a change in 
software items is made.

defined in JAXA Process 
Assessment Model

Activities
(Base Practices)

Outcomes
Values

Internal Validation  – Feedbacks from project members ‐

Unsatisfied SW 
requirement
[13,16,19,37,,,,]

Insufficient / 
Inadequate testing
[26,36,38,41,,,]

Reworks
[54, 86]

OK

OK

OK

OK

OK

OK

OK

OK OK

?? ??
??

It is better to know 
an example defect 

case

The benefit 
depends on 
stakeholders

JAXA’s VBSA Research
- Collaboration with ESA’s R4S -

• Outcomes from the collaboration
– Generate Process Model based value chain for some 

processes
– Check whether all R4S risks can be linked to VBSA 

values (Objective 2)
– Validate the results internally and by presenting them 

to EarthCARE project people at JAXA and some issues 
were identified

• Visualizing SA – Value chain modeling -
– Improve modelling method of JAXA

• Information of “related risk” and its “contribution” is very 
useful to enhance understanding of model 

– Establish value chain modelling rules and procedure 
– Develop value chain model for process subset
– Needs to be reviewed by SA stakeholders

• on-going

TRISMAC 2015 @ ESRIN 12

JAXA’s VBSA Research
- Collaboration with ESA’s R4S -



• Step 4 ; Decision modeling
– Model the relationship of decisions and SA

• benefits-realization chain: Links assurance activities with 
decisions and expected benefits

– Survey
• Gather information about decisions?

– The ideas and experiences regarding decisions made in projects
– Find out differences of the decision making process between JPL and 

JAXA
• The timing of decisions 

– Formal milestone reviews
– Technical reviews
– Project reviews

• Point of view of decisions
– There are some perspectives to be judged however there are few clear 

criteria of judgments
• Modelling;

– On-going
TRISMAC 2015 @ ESRIN 13

JAXA’s VBSA Research
- Visualizing SA-

SA activities
(outcomes)

Decision:  Can we proceed 
to the next phase?
Risk factors:

Benefit

• Developing ideas of Value Based Tailoring Framework
• Identify that additional data are needed;

– Efforts / Costs
– Tangible explanation of benefits
– Rating of each elements

TRISMAC 2015 @ ESRIN 14

BP1

BP2

ENG.5　ソフトウェア設計

貢献度
Q:品質目標の達成 C:コスト超過の抑制 D:スケジュール遅延の抑制

13 11 11
100% 100% 100% 4 ：関係性がかなり高い

7 5 9 3 ：関係性が高い
54% 45% 82% 2 ：関係性がある

2 2 4 1 ：関係性が乏しい
15% 18% 36% 0 ：関係性が無い

↓
プロセス内で行うべき BPが実施できた場合の Outcomeが達成できなかった場合の

A B C BP Outcome Risk Q C D

○
BP1: ソフトウェアアーキテクチャを記述する

1) ソフトウェアアーキテクチャ設計が開発さ
れ、ソフトウェア要件を実装するソフトウェア
要素が記述されベースライン化される

ソフトウェア要求の実現方法の全体像が把
握できない 2 1 1

○ ○ ○
BP2: インタフェースを定義する

2) 各ソフトウェア要素の内部及び外部インタ
フェースが定義される

ソフトウェア設計が完成しない
1 1 2

○ ○ ○
BP3: 詳細設計を行う

3) ビルドやテストが可能なソフトウェアユニッ
トとして記述された詳細設計がつくられる

・コーディング時に属人化してしまう
・変更時にソースコードを直接見に行くことに
なり、変更に弱くなる
・プログラムの規模が把握できない
　・次フェーズにかかる工数の再見積りがで
きない

・BP5、BP6及びBP7が実施できない
　・テストケースの作成が困難になる
　・トレーサビリティの確保が難しくなる

1 1 2

Benefit

Benefit

O
pt

io
n

A

B

C

Option

BP1
BP2

BP3

P… Probability
L… Likelihood
S… Severity

P… Probability
L… Likelihood
S… Severity

P… Probability
L… Likelihood
S… Severity

JAXA’s VBSA Research
- Utilizing the tools-



• Provide tailoring criteria

Planning of SA activities

• Provide explanation of value of SA
• Provide criteria of SA 

Supporting a project

• Guide to utilize development 
standard

• Enhance communication and 
understandings 

Education International collaborations

SA support Project team

SA beginners

JERG‐0‐049

JERG‐1‐008

JERG‐2‐610

JERG‐3‐003

p
SW Development 

plan

Development standard

Development rules

Nature of SA 

p
SW Assurance  

plan

Values

• Enhance mutual understanding of 
each development standard

• Sharing the Value of Assurance

TRISMAC 2015 @ ESRIN 15

JAXA’s VBSA Research
- Utilizing the tools; Use cases-

Summary
• JAXA introduce the idea of “Value Based Software Assurance” 

of JPL to improve efficiency of assurance activities.
• JAXA has developed customized VBSA models by 

collaborating with ESA and JPL/UH
– JAXA’s VBSA is based on JAXA Software Development Standard 

thus it would be helpful to understand underlying ideas of the 
standard

– ESA’s risk categories help understanding of relationship between 
process practices, process outcomes, and benefits in JAXA’s 
VBSA models

• Identification of Value of SA and Risks that would be 
mitigated by doing the SA activities would be rational WHY 
we do SA

• Future works
– Model validation are needed in real projects
– Use models in practice to gather feedbacks to validate use cases
– Establish the Value based tailoring framework

TRISMAC 2015 @ ESRIN 16
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Agenda 

1.  Introduction 
2.  SRDB Analysis 
3.  SRDB Fault Analysis 
4.  SRDB Criticality Classification 
5.  Conclusions & Areas for Improvement 
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Introduction 

SRDBRAMS: Criticality Classification of SRDB and Related Tools | 19/05/2015  
 

•  Objectives:  

– Assess the impact of potential faults of the SRDB on the whole system (flight

+ground), and 

– Determine the criticality category of SRDB data types and related software tools 

•  Tasks performed: 

– Analyse SRDB documentation generated in the scope of ESA satellite projects. 

– Perform an SRDB fault analysis 

– Determine the criticality category of the SRDB data types and related tools. 
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SRDB Criticality Classification 
 Approach – An Overview 

Data$
(So(ware)$

Failure$

A$
B$
C$
D$

Catastrophic$
Cri8cal$
Major$
Minor$

Severity$Data$
Cri8cality$
Category$

Compensa8ng$
Provisions$

A$
B$
C$
D$

Compensa8ng$
Provisions$

•  First$part:$For$each$data,$data$type$
o  Evalua8on$of$severity$of$consequences$
o  Alloca8on$of$cri8cality$category,$$

considering$compensa8ng$provisions$

•  Second$part:$For$each$tool$
o  Iden8fica8on$of$concerned$data$and$associated$cri8cality$category$
o  Alloca8on$of$cri8cality$category,$$

considering$compensa8ng$provisions$

Consequences$

Support$tools$

SRDBRAMS: Criticality Classification of SRDB and Related Tools | 19/05/2015  
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SRDB Analysis 

• Goal of the task: 

– Perform an analysis in order to clearly characterize the 

structure and interfaces of the SRDBs and the use of SRDB 

data 

•  Two ESA projects selected, having Airbus DS as Prime 

supplier and not in operations yet: 

– Sentinel-2 (Earth Observation) 

– GAIA (Science) 

•  These projects were chosen because they provide an 

excellent coverage of SRDB utilisation scenarios 
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SRDB Analysis 

•  SRDB ! used along space project life cycle to gather, handle, share, configure and distribute 

relevant sets of data to be used by the different users/actors of a given project, in the general 

scope of Monitoring and Control and Functional Verification 

SRDB process example GAIA example of SRDB interfaces 
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SRDB Analysis 

•  SRDB CONCEPTUAL DATA MODEL (CDM)  

Satellite'
Architecture'

AIT'Specific' Avionics'

Telecommands' On8Board'SW'

Telemetry'

SRDB'

SRDBRAMS: Criticality Classification of SRDB and Related Tools | 19/05/2015  
 

FUNCTIONAL 
DOMAIN SCOPE 

Satellite 
Architecture 

Overall architecture of the system and 
common objects 

Avionics Description of Hardware: bus 
acquisitions and commands 

On-Board SW Types needed for On-Board SW 
description 

Telemetry 

TM Channel, TM packets 

Ground Computed Data (synthetic 
parameters) 

Ground monitoring 

Telecommands 

Spacecraft TC packets 

Ground support equipment packets 

High priority commands (HPC) 

AIT Specific Types only used by assembly, 
integration, test (AIT) 
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SRDB Analysis 

•  SRDB DATA TYPES DESCRIPTION 

–  Entities subject to the failure modes and effects 

analysis 

–  Part of the conceptual data model (CDM) 

–  Represents a functional set of information, e.g.: 

"  a parameter 

"  a transfer function 

"  a packet 

–  Defined by a set of properties which are either values                                 

or links to other data. 

Mission'
Phase'

A/B' C' D' E' F'

Ground'Monitoring'

Ground'TC'
ElaboraGon'

CSW'GeneraGon'

AIT'

CSW'ValidaGon'

SR
DB

TM&(TC(packets,(
Ground(

monitorings
(Mib)

TM/TC(and(On(
Board(

Monitorings
(XML)

Other(Source(files

CSW(preparation(and(generation(tool

CSW
(Binary)

AST(DB(ArchitectAST(DB(Architect
CSW(developmentCSW(development

CSW(verificationCSW(verification
Software(

Verification(
Facility

Mib(Extractor

CSW(extractor

•  USE OF DATA TYPES ALONG PROJECT PHASES 

•  EXAMPLE DATA PROCESS: CSW 

•  EXAMPLE DATA TYPE: CPDU – specifies CPDU commands  
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SRDB Analysis 

FUNCTIONAL 
DOMAIN CODE TYPE S2 

USAGE 
GAIA 
USAGE 

Satellite 
Architecture CLAS Class Y Y 

Satellite 
Architecture CONS Constituent Y Y 

Satellite 
Architecture MODL Model Y Y 

Satellite 
Architecture CFGS Spacecraft Configuration Y Y 

Satellite 
Architecture TRFN Transfer Function Y Y 

Satellite 
Architecture TFVA TF Variant Y Y 

Satellite 
Architecture PARA System Parameters N Y 

Satellite 
Architecture PUSS PUS Service Type Y Y 

Satellite 
Architecture PRID Process ID Y Y 

Avionics BACQ Bus Acquisition Y Y 
Avionics BCMD Bus Command Y Y 

On Board SW OBCD On Board Computed 
Data Y Y 

On Board SW OBFM OB Functional Monitoring N Y 
On Board SW OBSM OB Standard Monitoring N Y 
On Board SW FMON Functional Monitoring Y N 
On Board SW PMON Parameter Monitoring Y N 
On Board SW TMOD Thermal Mode Y N 
On Board SW TCLO Thermal Control Loop Y N 
On Board SW TCHE Thermal Control Heater Y N 
On Board SW LCLI Latching Current Limiter Y N 

•  LIST OF DATA TYPES ANALYSED (34 in total) 
FUNCTIONAL 
DOMAIN CODE TYPE S2 

USAGE 
GAIA 
USAGE 

Telemetry TMCH TM Channel Y Y 
Telemetry TMPA TM Packets Y Y 
Telemetry GCDA Ground Computed Data Y Y 
Telemetry GGMO Ground Monitoring Y Y 
Telecommands ABTC Astrobus TC Y Y 

Telecommands CCMS Command & Control 
Message N Y 

Telecommands TCPA TC Parameter Y Y 

Telecommands CPDU Command Pulse 
Distribution Unit Y Y 

AIT Specific ASSP Asserted Parameters Y Y 
AIT Specific STMP SCOE TM Parameter Y Y 
AIT Specific POS2 SCOE Pos2 Y Y 
AIT Specific P2AQ SCOE Pos2 Acquisition Y Y 
AIT Specific P2CD SCOE Pos2 Command Y Y 

AIT Specific CCLC Change count and Life 
Cycle Y N 
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SRDB Analysis 

•  SRDB Tools 

TOOL ACTIVITIES DESCRIPTION 
ACID EXPORT Operation preparation on 

SVF 

SimAIT, AIT 

ACID export retrieves all TM/TC data needed to monitor and control the 
spacecraft and the ground system, with a Check out System based on Open 
Centre Product, which requires configuration data in the “private” ACID format 
(similar to XML). 

MIB EXPORT S/C Operations 

CSW tests on SVF 

MIB export retrieves all TM/TC data needed to monitor and control the 
spacecraft and the ground system, with a Check out System based on SCOS 
2000 Product, which requires configuration data in the ESOC MIB format 

OBCP EXPORT OBCP scripts compilation OBCP export retrieves all TM/TC data needed to compile OBCPs, in the 
OBCP compiler required format (XML files) 

UM EXPORT S/C User Manual UM export retrieves all TM/TC data which is further included in the Spacecraft 
User Manual, in a human readable format (HTML files) 

CSW EXPORT CSW Development CSW export retrieves all CSW data which is further included in the Flight 
Software source files, in the CSW required format (XML files) 

AIT EXPORT AIT AIT export retrieves TM data which are used for TM browsing to help tests 
sequences preparation. 
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SRDB Fault Analysis 

•  FAULT ANALYSIS APPROACH 

FMEA PROCESS OVERVIEW 

SRDBRAMS: Criticality Classification of SRDB and Related Tools | 19/05/2015  
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SRDB Fault Analysis 

•  DEFINITION OF 
GENERIC FAILURE 
MODES 

Faulty'On8board'SoIware'
ConfiguraGon'

Misleading'Commanding'
DefiniGons'

Misleading'Telemetry'
DefiniGons'

•  ANALYSIS OF SPACECRAFT ON-
BOARD FUNCTIONS 

AItude$and$Orbit$Control$

Thermal$Control$

Ground$Telecommand$Interface$

Ground$Telemetry$Interface$

Command$Pulse$Distribu8on$Unit$

OnOBoard$FDIR$

OBCP$

OnOBoard'Scheduling$

•  ANALYSIS OF GROUND FUNCTIONS 

Ground$TC$Elabora8on$

Ground$Monitoring$

•  ANALYSIS OF WORST CASE 
FAILURE EFFECTS ON THE 
WHOLE SYSTEM (GROUND
+FLIGHT) 
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SRDB Fault Analysis 

•  DATA TYPE SEVERITY ASSIGNMENT 

–  The highest severity category among the 

identified data type failure modes 

DATA TYPE DATA TYPE NAME  FMEA ID SEVERITY 
ABTC Astrobus TC ABTC-CMD-1 2 

ABTC-CMD-2 2 
BCMD Bus Command BCMD-CMD-1 3 

BCMD-CMD-2 3 
CPDU Command Pulse Distribution 

Unit 
CPDU-CMD-1 3 
CPDU-CMD-2 3 

FMON Functional Monitoring FMON-CFG-1 2 
LCLI Latching Current Limiter LCLI-CFG-1 3 
OBCD On Board Computed Data OBCD-CFG-5 2 

OBCD-CMD-1 2 
OBCD-CMD-2 2 
OBCD-CFG-1 2 
OBCD-CFG-2 3 
OBCD-CFG-3 3 
OBCD-CFG-4 3 

OBFM OB Functional Monitoring OBFM-CFG-1 2 
OBSM OB Standard Monitoring OBSM-CFG-1 2 
PARA System Parameters PARA-CFG-1 2 
PMON Parameter Monitoring PMON-CFG-1 2 
PRID Process ID PRID-TM-1 3 
TCHE Thermal Control Heater TCHE-CFG-1 2 
TCLO Thermal Control Loop TCLO-CFG-1 2 

TCLO-CFG-2 2 
TCPA TC Parameter TCPA-CMD-1 2 

TCPA-CMD-2 3 
TFVA TF Variant TFVA-CMD-1 3 
TMOD Thermal Mode TMOD-CFG-1 2 

TMOD-CFG-2 2 
TMOD-CFG-3 2 

TMPA TM Packets TMPA-TM-2 3 
TRFN Transfer Function TRFN-CMD-1 3 

SEVERITY 
LE
V
EL 

DEPENDABILITY 
(ECSS!Q!ST!30) 

SAFETY 
(ECSS!Q!ST!40) 

Catastrophic 1 

Loss of life, life-
threatening or 
permanently 
disabling injury or 
occupational 
illness, etc 

Critical 2 Loss of mission 

Temporarily 
disabling but not 
life-threatening 
injury, or 
temporary 
occupational 
illness, etc 

Major 3 Major mission 
degradation 

Minor or 
Negligible 4 

Minor mission 
degradation or any 
other effect 

Cr
i8
ca
l$
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SRDB Fault Analysis 

SRDBRAMS: Criticality Classification of SRDB and Related Tools | 19/05/2015  
 

•  Identification and analysis of existing compensating 

provisions: 
– Design provisions or operator actions ! circumvent or mitigate the 

effect of the failure 

– Examples of compensating provisions: 

"  Failure Detection Isolation and Recovery (FDIR): 

OnOboard$FDIR:$
procedures$to$recover$
degraded$onOboard$
equipment$(e.g.$
reconfigura8on$to$
redundant$unit)$

Ground$FDIR:$
to$manually$recover$
degraded$onOboard$
equipment$units$(e.g.$
through$high$priority$
commands$(HPC))$
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DATA TYPE NAME DATA TYPE DATA TYPE INITIAL CRITICALITY (DIRECT 
MAPPING FROM SEVERITY) 

DATA TYPE FINAL CRITICALITY 
(CONSIDERING THE COMP. PROVISIONS) 

Astrobus$TC ABTC B B 
Asserted$Parameters ASSP D D 
Bus$Acquisi8on BACQ D D 
Bus$Command BCMD C D 
Change$count$and$Life$Cycle CCLC D D 
Command$&$Control$Message CCMS D D 
Spacecra($Configura8on CFGS D D 
Class CLAS D D 
Cons8tuent CONS D D 
Command$Pulse$Distribu8on$Unit CPDU C D 
Func8onal$Monitoring FMON B B 
Ground$Computed$Data GCDA D D 
Ground$Monitoring GGMO D D 
Latching$Current$Limiter LCLI B B 
Model MODL D D 
On$Board$Computed$Data OBCD B B 
OB$Func8onal$Monitoring OBFM B B 
OB$Standard$Monitoring OBSM B B 
SCOE$Pos2$Acquisi8on P2AQ D D 
SCOE$Pos2$Command P2CD D D 
System$Parameters PARA B B 
Parameter$Monitoring PMON B B 
SCOE$Pos2 POS2 D D 
Process$ID PRID C C 
PUS$Service$Type PUSS D D 
SCOE$TM$Parameter STMP D D 
Thermal$Control$Heater TCHE B B 
Thermal$Control$Loop TCLO B C 
TC$Parameter TCPA B B 
TF$Variant TFVA C C 
TM$Channel TMCH D D 
Thermal$Mode TMOD B C 
TM$Packets TMPA C C 
Transfer$Func8on TRFN C C 

SRDB Criticality Classification 

•  DATA TYPES CRITICALITY CLASSIFICATION RESULTS 

 
 

 

 

 

16 © COPYRIGHT 2014 CRITICAL SOFTWARE  

SRDB Criticality Classification 

•  DATA TYPES CRITICALITY CLASSIFICATION RESULTS  

 
 

 

 

 

CRITICALITY 
CATEGORY 

INITIAL 
CATEGORY 

INITIAL 
CATEGORY % 

FINAL 
CATEGORY 

FINAL 
CATEGORY % 

B 12 35,3% 10 29,4% 

C 6 17,6% 6 17,6% 

D 16 47,1% 18 52,9% 

29.4%$

17.6%$

52.9%$

CriGcality'Category'%'

B$

C$

D$

•  Remark: 
–  Wrong data may lead to very severe 

consequences on space missions 
 

 

SRDBRAMS: Criticality Classification of SRDB and Related Tools | 19/05/2015  
 



17 © COPYRIGHT 2014 CRITICAL SOFTWARE  

SRDB Criticality Classification 

•  TOOLS CRITICALITY CLASSIFICATION RESULTS  

 
 

 

 

 

TOOL CRITICALITY 
CATEGORY 

ACID EXPORT D 

MIB EXPORT B 

OBCP EXPORT B 

UM EXPORT D 

CSW EXPORT B 

AIT EXPORT D 

•  Remarks: 
–  Attention should be given to the 

(software) tools involved in space data 

–  Very similar to the case of space 

software 

–  The same approach for space software 

should be applied to data and tools: 

"  First allocate criticality to data ! then 

to the tools 

"  Tool criticality to be handled 

accordingly (e.g. FULL validation of 

tool’s output) 
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Conclusions 

•  FMEA was an effective technique to analyse the impact of failures due to 
wrong SRDB data values on the whole system (including ground and flight 
functions); 

•  Criticality Classification of Data Types based on consequences of wrong data 
values 
–  supports the judgement of the V&V effort distribution (for both data types and 

supporting tools); 

•  Criticality Classification of SRDB Tools based on highest criticality of data 
types manipulated by the tool 
– Same criticality categories used in ECSS standards to classify space software 

•  Faults of SRDB data and related tools can lead to severe system 
failures 

•  Recommendations provided, aiming at reducing the risks associated with the 
potentially critical SRDB faults identified. 
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Areas for Improvement 

SRDB'Data'Quality'

SRDB'Related'Processes'
and'Rules'

SW$(Data)$Development$
Process$

Tes8ng,$Valida8on$and$
Verifica8on$

SW$Process$
Support$Tools$

Cri8cal$
$“Space$Data”$$

Telecommands$

Telemetry$$

AIT$or$InOorbit:$

Mission$Quality$Assurance$
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1 - Context of Application 

RAILWAY 
•  In Railway RAMS (Reliability, Availability, Maintainability and Safety), Functional Safety is 

the main concern. RAM approach is highly dependent on each project. 
•  Roles are explicitly defined in the standards: Railway (Safety) Authority, Independent 

Safety Assessor (ISA), Operator, Supplier. 
•  Today coexistence (and overlap) of CENELEC standards and EC directives: 

•  Commission Regulations (EC) No 352/2009, No 402/2013. Common safety 
method on risk evaluation and assessment. 

•  CENELEC EN 50126-1,2,3 (2012), EN 50128 (2011), EN 50129 (2001). 
•  EN 50128 is a derivative of IEC 61508. Safety related software used in a 

railway system (interlocking, ventilation, comms,…). 

SPACE 
•  Customer-supplier relationship. 
•  “Joint” dependability and safety approach. 

•  System Level: Q-ST-30C (Dependability), Q-ST-40C (Safety).  
•  Software: E-ST-40C (SW Engineering), Q-ST-80C (SW PA). 

•  Handbook: Q-HB-80-03A. 
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2 - Software Criticality Requirements 

RAILWAY 
•  Tailoring of applicable requirements based on SIL (Safety Integrity Level), 

not only for Software but also for Hardware and processes. 
•  Derivation of SIL based on quantitative approach at system level taking 

into account severity and probability of failure. Combined approach for 
Hardware and Software. 

•  Accident / Hazard identification. 
•  Risk Assessment process. 
•  List of Hazards and Tolerable Hazard Rates (THRs). 
•  Causal Analysis. 
•  Failure Rates (HW) and SIL (HW+SW) for each component.  
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SPACE: 
 
•  Tailoring of applicable requirements in E-ST-40C and Q-ST-80C based on 

criticality category. 
•  The criticality category is based on the severity of the consequences of a 

failure of the software at system level (after taking into account suitable 
compensating measures). 

System  
Level  
Analysis 

Failures info 
Feared Events 
Critical Software Products 

2 - Software Criticality Requirements 

Software 
Criticality 
Analysis 
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3 – Documentation Structure 

RAILWAY: 
 
Safety Case: The documented demonstration that the product complies with the specified 
safety requirements. 

 
Specific Application Safety Case (for a specific application) 
A specific application is used for only one particular project. The safety case for the specific 
application must demonstrate that the application rules have been followed. 
 
Generic Application Safety Case (for a class of application) 
A generic application can be re-used for a class/type of application with common functions. 
 
Generic Product Safety Case (independent of application) 
A generic product can be re-used for different independent applications. The safety case for the 
generic system must include a set of application rules and conditions that must be followed in 
order to preserve the SIL certification. For example, constraints on data values.  
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The System (or sub-system/equipment) Requirements Specification 
The Safety Requirements Specification 

The Safety Case, including: 
 

•  Part 1: Definition of System/Sub-system/Equipment, 
•  Part 2: Quality Management Report (evidence of Quality Management), 
•  Part 3: Safety Management Report (evidence of Safety Management), 

•  Part 4: Technical Safety Report (evidence of Functional/Technical Safety), 
•  Part 5: Related Safety Cases (if applicable) 
•  Part 6: Conclusion 

The Safety Assessment Report 

3 - Documentation Structure 
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•  Part 4: Technical Safety Report (evidence of Functional/Technical Safety), 

2.1 System architecture description 
Section 1 Introduction; 2.2 Definition of interfaces 
 2.3 Fulfillment of System Requirements Specification Section 2 Assurance of correct functional operation; 
 2.4 Fulfillment of Safety Requirements Specification 
Section 3 Effects of faults; 2.5 Assurance of correct hardware functionality  
 2.6 Assurance of correct software functionality 
Section 4 Operation with external influences; 
 
Section 5 Safety-related application conditions; 
 
Section 6 Safety Qualification tests. 

SPACE: 
•  Documentation provided as per Documentation Requirement List for each project. 

•  Documentation structured in files: RB, TS, DJF, DDF, MGT, OP, PAF. 
•  Not a “certification” process as such for applications or products. 

3 - Documentation Structure 
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4.1 - Software Lifecycle and Documentation 

RAILWAY: 
•  External (System): System Req. Spec., System Safety Req. Spec., System Arch. Description, Safety Plan. 
•  Planning: Quality Assurance Plan, Configuration Management Plan, V&V Plan, Maintenance Plan. 
•  Software Requirements: Requirement Specification, Overall Test Specification. 
•  Architecture and Design: Architectural Spec., Design Spec., Interface Spec, Integration (HW) Test Spec. 
•  Component Design: Component Design Spec., Component Test Spec. 
•  Component Implementation and Testing: Source Code & Supporting Documentation. 
•  Integration: Integration Test Report, Integration SW/HW Test Report. 
•  Overall Software Testing / Final validation: Overall Test Report. 
•  Systems Qualified by Application Data / Algorithms 

•  Software Deployment 
•  Software Maintenance: Maintenance & Change Records. 
•  Software Assessment 
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RAILWAY: 
For each document in the deliverable list, identification of signatories: 
 
•  Author 

PM – Project Manager 
•  First Verification 

RQM – Requirements Manager 
•  Second Verification DES – Designer 

IMP – Implementer 
INT – Integrator 

Based on a list of roles 
TST – Tests Manager 

 VER – Verifier 

 VAL – Validator 
ASR – Evaluator 

 CNF – Configuration Manager 
 
For each role, explicit definition of Responsibilities and Key Competencies 
 

4.2 - Organization, roles and responsibilities 
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PM – Project Manager 
 
RQM – Requirements Manager 
DES – Designer 
IMP – Implementer 
 
INT – Integrator 
TST – Tests Manager 
 
VER – Verifier 
VAL – Validator 
 
ASR – Evaluator 
 
CNF – Configuration Manager 

RAILWAY: 

4.2 - Organization, roles and responsibilities 
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SPACE: 
 
•  Clear identification of Software PA role and responsibilities. 
•  Independence of testing and development required. 
•  Supplier shall ensure that properly trained personnel are available. 
 

4.2 - Organization, roles and responsibilities 
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RAILWAY: 
Tool Validation Report required. 

 
Three types of tools: 
•  Class T1: Tool outputs do not affect the executable code. 

•  Class T2: Tools used to validate requirements (close out). 
•  Class T3: Tools that contribute to the executable code. 

Tailoring of standards based on the characteristics of each class: Requirements 
based on identification of potential failures, service / version history, 
documentation, validation evidences… 

 
SPACE:  
•  Documentation of support tools software as any other development in ECSS.  
•  Guidance about tool documentation evidences provided in ECSS-Q-HB-80-04A. 

4.3 - Support Tools and Languages 
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4.4 - Software Independent Assessment 

RAILWAY: 
The standard defines general requirements about the content of the Software 
Assessment Plan and the Software Assessment Report 
The external Assessor shall verify: 

•  Evidences provided. 
•  Configuration status. 

•  Test results. 
•  Assess implementation of all applicable techniques required in the standard. 

•  The Assessor shall identify NCs against EN 50128, and judge their suitability. 

•  Mandatory role according to regulation EC 402/2013.  
•  Safety Assessment Report by ISA is a key deliverable in the acceptance process. 
•  In some countries is an accredited institution. 

•  The IET establishes a competency framework for ISAs in relation to IEC 61508. 

SPACE: 
•  ISVV required for SW criticalities A and B (Dependability and Safety). 

•  Focus on improving quality of the software. 
•  Applicability and level of independence to be considered based on project risks. 
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5 – Generic Software Development 

RAILWAY:  
For Generic Software Development, definition of inputs, outputs and requirements for 
each stage of the lifecycle development: 
•  Software Requirements Specification. 
•  Architectural Design. 
•  Detailed Design. 

•  Unit Testing. 
•  Integration Testing. 
•  Validation and Qualification. 

SPACE:  
•  Similar approach for each specific project.  
•  Specific requirements for Software intended for reuse: 

•  Certificate of conformance that the tests have been successfully 
completed on all the relevant platforms. 

•  Requirement on documentation self-contained. 
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RAILWAY:  
Standard provide more specific details about the restriction of use of some techniques 
for critical software: 
•  Formal Methods / Formal Proofs (Theoretical Models),  
•  Static and Dynamic analysis (Range testing, Checklists, Control/Data Flow 

Analysis, Design Review, Performance Modeling, Equivalence Class Partitioning). 
•  Strongly typed languages. 

•  Language subset. 
•  Used of dynamic objects/variables. 
•  Use of pointers. 

•  Object Oriented Programming rules (design patterns, restrictions on inheritance). 
•  Programming Languages. 

SPACE:  
•  ECSS Standards are more focused on the process rather than on the specific 

techniques used. 

5 – Generic Software Development 



TRISMAC 2015| M. Fedi | 19/05/2015 | Slide  17 

ESA UNCLASSIFIED – For Official Use 

RAILWAY:  
Application Data Configured Software.  

Inputs:  
•  Software Requirements Specification for Generic Software. 
•  Architectural Design Specification for Generic Software. 

•  Application Conditions for Generic Software and application tools. 
•  Generic Software User Manuals. 
Outputs: 
•  Application Implementation Plan. 
•  Application Requirements Specification. 

•  Application Test Specification and Report. 
•  Application Verification Report. 
•  Source Code. 

•  Application Data Verification Report. 

6 – Application Data Development 
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7 - Conclusions 

RAILWAY: 
•  Focus only on Safety. “Staggered” Safety Case approach. 

•  Identification of generic and application data software. 
•  Developed with focus on the product comprising hardware and software. 
•  Clear definition of roles and responsibilities. 

•  Detailed definition of techniques allowed. 
•  Definition of specific roles in the railway industry. 
•  Role of ISA. 

SPACE: 
•  Much broader and detailed description of the process requirements. 
•  Clear requirements about content of the documentation (DRDs). 

•  Customer-supplier relationship. 
•  Combine Dependability and Safety. 
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Reflections on cost effectiveness 
for EEE in ESA space missions 

 
TRISMAC 2015 

Karin Lundmark ESA 
karin.lundmark@esa.int 

Verification of ECSS  
Q-60 Compliance 

Engineering Support in  
EEE Components 

Secure the Availability of  
Qualified EEE Parts  
and Personnel for 
ESA Projects 

Short/Medium and Long Term 
Access to Critical Technologies 

ESA Component Technology Section: 
Mission 



Where to save money? 

•  EEE always a candidate for obvious reasons 
•  lower quality level  
•  less testing 

•  less administration 
…means less direct cost but what about controlling 
the reliability and the total cost? 

What can ESA and prime do? 

•  Standardise requirements! 
•  Establish and maintain European EEE supply chains in 

order to secure access to wide range of qualified/
evaluated parts. 

•  More strongly impose requirement to evaluate unknown 
components, keep focus on critical areas. 



Verification of ECSS  
Q-60 Compliance 

Secure the Availability of  
Qualified Parts, Processes  
and Personnel for 
ESA Projects 

Sho
Acce

Requirements; ECSS-Q-ST-60 

From scope:  Engineering Support in  
“This standard defines the Components 
requirements for selection, 
control, procurement and 
usage of EEE components for 
space projects. 
 

This standard differentiates 
between three classes of 
components through three 
different sets of 
standardization requirements 
(classes) to be met. 
 

The three classes provide for 
three different levels of trade-
off between assurance and rt/Medium and Long Term 
ss to Critical Trisk.” echnologies 

Verification of ECSS  
Q-60 Compliance 

Engineering Support in  
Components 

Secure the Availability of  
Qualified Parts, Processes  
and Personnel for 
ESA Projects 

Short/Medium and Long Term 
Access to Critical Technologies 

Requirements; ECSS-Q-ST-60 

Class 1 Class 2 Class 3 

Screening level 
examples 

QML V, K 
JANS 
FR R, C 
ESCC B 

QML Q, K 
JANTXV 
FR R, C 
ESCC B 

QML Q, H 
JANTXV 
FR R, C 
ESCC B 

LAT/QCI on 
qualified product 

None 

LAT/QCI on non-
qualified product 

Required, 2 year 
old data can be 
accepted 

To be 
agreed 

To be 
agreed 

Precap on qualified 
product 

Relays, crystals, 
oscillators, 
hybrids 

 
None 

Precap on non-
qualified product 

Extensive list Relays, 
crystals, 
oscillators, 
hybrids 

 
None 



Verification of ECSS  
Q-60 Compliance 

Engineering Support in  
Components 

Secure the Availability of  
Qualified Parts, Processes  
and Personnel for 
ESA Projects 

Requirements; ECSS-Q-ST-60 

Class 1 Class 2 Class 3 

DPA on 
qualified 
product 

Relays and 
oscillators 

 
None 

 
DPA on non-
qualified 
product 

Extensive 
list 
 

Relays, 
oscillators, 
commercial parts 

Relays, 
commercial 
parts 

Evaluation “…in absence of an approved demonstration that 
a component has the ability to conform to the 
requirements …” 

Verification of ECSS  
Q-60 Compliance 

Engineering Support in  
Components 

Secure the Availability of  
Qualified Parts, Processes  
and Personnel for 
ESA Projects 

* For standard monolithic active parts only 

Requirements; ECSS-Q-ST-60 

Class 1 Class 2 Class 3 

Commercial 
components* 

Extensive 
evaluation, 
screening and 
LAT. 

Extensive 
evaluation. LAT 
and screening 
based on 
results.  

Minimum 
evaluation; 
constructional 
analysis and 
radiation test. 

Radiation Reference to ECSS-Q-ST-60-15 

Organization DCL, PAD, JD 
PCB 

DCL, PAD, JD 
No PCB 



Verification of ECSS  
Q-60 Compliance 

Engineering Support in  
Components 

Secure the Availability of  
Qualified Parts, Processes  
and Personnel for 
ESA Projects 

Short/Medium and Long Term 
Access to Critical Technologies 

Tailoring typically seen in projects? 

Class 1 Class 2 Class 3 

Screening level No Some No 

LAT/QCI on 
qualified product 

Yes Some No 

LAT/QCI on non-
qualified product 

Yes Yes No 

Precap on qualified 
product 

Yes Some No 

Precap on non-
qualified product 

Yes Yes No 

Verification of ECSS  
Q-60 Compliance 

Engineering Support in  
Components 

Secure the Availability of  
Qualified Parts, Processes  
and Personnel for 
ESA Projects 

Tailoring typically seen in projects? 

Class 1 Class 2 Class 3 

DPA, qualified 
product 

Yes Some No 

DPA, non-
qualified product 

Yes Yes No 

Evaluation No 

Commercial 
components 

Yes (allowed 
or not) 

Yes (allowed 
or not) 

No 

Radiation Yes - by its nature radiation requirements do 
differ between projects. 

Organization Yes (CPPA, DCL content) No 



Why so much tailoring? 

•  No clear link with the actual risk that is acceptable? 
–  Assess risk – one cannot have it all! 

•  Are lessons learnt from previous problems written in 
but never out of requirements even when resolved? 
–  Really evaluate if necessary for a new project, 

don’t copy & paste! 
–  Trust and contribute to the alert system! 

•  Lack of trust in qualified components? 
–  Goal; a space qualified parts should be used as-is! 
–  Within Europe: align ESCC and ECSS. 

Dream scenario 

•  No additional tailoring for ECSS-Q-ST-60 in ESA programs 
•  Requires slight update of the standard, especially 

with respect to LAT/QCI 
•  Radiation, special requirements … 

•  Space qualified components to be used as is without 
additional testing and inspections. 

•  Recognition of classes/levels between continents. 



Access to space level parts:  
ESCC components 

1.  There were 37 ESCC Qualified 
manufacturers & 121 active 
certificates (@Dec 2014) 

Total : 675 
ESCC Specs 

Detail Specs: 
501  

Basic Specs: 
136  

Generic 
Specs: 38  5 New Qual in 

2013-2014 

53 Extension of 
Qual/MOQ in 
2014 

604 EPPL 
entries 
536 entries in 
EPPL1, 68 
entries in 
EPPL2, 68 
manufacturers 

121 QPL+QML 
Certificates 

2.  The European Preferred Parts List 
•  >600 line items listed covering 

most product families 
•  Tool for standardisation and 

selection  
•  Covers also non-qualified 

components 
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European Space Qualified Components 
 ECI Phase 1 - 4  

Qualified 
certificates 

Qualified 
Manufacturers 

Forecast 
Qualification 
Certificates 

Forecast 
Qualified 
Maufacturers 

StartECI I StartECI 2 StartECI 3 StartECI4 

European Components Initiative : 
Non dependence (TRL 4-6) 

ECI Phase 1 (2004-2010) Addressing the 
growing ITAR concerns through European 
alternatives 

 

ECI Phase 2 (2009-2012) Providing competitive 
alternatives (cost and time to market) 

ECI Phase 3 (2011-2014) Providing access to 
strategic components and technologies 

ECI Phase 4 (2013-2015) Strengthening the 
European supply chain 

14 



Focus on the right parts! 

•  There are indeed few problems with standard space 
parts used in their derated range! 

•  There are many problems with non-standard parts! 
•  new part 
•  new application 

•  extended thermal range 
•  compatibility with assembly 
•  … 

•  The basic requirement to evaluate non-standard part 
is mostly overlooked! 

•  We should spend the effort where needed! 

Observations from projects 

•  Resistor with maximum rated temperature 150C expected to 
operate at 250C – it does not. 

•  Non-hermetic component exposed to automatic cleaning 
with ingress of fluid as result. 

•  Commercial component rated to 125C selected for operation 
above 200C.  

•  Pure tin termination of commercial part realised very late. 

•  Component test plans not presented to part control board 
until very late stage. 

•  Test plans suggesting replicating mission on small sample 
size and allowing drift just in line with WCA limits. 

•  New parts not ready in time for use in project. 
•  Commercial IC with one date code containing two die 

revisions. 



Recommendations on evaluation 

•  Do it! 
•  Evaluation is not only testing! 
•  Evaluation is for selection – it is not lot acceptance. If the  

findings are not supportive then part should not be used. 
•  If needed due to lack of data test with high stress, try to find 

how robust the part is compared to the intended application. 
Findings in evaluation does not mean that the evaluation “failed”!  

•  Involve the right people early (customers and internally)– EEE, 
process, reliability, radiation engineers… 

•  Don’t forget checking compatibility with assembly. 
•  Don’t select immature parts for projects. 
•  Part should be stable and robust in its specified range – not 

merely good enough. 

Do we need a lower class of 
requirements? 

•  Hope not! 
•  However in Class 3 projects there are always equipment 

suggested which do not fulfil the requirements at all, typically by 
using commercial components with little or even no supporting 
data or test. 

•  Experience – saying no doesn’t help! 
•  Do we need a new set of requirements? 

•  If No space agencies and prime industry needs to support this
equally! 

•  If Yes what should it be: 
•  Test on board/unit level? 
•  Only have requirements for what cannot be used? 

•  Alternative approval loop for boards or equipment? 

 



Reflections on cost effectiveness 
for EEE in space missions 

•  Thank you! 
•  Looking forward to questions and discussion 



62(
 

(
( Examinations(of(Soldering(and(Plating(Technology(for(the(Use(of( (

Lead_Free(Commercial(Parts(
Nemoto,!N.!N.!;!Nakagawa,!T.!
JAXA!(Japan)!
(

(



TRISMAC(2015@Frasca3,(ItalyĀ

Examination of Soldering Technology for  
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Japan Aerospace Exploration Agency 
Safety and Mission Assurance DepartmentĀ

	�

TRISMAC(2015@Frasca3,(ItalyĀ

•  Background+
•  Technical+Issues+
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•  Implementa:on+for+rockets+avionics+
•  Approach+to+satellite+equipment+
•  Future+works+
•  SummaryĀ
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BackgroundĀ

Since the satellites such as earth observation satellite require to have a 
long mission duration in space and launch environment, device 
technology and mounting technology ensuring high reliability have been 
applied. 
Ā

	  
 

!  i
! 
!   

   Ā

Surface Mounted  
Device (lead type)Ā

Multi Layer 
Ceramics Chip 
CapacitorĀ

Leaded partsĀ Printed Circuit BoardĀ

TRISMAC(2015@Frasca3,(ItalyĀ

• Lead-free parts are broadly classified into electrodes with tin-based 
plating and gold-based plating. Technical issues exist for each of these 
types. Ā

[Tin-based plating] 
" Layer configuration of the electrodes 
"Manufacturing environment  
" Space environment such as vacuum 
and thermal cycles 
 
[Gold-based plating] 
"The gold and palladium are contained  
in the solder joint 
" IMC layer was generated 
" The amount of gold and palladium is 
over the limit 

Technical Issues (1/2)Ā

Image of Whiskers 

Image of cracking 

Crack of Solder jointĀ

Growth of  whiskersĀ

. Ā
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Technical Issues (2/2)Ā

•  What+is+Whisker?Ā

The 2nd International Whisker Symposium 
                                                       NASA/GSFC Jay BrusseĀ

�

vacuum conditionĀair conditionĀ

AWhisker was made from pure tin 
ATin whisker causes a short circuitĀ

ADifferent shapes of tin 
whisker were 
observed in air and 
vacuum conditions. 

ALong and straight tin 
whiskers were 
observed in vacuum 
thermal cycle test. 

TRISMAC(2015@Frasca3,(ItalyĀ ��

Unique environment of spaceĀ

• Rocket avionics and Satellite equipment have different environmental 
conditions for the risk of whisker growth for the mission duration.Ā

Rocket(avionicsĀ Satellite(equipmentĀ

Mission+dura:onĀ short++Ā LongĀ

Vacuum+dura:on+
++++++++++++++++++++++++++/condi:onĀ

short+/+lowĀ Long+/+highĀ

Thermal+cycle++dura:onĀ lessĀ moreĀ

Whisker+growth+riskĀ lowĀ highĀ
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Implementation for rocket avionics(1/5)
 

 
need for a  

( s )

	 s )

 The  
request for use of 

 

  is 
s

 

 

growth of whiskers 
and crack of solder joints

s  
     

E
( )

High Reliability Soldering Requirements 

   
   R
  using 

containing lead

 
Standard for Surface Mount Soldering 
Process 
 

TRISMAC(2015@Frasca3,(ItalyAnalysis sample (left : Chart of whisker growth, right : cross section of whisker)

• We carry out a whisker growth test with conditions taking  the 
manufacturing environment and launch environment, and ascertain 
the maximum length of the whiskers for each of  the lead-free parts 
that we are planning to use. 

• The maximum length of these whiskers is defined as “saturated 
length of whiskers growth”.  

Evaluation of whisker growth 

whisker 
length

Saturated length of 
whiskers growth

vacuumed condition

air condition

Implementation for rocket avionics(2/5)



TRISMAC(2015@Frasca3,(ItalyĀ

• We set the content of gold and palladium that would not lead to degrade the 
solder joint reliability.  

• We stipulated the limit scope; 
!  Plating thickness  : Au of 0.4um or less and Pd of 0.3um or less 
!  Content of solder  : Au of 0.025mass% and Pd of 0.5mass% 

• A cross-section inspection of the solder joint is carried out to confirm the 
state of the IMC layer at process evaluation phase. 

Soldering of through HoleĀ

��Cracking pointĀ
IMC layerĀ

No crackingĀ

Evaluation of solder joint cracking 

Implementation for rocket avionics(3/5)Ā

TRISMAC(2015@Frasca3,(ItalyĀ 	��

Selection flowchart of lead-free part 

• The supply of electronic parts with SnPb electrodes has been 
gradually depleted. 

• The needs for high functionality parts usage and cost reductions have 
grown. 

 
 
JAXA established JAXA Engineering Requirement and Guideline 

(JERG-1-009) in 2012 reflecting the “Selection flowchart of lead-free 
part” to reduce the risks of whiskers and weak solder joint. 

Implementation for rocket avionics(4/5)Ā
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•  Summary of Selection flowchart of lead-free parts �

		�

Type+of+
electrode+and+

terminal+
pla:ng�

+Removal+of+
Pd+and+Au�

Can(be(applied�

+Pd/Au+
content+of+the+
solder+joints�

No+whisker+
impact�

High+risk++of+
whisker+�

Life:me+evalua:on++
of+solder+joint�

[Au-based]�

[Sn-based]  (Pb < 3mass% )�

Possible�

Impossible�

AAu < 3 mass% 
AAu < 0.025 mass% 
            and 
  Pd < 0.05 mass% 

Other than 

(Whisker(
growth((

evalua3on(test�

Permissible a 
whiskers risk�

No Permissible� Pertaining+
(SnPb+solder)�

Use(prohibited�

+AParts+&+
@�On+mounted+item+
+AConformal+coated+

Bi+content+of+
electrodes+

and+terminals�
Other than 

Possible�

Impossible�

Bi < 4 mass%�

whisker 
evaluation�

joint reliability�joint reliability�

Implementation for rocket avionics(5/5)�
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Approach to satellite equipment (1/4)�

• A whisker grows straightly in the unique environment of space. 
!  It isn’t easy to conduct whisker growth test in vacuum condition. 
 
• The lead-free parts are exposed to an  
  environment with a long-duration thermal cycle. 
!  It is difficult to suppress the growth of whiskers. 

• We focused on conformal coatings that 
  mitigate the growth of whiskers. 
 
• The effectiveness of conformal coatings 
  were examined in whisker growth test.�

Policy�

	
�

Image of test sample covered  
with conformal coating�

(Tin plate)�

(Base metal) 

(Conformal coating)�

Whisker�
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• The general resin (urethane)-based conformal coatings used by 
spacecraft manufacturing were not able to obtain the effect of 
mitigating the growth of whiskers in a vacuumed thermal cycle test 
( 10-4Pa, -40 deg. C to +85 deg. C, up to 2,000 cycles). 

• We confirmed the following events. Ā
!  In the electrode corner of the lead-free part, the coated resin 
(urethane) is thinning. Ā
!  On the part where the coating thickness became thin, the whisker 
growth mitigation effect wears off and whiskers are growing.Ā

  SEM of external view of MLCC                                          SEM of expansion in the pole partĀ

	��Thermal cycle test  after 2,000 cyclesĀ

Approach to satellite equipment (2/4)Ā

initialĀ after 2000 cyclesĀ

TRISMAC(2015@Frasca3,(ItalyĀ

•  According to the subsequent analysis, the thinning of the resin (urethane) 
was caused by the temperature difference (high temperature and low 
temperature).  

•  The material properties of the conformal coating (hardness, Young's 
modulus, and glass transition point (Tg)) are important parameters. 

	��

Approach to satellite equipment (3/4)Ā

0
-

0
8

0 0 0 0
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1
5

BBase metalC�

BConformal CoatC�

BTin plateC�

%-.80*7��*&8:7.3,B?C�
�3)*39&9.43�85**)�
Ā

�*59-�4+�.3)*39&9.43�
Ā

Approach to measurementĀGraph of conformal coating’s hardness vs. temperatureĀ

H
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Ā

UrethaneBType AC�

UrethaneBType BC�

SiliconeBType CC�

ParaxyleneBType DC�
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•  Conformal coatings with different material properties were evaluated 
and the results confirmed that only paraxylene-based conformal 
coatings mitigate whisker growth until 2,000 cycles in thermal vacuum 
condition.�

 

Comparison of conformal coatings (Thermal vacuum cycling test after 2,000cycles)�

	�

initial� initial�after 2000 cycles� after 2000 cycles�

Urethane coating�Paraxylene coating�

Approach to satellite equipment (4/4)�

TRISMAC(2015@Frasca3,(Italy�

Future(works(�

•  Demonstration in space, of ensuring the effectiveness of measures 
against whisker growth which have been evaluated using ground tests. 

•  It is possible to achieve this plan by using the Exposed Experiment 
Handrail Attachment Mechanism (ExHAM) in the “Kibo” Japanese 
Experiment Module on the ISS. 

 

•  For the test sample with the lead-free parts exposed to the space 
environment, the temperature environment is estimated that 

@@-15 deg.C/+70 deg. C will be the maximum temperature range 
condition. 

	��
External view of ExHAM�

ExHAM�

ISS/JEM�

Sample�

Exposure Test�Samples will be returned to 
ground after 3 years in orbit 
exposed test.�
�
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SummaryĀ

• As a general rule, solder containing lead shall be used in space 
mission hardware for which high reliability is required. As long as lead 
can be supplied, JAXA will continue this policy going forward. On the 
other hand, if the use of commercial electronic parts is considered, 
combination “lead-free parts” and “solder containing lead” will further 
increase in the future. Ā

• For rocket avionics, we will accumulate reliability data that uses 
selection flowchart of lead-free part we have newly established, and 
use the results for ensuring the reliability of space mission hardware.  

• Furthermore, in satellite equipment, anticipating the use of lead-free 
parts in a few years, we will proceed with our efforts focusing on 
reliably obtaining in orbit the effects of conformal coatings with regard 
to mitigating whisker growth. Ā

	��

TRISMAC(2015@Frasca3,(ItalyĀ
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SOI9FPGA(In9orbit(Demonstra3on(Equipment(
(SOFIE)(

Koichi Suzuki 
JAXA 

TRISMAC(2015@Frasca3,(ItalyĀ ��

(Ini3a3on(of(SOFIE 

!  Mo3va3on(
"  FPGA%is%most%important%device%in%current%space%electronics.%JAXA%and%

CNES%are%developing%SOI%FPGA%using%Japanese%SOI%technology%for%space%
and%French%FPGA%architecture.%

!  SOI%FPGA%is%expecCng%to%contribute%stress%free%FPGA%acquisiCon%for%
Japanese%and%European%space%communiCes.%%%

!  On%the%other%hand,%it%is%hard%to%assure%design%quality%of%FPGA%because%it%is%
a%very%complex%device.%

%
Therefore%JAXA%iniCated%in%orbit%demonstraCon%before%pracCcal%use.%SOFIE%

(SOIIFPGA%InIorbit%DemonstraCon%Equipment)%is%an%equipment%for%inIorbit%
demonstraCon%of%the%SOIIFPGA.%

%
%
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#  JAXA/CNES%corporaCon%program%(under%development)%
#  French%technology%:%SRAM%FPGA%Architecture%
#  Japanese%technology%:%0.15�����%and%RHBD%
#  Reconfigurable%and%RadiaCon%hardness%Ā
(

(

(

(

(

(

(

(

(

(

��

FPGA chip 
#12mm�$�

FeatureĀ

FPGA(Ā SRAM(based(FPGA(ArchitectureĀ

ProcessĀ 0.15�m(CMOS(SOIĀ

GateĀ 450k(ASIC(gate(Ā

FrequencyĀ 120(MHzĀ

Consump3onĀ 600nW(/(core(cell/(MHzĀ

Rad(HardĀ TID:(1[kGy(Si)],(SEL:freeĀ

PackageĀ CQFP℀352Ā

VoltageĀ 1.5V/3.3VĀ

Evalua3on(device((SOI9FPGA)Ā

TRISMAC(2015@Frasca3,(ItalyĀ ��

Mission(of(SOFIE 
•  Mission(of(SOFIE(

To%demonstrate%radiaCon%tolerance%of%SOIIFPGA.%%%
To%demonstrate%reprogrammable%capability%in%space. 
–  SOI%structure%is%expected%to%have%good%SEE%tolerance.%SOFIE%counts%SEEs%

inIorbit%to%demonstrate%SEE%tolerance%of%SOIIFPGA. 
–  SRAM%based%technology%applies%to%SOI%FPGA.%Therefore%SOI%FPGA%has%

reprogrammable%capability%not%only%in%factory%but%also%aVer%launch.%

To%obtain%inIorbit%data%of%the%other%JAXA%developed%parts.%%
!  HR5000S(SOI%MPU)%
!  BSRAM%
!  POL 

HR5000S℀℀℀℀BSRAM!!�!!POLĀ



TRISMAC(2015@Frasca3,(ItalyĀ ��

Configura3on(of(SOFIE 

•  SOFIE%consists%of%SFICNT(SOFIE%controller),%SF–Gyro%(MEMS),%and%power%
circuits.%

•  Installed%SOI%FPGA%is%engineering%sample%3rd%version.%
%%%%%(current%SOI%FPGA%design%is%5th%version)%
%

%
%
%
%
%
%
%
%
%
%

SOI-FPGAĀ

SOI-FPGAĀ

TRISMAC(2015@Frasca3,(ItalyĀ

EquipmentĀ

Spec.Ā

SizeĀ 312mm×125mm×240mmĀ

WeightĀ 5kgĀ

P o w e r 

consumption 

18.8W (Average) 
30.2W (Peak)Ā

Mission 
Data I/FĀ RS-422Ā

HK I/FĀ MIL-STD-1553B 

	�

SF-GYRO 

SF-CNTĀ
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Opera3on(Plan(�

FY2014� FY2015� …� FY2019�

!jul%%%%%%Aug%%!!Sep%!!Oct%%��!Nov%%��!Dec%%��!Jan%%��!Feb%%%%%%%%%%%%
Mar�

…%

milestone%

check%out%

mission%
operaCon%

Extra%
operaCon%

Check out review�

"SOI-FPGA, HR5000S, POL TLM mon�

"Initial check out 

"reconfiguration(1 /week)�
"SEU Error monitoring�

L+1year 

check out mission operation( 1 year) Extra ope.(4years) 

L+5year�


�

SEU error monitoring and SF GYRO cont.�

TRISMAC(2015@Frasca3,(Italy� ��

SEU(error(monitoring�

"  To%configurate%ShiV%registor%using%whole%gates.%
"  To%monitor%output%of%shiV%registor.%
%

! User%RAM%Area%!Error%counCng%by%memory%patrol%method%

!  Core%cell%Area%!ShiV%registor%chain%method%

���������

IN�

CLK�

OUT�DIFF� DIFF� DIFF�DIFF�0� 0� 1�

"  To%write%“All%0”%or%“All%1”%for%whole%cells%
"  To%search%bit%error%by%frequent%data%check%(Memory%patrol)%%

Shift resistor�
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!  SOFIE%has%2%configuraCon%memories.%Different%programs%are%installed%in%each%memories.%
!  FPGA%will%be%reconfigured%frequently%using%different%programs.%
!  This%experiment%will%execute%year%aVer%launch.

Reprogram

SF-CNT�

FPGA

EEPROM 
(ID_1) 

EEPROM 
(ID_0) 

launch
� Reprogram 

experiment

1year

TRISMAC(2015@Frasca3,(Italy

Opera3on(Mode

Experiment(mode(

<Launch Critical phase>  

Power OFF 

<Check out Phase> 

STAND BY  

    Fundamental check out 
SOFIE Initial check out 
Validation of operation mode transition 

     (Power OFF Stand by Experiment) 
 

<Mission Operation phase> 

Experiment mode 
SEU error measurement 
SF GYRO operation 

�◆Operation Mode diagram 

Power%OFF

Stand%by

Power%ON/OFF

SEU%Error%measurement%
SFIGYRO%operaCon%

LLM
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  �������

Launch%siteĀ Tanegashima%space%centerĀ

Day%of%launchĀ May%24,%2014Ā

Launch%vehicleĀ On%board%ALOSI2%

Launch%methodĀ Cold%launch%

  Satellite%in%operaCon(ALOSI2:Advanced%Land%Observing%SatelliteI2)%

TypeĀ SunIsynchronous%subI
recurrent%orbit%

Local%sun%Cme%at%
descending%nodeĀ

12:00%±15%min.%

Revisit%CmeĀ 14%days%

AlCtudeĀ 628%kmĀ

Orbit%inclinaConĀ 97.9%degree%

PeriodĀ 97.3%min.%
���

Launch 
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•  Confirma3on(of((the(health(of(the(SOFIE((June,(on(6/8). 
–  Confirm%no%abnormality%on%TLM%items%which%can%be%checked%in%standIby%mode%

HR5000S(which%is%on%board%the%MPU%of%SOFIE):any%funcCon%is%normal 
•  confirma3on(of(Stand9by(mode((Con3nuous(observa3on(started(6/12) 

–  Set%up%the%standIby%mode%to%measure%the%radiaCon%tolerance%level%of%HR5000S%inIorbit%%
–  Confirm%the%data%related%to%cache%error%of%HR5000S 

•  Ini3al(checkout(in(opera3on…TLM(and(observa3on(data 
–  Confirm%the%basic%funcCons%such%as%configuraCon%of%SOIIFPGA%inIorbit 

Ini3al(checkout 

Operation mode SF-CNT SOI-FPGA Obtainable data 

Power OFF Power OFF Power OFF No data 

Stand-by In operation Before 
configuration 
(before 
reprograming the 
circuit) 

●equipment ON/OFF state 
●temperature(FPGA, HR5000S, POL) 
●HR5000S error log 
●BSRAM error log 
●SOI-FPGA status monitoring 

Experiment 
mode 

In operation Operational 
(afteronfiguration
) 

All of the above and Mission data 
(SOI-FPGA experiment data) 



TRISMAC(2015@Frasca3,(ItalyĀ ���

Results(of(SEU(error(measurement( 
•  EvaluaCon%of%SEU%error%log%(SOI%FPGA,%MPU,%BSRAM)%since%June%12.%

–  SOI%FPGA%%%%%%%%%%%%%%%%%%%%%%%:%No%error%%
–  HR5000S(SOI%MPU)%%%%%:%No%error%%
–  BSRAM%%%%%%%%%%%%%%%%%%%%%%%%%%%:%742%SEUs(as%of%Feb.%28)%
�BSRAM%SEUs%are%oneIbit%error%(no%MBU)%%
%

–  BSRAM%is%installed%SOFIE%as%radiaCon%parCcles%detector%%
because%it%is%sensiCve%for%radiaCon%parCcles.%%

–  SOI%FPGA%has%shown%no%SEUs%in%spite%of%radiaCon%detector%
measures%radiaCon%parCcles.%

–  Therefore%SEU%tolerance%of%SOI%FPGA%has%demonstrated%in%
real%radiaCon%condiCon.%%

 

Mission(opera3onĀ
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BSRAM(Radia3on(Detector)Ā

���

DuraConĀ Aug.%2014%–%Feb.%2015(221%days)Ā

1%Bit%errorĀ 741Ā

!  4Mb%SRAM%as%
RadiaCon%monitor%
device%

!  SEU%count%by%Memory%
patrol%

!  LETth%=%0.46%%%
%%%%%%%%%%%%%%%%MeV/(mg/cm2)]%

BSRAMĀ



TRISMAC(2015@Frasca3,(ItalyĀ

SOI(FPGA(is(programmed(for(SF(GYRO(controllers(circuit(also.((
!  SOI%FPGA%is%handling%GYRO%output%data%properly.%SF%GYRO%output%shows%ALOS2%%

antude%status%same%as%IRU%(primary%antude%sensor%of%ALOS2).%

! SOI%FPGA%is%working%well%conCnuously.%%

13:00:00Ā 13:30:00Ā

de
g/
se
cĀ

SF9GYROĀ

13:05:49Ā

13:26:58Ā

I1%

I0.5%

0%

0.5%

1%

0%13:00:00Ā 13:30:00ĀALOS2_IRUĀ

de
g/
se
cĀ

7/22%13:00~13:30(UT)Ā

13:05:50Ā

13:26:58Ā

���

Mission(opera3onĀ
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AnomalyĀ
•  SOFIE%noCfied%configuraCon%error%at%aVer%programming%of%SOI%

FPGA%a%few%Cmes%in%iniCal%operaCon%phase.%

•  Anomaly%invesCgaCon%tests%have%carried%out%using%ground%
model%of%%SOFIE.%%

•  Cool%condiCon%of%SOI%FPGA%has%idenCfied%as%contributed%
parameter%by%ground%test%results.%Cool%condiCon%will%affect%
configuraCon%circuit%of%SOI%FPGA.%

•  Weakness%of%configuraCon%circuit%of%SOI%FPGA%3rd%version%has%
modified%at%4th%version%(current%design%is%5th%version).%

•  SOI%FPGA%5th%version%will%be%evaluated%near%future.%Ā

�	�
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ConclusionĀ
!  SOFIE%was%launched%to%demonstrate%SOI%FPGA%performance%such%as%

radiaCon%tolerance.%
!  SOI%FPGA%shows%good%radiaCon%tolerance%since%operaCon%start.%This%

results%is%same%as%expected%before%launch.%%
!  SOI%FPGA%radiaCon%tolerance%will%show%over%15Mev/(mg/cm2)%at%year%aVer%

launch,%If%no%SEUs%will%be%observed.%
!  SOFIE%operaCon%will%conCnue%next%4%years%to%demonstrate%more%strong%

SEE%tolerance,%and%proceed%to%reprogramming%evaluaCon.%

!  SOFIE%unveiled%configuraCon%weakness%of%SOI%FPGA%3rd%version%design.%%
!  Development%of%SOI%FPGA%is%not%completed%and%will%proceed%final%stage%to%

take%countermeasures%against%observed%anomaly%such%as%modificaCon%of%
design,%test%methods%%and%quality%assurance%effort.%

!  SOFIE%is%making%a%good%contribuCon%to%SOI%FPGA%development.%%%

�
�
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IPC Part: 1 
Technical and Economical               
consequences of poor Q & R 

in Space applications?  

What can problems cost? 

The Big Picture! 
• What is the cost of:  

– A Space Shuttle? 
– A Communication satellite?   
– A Satellite for exploring Mars? 

What does it cost to 
make a service call in 

Space? 

Billions of € 



The Small Picture!!

 The assembled PCB!    

Which PROBLEMS do 
you have? 

I will give You  
some examples? 



Typical problems? 
1.  Open Circuits in a PCB? 
2.  Cu is only covering a part of a PTH? 
3.  PTH not filled after wave/selective soldering? 
4.  Solder Mask is covering test points? 
5.  Over plugged via holes? 
6.  Bad registration between Cu pattern and Stencil 

openings? 
7.  Tomb stoning? 
8.  Mechanical damage on PCB? 

Typical problems? 
9. Solder Balls after Reflow Soldering? 
10. Delaminating of solder mask after reflow. 
11. Delaminating of solder mask after wave. 
12. Bad Cleaned PCBs? 
13. Dendrites on PCBA in return from the field. 
14. Voids in BTC (typical QFN)? 
15. Bad wetting at SMD components? 
16. ? 



IPC Part: 2 
What does IPC 
Class 3 mean? 

Rather hard to achieve? 

Project Leader for a 
Space PCBA 

Purchasing 

Must follow IPC Class 3 



Must be delivered IPC Class 3 

The PCBs (Bare Boards) 

Must be IPC Class 3 

The PCBAs (Assembled and Soldering) 



Must be IPC Class 3 

The PCBAs (Cleaning and Lacking) 

Requirements for 
Soldered Electrical and 
Electronic Assemblies  

(PCBA) 



 
Requirements for Soldered  

Electrical and Electronic Assemblies 
 

Special for Space Applications! 



+ 



J-STD-001F 

J-STD-001F 
General Demands! 



Definition of Requirements 

N = No requirements has been   
       established for this Class. 
A = Acceptable. 
P = Process Indicator. 
D = Defect. 

Definitions 
Examples: 
   [A1P2D3] = Acceptable Class 1, Process 

Indicator Class 2 and Defect Class 3. 
   [N1D2D3] = Requirement Not Establisid 

Class 1, Defect Class 2 and 3. 
   [A1A2D3] = Acceptable Class 1 and 2. 

Defect Class 3. 
   [D1D2D3] = Defect for all Classes. 



J-STD-001F examples 
•  Material and processes used to assemble/manufacture 

PCBAs shall [D1D2D3] be selected such that their use, 
in combination, produce products acceptable to this 
standard.   

•  Solder shall be accordance with J-STD-006C [D1D2D3]. 
•  Flux shall be accordance with J-STD-004B [D1D2D3]. 
•  Solder paste shall be accordance with J-STD-005A 

[D1D2D3]. 
•  Machine control [N1D2D3]. 
•  Solder Bath [N1N2D3]. 
•  Reflow Soldering [N1D2D3]. 
•  Solder Connection [D1D2D3].    

In addition J-STD-001FS 
Space Addendum! 



0.1.4 Use This Addendum is not to be used as a 
standalone document. 
Where criteria are not supplemented, the Class 3 
requirements of IPC J-STD-001F shall apply. Where 
IPC J-STD- 001F criteria are supplemented or new 
criteria are added by this Addendum, the clause is 
listed in J-STD-001FS, Table 1, Space Applications 
Requirements, and the entire IPC J-STD-001F clause 
is replaced by this Addendum except as 
specifically noted. 

IPC Part: 3 
How can IPC assist? 

IPC Validation Service Programs 



IPC QPL/QML … Filling the Gap 

Valida'on!Services!Vision!



What is QML / QPL? 
•  QML – Qualified Manufacturers List 

– Examples:  PCB’s, PCBA’s, Cable and Wire 
Harness, IP Protection 

•  QPL – Qualified Products List 

– Examples:  Solder Fluxes, Solder Pastes, Solder 
Alloys, Conformal Coatings 

Industry Drivers … Why VS 
was Developed 

Question EMS OEM
See-Value-in-the-QPL/QML-program 85% 89%
See-value-in-IPC's-QML/QPL-registry-(database) 86% 88%
Feel-the-program-would-improve-vendor-selection-process 44% 75%
Participation-would-provide-competitive-advantage 47% N/A

Source:  2013 Survey of managers and above 



Validation Services Program 
Overview 

•  3 year certification. 
•  Process focused audit program! 
•  Audits conducted by trained IPC 

personnel. 
•  Process: 

– Pre-audit assessment. 
– On-site audit ! 2 to 3 days. 
– Product testing ! by IPC approved test labs. 

QPL and QML Scope 
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Final!
Product!QPL!

J!–!STD<!!004!
Flux!
!
J!–!STD!<!005!
Solder!Paste!
!
J<!STD!–!006!
Solid!Solder!
!
IPC!–!CC!–!830!
Conformal!Coa'ng!

QML!

IPC!–!1071!
Protec'on!of!IP!<!PCB!
!
IPC<6012/600!
PCB!Fabrica'on!
!
J<STD!–!001/610!
Soldered!Assemblies!
&!PCBA!Acceptance!
!
J!–!STD!–!001!Space!
Addendum!for!Aerospace!
!
IPC!–!WHMA!–!620!
Cable!and!wire!harness!
!
IPC!–!1072!
Protec'on!of!IP!<!EMS!

OEM!

Medical!
!
Defense!
!
Aerospace!
!
Automo've!
!
Industrial!
!
Telecom!



Process Based Audits 
Requirement* Documenta/on*

Required*
Example* Deemed*not*

Applicable*
Explana/on* Self*

Score*
Auditor*
Score*

Scoring System: 
0 = No Evidence. Corrective action required. 
1 = Rarely comply. Corrective actions are planned or required. 
2 = Some noncompliance’s noted. Corrective actions are  
      planned or required. 
3 = Meet the minimum requirements. 
4 = Exceed the minimum requirements. 
 
Average score is tallied to determine class of manufacturing. 
 
All Requirements with defect codes (D1D2D3 N1N2D3) 
must achieve score of  3 or 4 for class 3 certification 

33!

IPC – JSTD - 001/610 
Requirement!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!!Documenta'on!!!!!!!!!!!Examples!of!Evidence!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!!Required!

Rework!for!Classes!1!and!2!should!be!documented.!!
Rework!for!Class!3!shall!be!documented.!![N1N2D3]!

Procedures!and!Work!
Instruc'ons!

Defect!data!collec'on!reports.!Rework!/!Repair!
work!instruc'on.!

Hardware!defects!shall!not!be!repaired!un'l!the!
discrepancy!has!been!documented!for!Classes!2!and!3.!!
[N1D2D3]!

Procedures!and!Work!
Instruc'ons!

Defect!data!collec'on!reports.!!Rework!/!Repair!
work!instruc'on.!

Rework!and!Repair!shall!meet!all!applicable!
requirements!of!IPC!7711/7721!standards.!![D1D2D3]!

Procedures!and!Work!
Instruc'ons!

Rework!/!Repair!work!instruc'on.!!Copy!of!IPC!
7711/7721!at!the!worksta'on.!

PCB!Assemblies!shall!be!free!of!par'culate!ma_er!
(Magnifica'on!Inspec'on).!![Space!Addendum!Required]!Records!

4X!and!10X!magnifica'on!shall!be!used!for!
inspec'on!of!PCB!Assemblies,!inspec'on!records,!
and!work!instruc'ons.!

Type!H!or!M!fluxes!may!be!used!for!'nning!of!solid!
wires.!!Flux!types!RO!or!RE!of!the!L0!flux!ac'vity!level!or!
equivalent!shall!be!used.!![Space!Addendum!Required]!

Procedures!and!Work!
Instruc'ons!

Work!Instruc'ons,!training!aids,!and!employee!
training!records.!!Supplier!data!sheets.!!Refer!to!
Sec'on!3.3!of!J<STD<001.!

IPC – JSTD - 001/610 Space 



IPC!–!WHMA!<!620!

Procedures!and!processes,!including!con'nual!review!of!
test!and!inspec'on!data!and/or!standards!
accredita'ons,!are!in!place!to!ensure!test!and!
measurement!equipment!are!properly!calibrated!and!
func'onal.! Records!!

GR&R!(Gauge!R&R:!!Repeatability!and!
Reproducibility)!studies,!reports.!!Accepted!limit!
for!GR&R!studies!is!under!10%.!!GR&R!limits!
between!10%!and!30%!are!only!acceptable!for!
some!condi'ons!and!must!have!customer!
approval.!!GR&R!limits!above!30%!are!
unacceptable.!

Rework!for!Classes!1!and!2!should!be!documented.!!
Rework!for!Class!3!shall!be!documented.!![N1N2D3]!

Procedures!and!Work!
Instruc'ons!

Defect!data!collec'on!reports.!Rework!/!Repair!
work!instruc'on.!

In!the!event!a!rework!or!repair!ac'on!takes!place,!any!
tests/inspec'ons!that!were!previously!performed!shall!
be!repeated!in!their!en'rely!for!the!por'on!of!the!
product!that!was!affected!by!the!rework!or!repair.!!
[D1D2D3]!

Procedures!and!Work!
Instruc'ons!

Work!Instruc'ons,!visual!aids,!interviews!with!
operators!who!understand!the!process,!and!
review!assemblies!on!the!assembly!line.!

Requirement!!!!!!!!!!!!!!!!!!!!!!!!!!!!Documenta'on!!!!!!!!!!!!!Examples!of!Evidence!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!Required!

Annual Assessments 
Annual Assessments are required to retain 
certification. Data must be submitted and 
reviewed by IPC Validation Services personnel. 
 
● Personnel Training, Education and Certifications 
    CIS,CIT,MIT,CID certifications, other certs and accreditations etc. 
 

● Facility, Process and Leadership changes. 
    Processes added or removed. Location change etc. 
 

● Operational Metrics. 
    First pass yields, delivery metrics, capacity etc.  
 



Validation Services Roadmap 
•  QPL:  J-STD-004, 005, 006    Q4/2013 "
 
•  QML:  J-STD-001/610    Q1/2014 "
•  QML:  J-STD-001 Space    Q3/2014 "
•  QML:  1071      Q3/2014 "
•  QML:  620      Q3/2014 "
•  QML:  6012/600 Phase 1    Q2/2015 
•  QML:  1072      Q3/2015 

" = Completed 

Program Visibility …  
Validation Services 

Website 



Benefits of VS for OEM’s 
•  Ensure that Current Standards are 

implemented. 
 All audits are performed to current standard revisions 

•  Increased number of CIS & CIT Certifications. 
 Audits raise awareness of the benefits  

•  Enhanced Process Efficiency. 
 20% reduction in solder defects have been reported 

•  Reduced Self-Audit requirements. 
 Certification verifies process conformance   

•  Easy access to list of Certified Suppliers. 
 Free listing on VS website 

•  Annual Assessments to verify Compliance. 
 Processes and KPI’s are monitored by audit staff. 

What does QML cost? 
QML for 001/610 Fees  

Per Site Additional Costs 

Application/Audit- Initial Assessment  US$5000 Additional Days on Site US
$1600 Per Day. 

Initial QML Set-Up Fee US$600 
Post Audit Assessment 
Time US$200 Per Hour. 
Requalification US$3000. 

QML Annual Maintenance Listing Fee 
Years 1 and 2  US$600 Per QML Listing 

Travel Costs acc book and counting 

Total cost US$6200 Travel Costs not included! 



IPC Part: 4  

Need for an IPC Checklist? 

Pilots use Checklists!  
Time for the Electronic industry?  

For better PCBAs in Space!! 



It has many 
Steps! 

From the start to the end of  
a Space PCB! 

Plus that many steps  
influence each other!!  



IPC Part: 5 
Summary and Conclusions 

Will and Can the Electronic Industry  
meet the future quality demands? 



THANK YOU! 

Mobil: +46 70-212 74 39 
Email: LarsWallin@ipc.org 
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1.(Introduc3on/Background(1/3) 
Ā

JAXA started development of the JEM in 1985 and started operation from 2008.  
JAXA  started development of the HTV in 1995 and completed operation of  four HTV 
by 2015. 
 
To ensure a highly reliable system, the use of COTS EEE parts was not permitted for 
the JEM and HTV. 

Copyright
NASAĀCopyright
NASAĀ
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1.(Introduc3on/Background(2/3) 
Ā

(1) Spare JEM System equipment 
JEM system equipment was manufactured before 2000, and some 
equipment has failed, or is nearing the end of product life.  JAXA has to 
manufacture spare equipment for replacement, but it is difficult to 
purchase the same EEE parts.  
In addition, demands for budget reduction are being made to cope with 
extension of ISS(JEM) operation. 

 
(2) Improving JEM Value 

The JAXA ISS Program is required to conduct as many experiments as 
possible under a limited budget because the government and public 
demand greater value, benefit, knowledge, etc.  
Each experiment project budget becomes smaller after system 
developments had been completed. Major manufacturers have 
disappeared and have been replaced by new smaller ones joining the 
field of experimental space facility development. 
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1.(Introduc3on/Background(3/3) 
Ā

Definition 
(1) COTS : Commercial Off-The-Shelf 
 
(2) COTS Component : Commercial component such as video camera, PC, etc.  
 
 
 
 
 
 
(3) COTS Board : Commercial printed wire board such as video card, memory board, etc.  
 
 
 
 
 
(4) COTS EEE Part : Commercial EEE parts such as diode, resistor, etc. 
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2.(JAXA(ISS(Program(Ac3vi3esĀ

2.1 Use of highly reliable COTS EEE parts. 
 
2.2 Use of COTS components. 
 
2.3 Use of COTS EEE parts for experimental facilities. 
 
2.4 Permission for EEE part procurement from providers on the Web. 
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The Safety and Mission Assurance Department adopted the following handbooks for the use of 
highly reliable COTS EEE parts in rockets and satellites. 
       > General : JERG-0-052 
       > Rocket  :  JERG-1-010 
       > Satellite (Long Life Satellite) : JERG-2-023 
       > Satellite (Scientific Satellite) : JERG-2-024 
 
Based on these handbooks, the Human Space Safety and Mission Assurance Office (JAXA ISS 
S&MA) established an independent guideline (JSX-2013013) for the use of highly reliable 
COTS EEE parts in the JAXA ISS program. 
In this guidelines, JAXA ISS S&MA used the existing commercial authentication system to  
facilitate the use of COTS EEE parts in the JAXA ISS program. 

2. JAXA ISS Program Activities 
2.1 Use of highly reliable COTS EEE parts (1/3) 
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(1) IECQ-CECC(IEC Quality Assessment System for Electronic Components) Approved Parts 
The IECQ is a worldwide approval and certification system covering the supply of electronic components 
and associated materials and assemblies (including modules) and processes. It uses quality assessment 
specifications based on International Standards prepared by the International Electrotechnical 
Commission.     http://www.iecq.org/index.htm 

 
(2) ISO/TS16949 Approved Parts 

The ISO/TS16949 is an ISO technical specification aimed at the development of a quality management 
system that provides for continual improvement, an emphasis on defect prevention and the reduction of 
variation and waste in the supply chain. It is based on the ISO 9001 standard, and the first edition was 
published in June 1999 as ISO/TS 16949:1999. 
TS16949 applies to the design/development, production and, when relevant, installation and servicing of 
automotive-related products.     http://en.wikipedia.org/wiki/ISO/TS_16949 

 
(3) ISO 26262 Approved Parts (ASIL-B/C/D only) 

ISO 26262 is a Functional Safety standard, titled "Road vehicles – Functional safety". 
Functional safety features form an integral part of each automotive product development phase, ranging 
from specification to design, implementation, integration, verification, validation, and production release. 
The ISO 26262 standard is an adaptation of Functional Safety standard IEC 61508 for Automotive 
Electric/Electronic Systems. ISO 26262 defines functional safety for automotive equipment applicable 
throughout the lifecycle of all automotive electronic and electrical safety-related systems. 
                       http://en.wikipedia.org/wiki/ISO_26262 

2. JAXA ISS Program Activities 
2.1 Use of highly reliable COTS EEE parts (2/3) 
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Grade 1 Application    
       None 
 
Grade 2 Application 
 IECQ-CECC Approved Parts 
        Ā  To perform foreign object protection measures (PIND:Particle Impact Noise Detection test, etc.) on 

parts having a cavity 
        	 To perform burn-in (including the run-in) in accordance with SSQ25001 for the purpose of screening 

the initial failure. 
        	 To perform QCI (Quality Conformance Inspection) and evaluation test for radiation tolerance.  
 
Grade 3 Application 
 IECQ-CECC Approved Parts 
     ISO/TS16949 Approved Parts 

ISO 26262 Approved Parts (ASIL-B/C/D only) 
        Ā  To perform foreign object protection measures (PIND, etc.) on parts having a cavity 
        Ā  To perform burn-in (including the run-in) in accordance with SSQ25001 for the purpose of screening 

the initial failure. 
        Ā  To evaluate radiation tolerance based on the test results of a similar design. 

2. JAXA ISS Program Activities 
2.1 Use of highly reliable COTS EEE parts (3/3) 

TRISMAC(2015@Frasca3,(ItalyĀ

To develop equipment quickly and use state-of-the-art parts, it is necessary to use 
COTS components or COTS boards. 
In this case, adjusted it about contents of following  ~  beforehand in project 
team and S&MA and documented it as a “development policy”. 
 

Countermeasures for whisker by Lead free solder 
Countermeasures for radiation 
Enforcement of safety measures for condensers, etc. 
Enforcement of screening at the component or board level 

2. JAXA ISS Program Activities 
2.2 Use of COTS components  
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JEM and HTV system equipment must have reliability to carry out various experiments, but 
experimental facilities only perform a limited mission and require less reliability compared to 
system equipment.  
In addition, regarding experiment support equipment (experiment rack), reliability, like 
system equipment, is unnecessary because it is limited to the experimental devices, for 
which failure influence is equipped in many cases. 
 
Therefore, JAXA ISS S&MA subdivided Criticality Category 3 in SSP30234 based on 
mission influence; and we set requirements that govern the use of COTS EEE parts in 
experiment support equipment and experimental facilities. 
 
Furthermore, JAXA S&MA permits project team discretion for the selection of parts for on-
orbit verification equipment that does not influence JEM system Safety or I/F condition 
because JAXA is the sole recipient of mission results. 

2. JAXA ISS Program Activities 
2.3 Use of COTS EEE parts for experimental facilities(1/3)Ā
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2. JAXA ISS Program Activities 
2.3 Use of COTS EEE parts for experimental facilities(2/3)Ā

Criticality Category in SSP30234� EEE Parts Application Grade�
JEM/Payload� HTV�

1� Grade 1� Category 1�

1R� Critical� Grade 1� Category 1�
Non Critical� Grade 2� Category 2a/2b�

1S� Grade 1� Category 1�
1P� Grade 1� Category 1�

1SR� Critical� Grade 1� Category 1�
Non Critical� Grade 2� Category 2a/2b�

2� Grade 1� Category 1/3�

2R� Critical� Grade 1� Category 1�
Non Critical� Grade 2� Category 2b�

2N� Grade 2� Category 3�
2NR� Grade 2� Category 3�
3� Grade 2� Category 4�

SSP30234 :INSTRUCTIONS FOR THE PREPARATION OF FAILURE MODES AND EFFECTS ANALYSIS AND 
CRITICAL ITEMS LIST FOR SPACE STATION Ā

To be able to use COTS EEE parts in experiment support equipment and 
experimental facilities by subdividing Criticality Category 3 based on the 
influence on mission. 
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2. JAXA ISS Program Activities 
2.3 Use of COTS EEE parts for experimental facilities(3/3)Ā

System� Definition� Criticality 
Category� EEE Parts Application Grade*1�

JEM�

ALL (Detailed Analysis Not Performed)� 3� 2�
JEM System Equipment� 3JA� 2�
JEM Experiment Support System 
(Loss of Partial Mission)� 3JB� 3�
Except 3JA and 3JB� 3JC� 4�

Payload�  �
Rack Level� Experimental 

Facility Level�

On-orbit 
Verification 
Equipment�

Affect to JEM/HTV 
Detailed Analysis Not Performed� 3� 2� 2� 2�

Loss of All Mission� 3PA� 2� 2� 4 *3�
3PAM*2� N/A� 3� 4 *3�

Loss of Partial Mission�
3PB� 3� 3� 4�
3PBM*2� N/A� 4 *3� 4�

No Affect on Mission Success� 3PC� 4 *3� 4 *3� 4�
Except 3, 3PA, 3PAM, 3PB, 3PBM,3PC� 3PD� 4� 4� 4�

*1 : COTS EEE parts allowed for use for Application Grade 4 
*2 : M means maintainable. 
*3 : Screening test is requiredĀ
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In recent years, it has become possible to purchase EEE parts on the 
Web, and there are suppliers recognized by the parts manufacturer as 
authorized distributers. 
In the case of Web procurement, we can purchase parts in the required 
amounts with a short delivery date, but we have to pay attention to avoid 
the purchase of counterfeit parts. 
Therefore, JAXA has set requirements (JSX-2014022) for Web 
procurement. 

2. JAXA ISS Program Activities 
2.4 Permission for EEE part procurement from providers on the Web(1/2) 
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Requirements in JSX-2014022 
� Obtain agreement of JAXA Project team and ISS S&MA prior to placing orders with 

providers on the Web. 
 

� Purchase correct parts (MFR original products)  from authorized distributers 
Prevent the mixture of counterfeit parts by purchase from a part manufacturer or 
authorized distributer; and obtain evidence of performance guarantee. 

 

� Acquisition of traceability information 
JAXA ISS S&MA accepts substitutes with the statement of delivery because it is 
difficult to obtain CofC of COTS EEE parts. Other parts such as MIL approved parts 
require CofC, including test data. 

 

��Confirmation of specifications based on the latest data sheetĀ
Obtain the latest data sheet and confirm specifications  because data sheets shown 
on Web may not be the latest. 

 

� The purchase of spare parts 
The purchase of spare parts is required because COT product specifications change 
without notice. 

2. JAXA ISS Program Activities 
2.4 Permission for EEE part procurement from a provider on the Web(2/2) 
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3.1 Use of highly reliable COTS EEE parts. 
 
3.2 Use of COTS components. 
 
3.3 Use of COTS EEE parts for experimental facilities. 
 
3.4 Permission for EEE part procurement from providers on the Web. 

3. Effects of ActivitiesĀ
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Maintenance requirements were completed in August, 2014, but 
there are currently no results. 
JAXA ISS S&MA thinks that results will be given in conjunction with 
“3.4 purchase from Web providers” in the future. 

3. Effects of Activities 
3.1 Use of highly reliable COTS EEE parts(1/1) 
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There are more than six results from 2009. 
The adoption of this method allows short-term and low-cost equipment 
development.  
The major failure was only one case that occurred in the LEHX. 
 
(1) JMX-2009051 Development Policy of Layer2 Ethernet Hub and Multiplexer (LEHX) 
              > 1553B Bus Controller, Switching Hub 
              > Abnormal behavior of the CPU of the 1553B module occurred, but it is confirmed to recover by 

reboot. 
(2) JMX-2010374 Development Policy of the JEM Internal Video Camera System 
              > Camera, Battery charger 
(3) JMX-2011299  Development Policy of the JEM Cabin Environment Monitoring Network System 
               > DC/DC Converters, Band Pass Filter, Battery, Sensors 
(4) JMX-2013065  Development Policy of 4K Ultra HDV System 
              > 4K Video Camera, HD Converter, 4K Recorder, 4K Monitor 
(5) JMX-2013421   Development Policy of IVA-resupplyable Small Exposed Experiment Platform 
              > COTS EEE Parts 
(6) JMX-2013475   Development Policy of JEM PDH Spare 
               > Control Computer 

3. Effects of Activities 
3.2 Use of COTS components(1/1)  
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Maintenance requirements were completed in August, 2014, and many 
experiment facilities applied these requirements. 
 
After setting these requirements, circuitry and integrity design came to be 
carried out so that device Criticality Category was reduced to the lowest 
degree possible. 

3. Effects of Activities 
3.3 Use of COTS EEE parts for experimental facilities(1/1)Ā
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JAXA ISS S&MA set JSX-2014022 guidelines on Jan. 2015 to permit the 
purchase of EEE parts from Web providers. 
Before setting this guideline, JAXA ISS S&MA permission was obtained in pre-
coordination meetings with JAXA project team and contractor.  
 
There are more than ten results in JAXA. 
       (1) Two-Phase Flow experiment facility (TPF) 
       (2) Stirling-Cycle Refrigerator (FROST, D-FROST)  
       (3) Thermal Chamber SystemĀ

�������(4) Plant Gravity Sensing Ā
�������(5) Space AgingĀ

�������(6) Hybrid Training System (HTS)Ā
�      (7) Atomization Observation Equipment (AOE)Ā
�������(8) Multi purpose Small Payload Rack 2 (MSPR2)Ā

> MSPR2-DCU2 (DC/DC Converter Unit2) 
> MSPR2-HBU2 (Hub Unit2) 
> MSPR2-VCRU2 (Video Compression Recording Unit2) 

3. Effects of Activities 
3.4 Permission for EEE part procurement from providers on the Web(1/2) 
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(1) The main part which JAXA ISS contractors purchase from Web providers 
a) Passive parts such as large capacitance capacitor, a ultra-precision resistor, the tip coil 
b) Semiconductor IC 
c) Discrete semiconductor such as diode, transistor 

 
(2) Merit of the purchase from Web providersĀ

 
 
   
       
 
 
 
 
 
 

Part TypeĀ
WebĀ

Normal Distribution 
ChannelĀ RemarksĀ

CostĀ Lead TimeĀ CostĀ Lead TimeĀ

Passive PartĀ \75 
(unit prices)Ā 4-7 DaysĀ

\40,000 
1 lot (5,000)Ā 2-6 MonthsĀ

Ultra-precision resisterĀ

Semiconductor ICĀ
\75 

(unit prices)Ā 4-7 DaysĀ
\40,000 

1 lot (2,500)Ā 4-18 MonthsĀ

JAXA  ISS S&MA expects that part procurement from providers on the Web will increase in 
the future because contractors can save time and costs.  

3. Effects of Activities 
3.4 Permission for EEE part procurement from providers on the Web(2/2) 
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Ā

5.(Conclusion((Next(Plan)(

(1) Expansion of Available Highly Reliable COTS Parts 
To expand available COTS EEE parts, JAXA ISS S&MA will investigate 
another approval and certification system for EEE parts. 
 

(2) Improvement of the EEE Part Evaluation Process 
For the reduction of development time and cost, JAXA ISS S&MA will 
examine the improvement of the parts evaluation process. 
In the case of HTV, JAXA ISS S&MA transferred the majority of 
evaluation authority to the HTV project team because the evaluation 
range was limited to equivalency with past parts. 
JAXA will confirm the effectiveness of  this process change and perform 
further improvement if necessary. 
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Outline(

•  Introduc%on(to(NASA(PCB(requirements(and(
quality(verifica%on(

•  Copper(Wrap(Pla%ng(Example(
•  Reliability(Methodologies(
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What%is%a%Printed%Circuit%Board%(PCB)?%
(
Three(dimensional(
Laminated(
Insulator(and(conductor(
Solderable(
Moun%ng(holes(
Electrical(performance((isola%on,(conduc%on,(impedance,(EMI)(
Mechanical(performance((size,(vibra%on,(flexibility)(
Heat(management(
Weight(
Cost(
Manufacturability(
(

3(

PCB(Quality(

•  NASA(uses(IPC(standards((e.g.,(IPC^6012)
•  Tes%ng(and(requirements(include:(
– External(visual(examina%on(
– Microsec%on(evalua%on(
– Electrical(con%nuity(and(isola%on(
– Solderability(
– Cleanliness(

(

4(



5(

6(

Independent(Microsec%oning(
•  Suppliers(required(to(do(

microsec%oning(per(PCB(
performance(specifica%ons(

•  Secondary(GSFC(independent(
microsec%on(analysis(yielded(
20^30%(inspec%on(rejects,(caused(
by:(
–  Screening(escapes:(

•  Test(sample(quality(not(consistent(
•  Supplier(microsec%on(process(

–  Requirement(interpreta%ons(
–  Requirements(flow^down(issues(

•  Alterna%ve(specifica%ons((MIL,(ECSS)(
•  Buying(heritage(and(off^the^shelf(designs(

Microsec%on(Rejects(Impact(

•  Cheap(to(rebuild(boards;(lost(build(schedule(is(
expensive(

•  But(failures(are(even(more(expensive!(
•  Test(sample(nonconformance(is(not(a(PCB(failure(
•  Implemented(process(to(use(risk^based(decisions(to(
determine(acceptability(of(nonconformances(

•  Defects(can(have(liBle(to(no(impact(per(applica%on(
•  Began(to(explore(origins(and((
((((merit(of(requirements(



Requirements(and(Issues(

COPPER%WRAP%PLATING%

7(

What(is(copper(wrap?(

Figures(and(text(are(per(IPC^T^50.( 8(



Minimum(Wrap(Thickness(Requirement(

Per(IPC^6012(for(through^holes:(

AABUS(=(As(Agreed(Between(User(and(Supplier(

Class%1% AABUS(

Class%2% 5(µm([197(µin](

Class%3%&%3/A% 12(µm([472(µin](

9(

“F”(or(Knee(Crack(

S%ll(shot(from(anima%on(of(a(buried(via(wrap(crack(failure(mode.((

Expansion(with(thermal(cycles(creates(stress(on(pla%ng(and(laminate(

interfaces(rela%ve(to(the(temperature,(CTE(of(the(materials(and(number(

of(layers.((The(outer(layers(experience(the(greatest(stress.(
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BuB(Joint(Failure(

Anima%on(available(at:(hBp://pcb.iconnect007.com/reed/reed_fig10.htm(

Expansion(with(thermal(cycles(creates(stress(which(will(separate(the(hole(

barrel(pla%ng(from(circuit,(causing(an(intermiBent(open(circuit(failure(as(

the(board(“flexes”(with(thermal(excursions(from(ambient.(

11(

Issues(

•  Requirement(was(introduced(to(IPC(with(minimal(data(

–  Reliability(reported(to(be(beBer(with(wrap(vs.(buB(joint(
–  Half(of(barrel(pla%ng(thought(to(be(“good(enough”(
–  Higher(quality(limit(used(as(safety(margin(against(manufacturing(varia%on(

during(planariza%on(

•  Wrap(planariza%on(can(cause(0.3+(mils(variance(in(panel;(
manufacturers(must(target(more(wrap(

•  Wrap(cannot(be(achieved(at(required(thickness(for(designs(with(
%ght(line^width(spacing(and/or(with(mul%ple(lamina%on/pla%ng(
steps(

•  No(wrap(requirement(in(ESA’s(spec(ECSS^Q^ST^70^11C((

–  Will(be(introduced(in(new(“Rev(1”,(projected(for(later(in(2015(
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Going(beyond(quality(requirements(

RELIABILITY%METHODOLOGIES%

13(

Case(at(GSFC(
•  Mission(had(populated(and(integrated(board(with(zero(wrap(

•  Life(tes%ng(on(D(coupon:(

–  Exposed(to(solder(temp(condi%ons(and(thermal^cycling(from(0(to(70(°C(

–  Survived(7500(cycles(without(failure(
–  Mission(life(is(37(to(101(cycles,(depending(on(equivalency(calcula%on(

–  Small(sample(size(compared(to(1000(to(2000(capped(vias(on(actual(board(

•  Fa%gue(analysis((Manson(method)(of(design(in(mission(integra%on(&(orbit:(

–  Cumula%ve(damage(to(a(single(via(calculated(to(be(only(2.8%(of(fa%gue(life(

–  Of(that(damage,(60%(would(occur(in(assembly,(39%(in(I&T,(and((

1%(during(flight(–(risk(is(incurred(on(ground(((

•  Stress^strength(interac%on(suggested(per(feature((

reliability(of(0.99999998,(with(life(margin(of((

943,000(cycles(on(orbit(

D(coupon(for(thermal(cycling(
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GSFC(Wrap(Reliability(Study(

Objective: Determine the impact of copper 
wrap plating thickness on PCB reliability, as 
characterized by thermal cycles to failure 

Study investigates reliability with gradient of 
wrap thicknesses and variables of dielectric 
material, board thickness, and thermal 
conditions 

Design test 
specimen 

Procure 
boards 

Verify quality 
and wrap 

thicknesses 
(microsection) 

Verify initial 
electrical 

resistances 

Pre-condition 
boards with 

2X reflow 

Verify 
electrical 

resistances 

Thermal 
cycles with 
resistance 
monitoring 

Test stops at 
500 cycles 

Data review 
and reliability 

analysis 

Failure 
localization 

Failure 
analysis 

Surviving 
samples 

stressed to 
higher temp 

(Possible future work) 

 Yes 

No 

Sample 
Fails? 

Final Report 
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Test(Specimen(Popula%ons(

16 unique configurations 
(material, wrap, and 
design) and two 
temperature populations 
 
Sample sizes for each 
configuration/temp: 
   ~14 for ΔTA  
    ~7 for ΔTB 
 
Thermal cycles: 
ΔTA = -10 to 50 °C 
ΔTB = -10 to 75 °C((

Polyimide 
~ 0-mil wrap 

FR4 

< 0.2-mil wrap 
16-layer 

ΔTB 

0.2- to 0.5-mil wrap 

> 0.5-mil wrap 

ΔTA 

22-layer 

ΔTB ΔTA 

16-layer 

ΔTB ΔTA 

22-layer 

ΔTB ΔTA 

16-layer 

ΔTB ΔTA 

22-layer 

ΔTB ΔTA 

16-layer 

ΔTB ΔTA 

22-layer 

ΔTB ΔTA 

~ 0-mil wrap 

< 0.2-mil wrap 
16-layer 

ΔTB 

0.2- to 0.5-mil wrap 

> 0.5-mil wrap 

ΔTA 

22-layer 

ΔTB ΔTA 

16-layer 

ΔTB ΔTA 

22-layer 

ΔTB ΔTA 

16-layer 

ΔTB ΔTA 

22-layer 

ΔTB ΔTA 

16-layer 

ΔTB ΔTA 

22-layer 

ΔTB ΔTA 

16(



Measured(Wrap(Across(Panel(

Min:(0.11(
Mean:(0.19(
Max:(0.30(

Min:(0.00(
Mean:(0.05(
Max:(0.13(

Min:(0.00(
Mean:(0.01(
Max:(0.11(

Min:(0.19(
Mean:(0.27(
Max:(0.30(

Min:(0.11(
Mean:(0.22(
Max:(0.35(

Min:(0.00(
Mean:(0.12(
Max:(0.22(

Min:(0.16(
Mean:(0.24(
Max:(0.34(

*Values(in(mils((1(mil(=(0.001(in(=(25.4(microns)(
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Panels(

Manufactured(as(0.2(to(0.5(mil(wrap(

Box^and^Whisker(Plots(of(Wrap(Thickness(

Panels:(“1”=16^Layer(Polyimide(|(“2”=22^Layer(Polyimide(|(“3”=16^Layer(FR4(|(“4”=22^Layer(FR4((
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Requirements(vs(Quality/Reliability(
•  Copper(wrap(requirement:(

–  Directs(manufacturers(to(a(nominal(value(for(manufacturing(
success(rather(than(poin%ng(users(to(a(reliable(value(

–  Pushes(bounds(of(manufacturability(for(modern(designs(
•  GSFC(able(to(determine(acceptability(of(wrap(defect(based(

on(reliability(tes%ng(and(analysis(in(context(of(mission(
environment(and(dura%on(

•  Save(expense(of(having(to(rebuild(and(integrate(new(
assembly(

•  IPC(currently(commiBed(to(inves%gate(copper(wrap(pla%ng(
reliability(data(to(revisit(requirement(

•  Coupon(nonconformance(is(not(PCB(failure(

19(

PCB(Reliability(Tests(
•  Industry(test(methods(that(can(be(required(to(
supplement(PCB(quality(verifica%on(

•  Thermal(Shock(
–  IPC^TM^650,(Method(2.6.7.2(
– Air^to^air(or(liquid^to^liquid(methods(
– Highly(Accelerated(Thermal(Shock((HATS)(

•  DC(Current(Induced(Thermal(Cycling(Test(
–  IPC^TM^650,(Method(2.6.26(
–  Interconnect(Stress(Tes%ng((IST)(
–  Current(Induced(Thermal(Cycling((CITC)(

20(



Figure(References(
•  Slide%4:(Figure(3^16(per(IPC^6012C,(Qualifica%on(and(

Performance(Specifica%on(for(Rigid(Printed(Boards.(
•  Slide%8,%figures%and%text:(IPC^T^50K,(Terms(and(Defini%ons.(
•  Slide%10%photos:(PWB(Interconnect(Solu%ons(Inc,(2013(
•  Slide%10%figure:(Reid(on(Reliability:(Buried(Via(Reliability,(08(

March(2011,(Paul(Reid,(PWB(Inc.(
•  Slide%11,%figure%and%photograph:(Reid(on(Reliability:(BuB(Joint(

Failures.(PWB(Inc.(18(January(2011.(
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Acronym(( Defini-on((
Aero%% Aerospace%%
AFRL% Air%Force%Research%Laboratory%
BME%% Base%Metal%Electrode%%
BOK%% Body%of%Knowledge%%
CBRAM%% Conduc?ve%Bridging%Random%Access%Memory%%
CCMC% Community%Coordinated%Modeling%Center%
CDH% Central%DuPage%Hospital%Proton%Facility,%Chicago%Illinois%
CMOS%% Complementary%Metal%Oxide%Semiconductor%%
CNT% Carbon%Nanotube%
COP%% Community%of%Prac?ce%%
COTS%% Commercial%Off%The%Shelf%%
CRÈME% Cosmic%Ray%Effects%on%Micro%Electronics%
DC%% Direct%Current%%
DLA/DSCC%% Defense%Logis?cs%Agency%Land%and%Mari?me%%
EEE%% Electrical,%Electronic,%and%Electromechanical%%
ELDRS%% Enhanced%Low%Dose%Rate%Sensi?vity%%
EP% Enhanced%Plas?c%
EPARTS%% NASA%Electronic%Parts%Database%
ESA%% European%Space%Agency%%
FPGA%% Field%Programmable%Gate%Array%%
FY%% Fiscal%Year%%
GaN%% Gallium%Nitride%%
GSFC%% Goddard%Space%Flight%Center%%
HUPTI% Hampton%University%Proton%Therapy%Ins?tute%
IBM%% Interna?onal%Business%Machines%%
IPC% Interna?onal%Post%Corpora?on%
IUCF% Indiana%University%Cyclotron%Facility%
JEDEC% Joint%Electron%Device%Engineering%Council%
JPL%% Jet%Propulsion%Laboratories%%
LaRC%% Langley%Research%Center%%
LEO% Low%Earth%Orbit%

LLUMC%
James%M.%Slater%Proton%Treatment%and%Research%Center%at%Loma%
Linda%University%Medical%Center%

MGH% MassachuseSs%General%Hospital%%

Acronym(( Defini-on((
MIL% Military%%

MLCC%% Mul?TLayer%Ceramic%Capacitor%%

MOSFETS%% Metal%Oxide%Semiconductor%Field%Effect%Transistors%

MRAM% Magnetoresis?ve%Random%Access%Memory%

MRQW%% Microelectronics%Reliability%and%Qualifica?on%Working%Mee?ng%%

MSFC%% Marshall%Space%Flight%Center%%

NASA%% Na?onal%Aeronau?cs%and%Space%Administra?on%%

NAVY%Crane% Naval%Surface%Warfare%Center,%Crane,%Indiana%
NEPAG%% NASA%Electronic%Parts%Assurance%Group%%

NEPP%% NASA%Electronic%Parts%and%Packaging%%

NPSL% NASA%Parts%Selec?on%List%

PBGA%% Plas?c%Ball%Grid%Array%%

POC% Point%of%Contact%

POL%% Point%of%Load%%

ProCure% ProCure%Center,%Warrenville,%Illinois%

RERAM%% Resis?ve%Random%Access%Memory%%

RF%% Radio%Frequency%%

RHA% Radia?on%Hardness%Assurance%

SAS% Supplier%Assessment%System%

SEE% Single%Event%Effect%

SEU%% Single%Event%Upset%%

SiC% Silicon%Carbide%%

SME% Subject%MaSer%Expert%

SOC%% Systems%on%a%Chip%%

SOTA% State%of%the%Art%

SPOON% Space%Parts%on%Orbit%Now%

SSDs% Solid%State%Disks%

TI%% Texas%Instruments%%

TMR%% Triple%Modular%Redundancy%

TRIUMF% TriTUniversity%Meson%Facility%

VCS% Voluntary%Consensus%Standard%

VNAND%% Ver?cal%NAND%
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Taking a Step Back… 
A Simple View of NEPP’s Perspective 
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Physics of 
failure (POF) 

Chemistry of 
failure (COF) 

Screening/ 
Qualification 

Methods 

Mission 
Reliability/ 
Success 

Application/ 
Environment 

NEPP Efforts Relate to Assurance of EEE Parts – 
It’s not just the technology, but how to view the need for safe 

insertion into space programs. 



A View of NASA Electrical, Electronic, and 
Electromechanical (EEE) Parts Needs – Diversity! 

Commercial 
Crew 

Small 
Missions 

Manned 
Mars 

Focus on fail-safe 
architecture/electronics 

Focus on cost-consciousness 
and low power electronics 

Focus on reliability and 
radiation tolerance 

Overlap areas are critical assurance infrastructure 
(NASA Electronic Parts Assurance Group - NEPAG) 
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Without forgetting traditional LEO and Deep-Space Robotic needs 

What EEE Parts Diversity Entails –  
NEPP Tenets for Planning Tasks 

•  Tasks should 
–  Learn from the past, 
–  Focus on the present, and, 
–  Plan for the future. 

•  Tasks should have widest applicability to Agency needs. 
–  Know our customer base: technologists, designers, engineers,
… 

–  No single NASA center interests or direct flight project 
support. 

•  Tasks should leverage partnerships with other agencies, 
industry, and universities. 
–  Partnering with flight projects ONLY when the Agency as a 

whole benefits. 

Note: A combined perspective on EEE parts allows an equal 
assurance/engineering approach to NEPP plans. 
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NEPP Overview (1) 
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NEPP provides the Agency infrastructure for 
assurance of EEE parts for space usage 

Standards  
Ensures NASA needs are represented 

Technology Evaluation 
Determine new technology applicability 

and qualification guidance 

Qualification guidance 
To flight projects on how to qualify 

Manufacturer Qualification 
Support of audits and review 

of qualification plans/data 

Test/Qualification Methods 
Evaluate improved or 

more cost-effective concepts 

Information Sharing 
Lessons learned, working groups, 

website, weekly telecons 

Risk Analysis 
For all grades of EEE parts (commercial, 

automotive, military/aerospace, …) 

Subject Matter Experts 
(SMEs) for NASA programs, other 

agencies, industry 

NEPP and its subset (NEPAG) are the Agency’s points of contact (POCs) 
for assurance and radiation tolerance of EEE parts and their packages. 

To be presented by Kenneth A. LaBel at the 2015 Trilateral Safety & Mission Assurance Conference (TRISMAC), ESA Centre For Earth Observation (ESRIN) 
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NEPP Overview (2) 
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NEPP Top-Level Task Areas 

Assurance 

Complex Devices 
(Commercial/Mil-Aero) 

Automotive/Commercial 
Electronics 

NEPAG 

Power Devices 
(Commercial/Mil-Aero) 

As opposed to a traditional breakdown of parts, packaging, or radiation, 
NEPP tasks can be categorized into these five areas. 

Backup slides are provided to show detailed task listing. 

To be presented by Kenneth A. LaBel at the 2015 Trilateral Safety & Mission Assurance Conference (TRISMAC), ESA Centre For Earth Observation (ESRIN) 
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EEE PARTS ASSURANCE AND 
RISK 

9 
To be presented by Kenneth A. LaBel at the 2015 Trilateral Safety & Mission Assurance Conference (TRISMAC), ESA Centre For Earth Observation (ESRIN) 
Frascati, Italy, May 18-20, 2015. 

10 

Understanding EEE Parts Risks 

•  The risk management requirements 
may be broken into three 
considerations 
–  Technical/Design – “The Good” 

•  Relate to the circuit designs not being able to 
meet mission criteria such as jitter related to a 
long dwell time of a telescope on an object 

–  Programmatic – “The Bad” 
•  Relate to a mission missing a launch window or 

exceeding a budgetary cost cap which can lead to 
mission cancellation 

–  Radiation/Reliability – “The Ugly” 
•  Relate to mission meeting its lifetime and 

performance goals without premature failures or 
unexpected anomalies. 

•  Assurance falls under this heading. 

•  Each mission determines its priorities among 
the three risk types 

To be presented by Kenneth A. LaBel at the 2015 Trilateral Safety & Mission Assurance Conference (TRISMAC), ESA Centre For Earth Observation (ESRIN) 
Frascati, Italy, May 18-20, 2015. 
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EEE Parts Risk Trade Space – 
Selected Factors for the “Big Three” 

•  Cost and Schedule 
–  Procurement 
–  NRE 
–  Maintenance 
–  Qualification and test 

•  Performance 
–  Bandwidth/density 
–  SWaP 
–  System function and 

criticality 
–  Other mission constraints 

(e.g., reconfigurability) 
•  System Complexity 

–  Secondary ICs (and all their 
associated challenges) 

–  Software, etc… 

•  Design Environment and Tools 
–  Existing infrastructure and 

heritage 
–  Simulation tools 

•  System operating factors 
–  Operate-through for single 

events 
–   Survival-through for portions 

of the natural environment 
–   Data operation (example, 95% 

data coverage) 
•  Radiation and Reliability 

–  SEE rates 
–  Lifetime (TID, thermal, 

reliability,…) 
–  “Upscreening” 

•  System Validation and 
Verification 

NRE: non-recurring engineering 
IC: integrated circuit 
SEE: single-event effect 
TID: total ionizing dose 

To be presented by Kenneth A. LaBel at the 2015 Trilateral Safety & Mission Assurance Conference (TRISMAC), ESA Centre For Earth Observation (ESRIN) 
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Generalized EEE Parts Assurance 
Concept 

•  EEE parts assurance is a spectrum of trade 
spaces based on two considerations: 
–  Criticality: whether the mission or application is in 

the “must work” category, and, 
–  Environment/Lifetime: how harsh the space 

environment for the mission is, coupled with length 
of mission to qualify as success. 

•  A reminder 
–  Additional environment protection can be anything 

from shielding to thermal control to fault tolerant 
design. 

–  Anomalies and failures are what happens when the 
protection isn’t sufficient. 
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Applying These Concepts to EEE Parts 
•  The matrix on the following slide 

illustrates this using a modified risk 
approach (image on this slide). 
–  Note that the green areas are where 

commercial off the shelf (COTS) 
electronics may be considered 
apropos while the red may require 
traditional EEE parts assurance 
approaches (i.e., NASA Level 1 or 2 
parts – these are equivalent to the 
Mil/Aero grade components for 
space). 

–  While not specifically called out 
here, other grades between 
commercial and Mil/Aero such as 
automotive are part of the trade 
space. 
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Notional EEE Parts Usage Factors 

Low Medium High 

Low COTS upscreening/ 
part testing optional; 

do no harm (to 
others) 

COTS upscreening/ 
testing recommended; 

fault-tolerance 
suggested; do no 
harm (to others) 

Rad hard 
suggested. COTS 

upscreening/ 
testing 

recommended; 
fault tolerance 
recommended 

Medium COTS upscreening/ 
testing 

recommended; fault-
tolerance suggested  

COTS upscreening/ 
testing recommended; 

fault-tolerance 
recommended 

Level 1 or 2, rad 
hard suggested. 
Full upscreening 
for COTS. Fault 

tolerant designs for 
COTS. 

High Level 1 or 2 
suggested. COTS 

upscreening/ 
testing 

recommended. Fault 
tolerant designs for 

COTS. 

Level 1 or 2, rad hard 
suggested. Full 

upscreening for COTS. 
Fault tolerant designs 

for COTS. 

Level 1 or 2, rad 
hard 

recommended. Full 
upscreening for 

COTS. Fault 
tolerant designs for 

COTS. 
14 
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Environment/Lifetime 
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Comments on the “Matrix” Wording 

•  “Optional” – implies that you might get away 
without this, but there’s possible risk if you don’t. 

•  “Suggested” – implies that it is a good idea to do 
this, but there’s some increased risk if you don’t. 

•  “Recommended” – implies that this should be 
done and there’s probable risk if you don’t. 

•  Where just the item is listed (ex., “full 
upscreening on COTS”) – this should be done to 
meet the criticality and environment/lifetime 
concerns. There is definite risk if you don’t 

Good mission planning identifies where on the matrix 
a mission/application lies. 
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NEPP FOR THE NEW FRONTIER – 
“COST CONSCIOUS MISSIONS”: 

IS BETTER THE ENEMY OF GOOD ENOUGH? 
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NEPP Tenets for 
Cost-Conscious Missions 

•  The following charts will provide a sampling of 
our current recommendations and thoughts on 
“saving money”. 

•  General topic areas for the following charts: 
–  Using existing resources, 
–  Grades of EEE parts, 
–  Alternate screening/qualification approaches, and, 
–  Fault tolerance. 

“A typical new car is equipped with more than 50 
computers, designed to operate under extreme 

conditions for extended periods of time.” 
http://semiengineering.com/week-35-automotive-at-dac/ 
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Using Spare Parts and Other 
Resources 

•  Make use of existing resources. 
–  Are there spare devices available at you Agency or within your 

control? 
•  Flight procurements usually include extra device samples. 

–  This can include connectors to capacitors to FPGAs. 
•  Some may be fully screened and even be radiation hardened/tested. 

–  You may still have to perform some additional tests, but it’s still a lower cost . 

•  Engage parts/radiation engineers early to help find and evaluate 
designers “choices” of EEE parts. 

–  Use their added value to help with the choices and even on fault tolerance 
approaches. 

•  If spare parts are not available, try to use parts with a “history of 
use”. 

–   These parts perform similarly to the “history” EEE parts  
•  Not guaranteed 

•  Higher risk: 
–   Choose devices built on the same process/design rules by the same 

manufacturer. 

•  If you absolutely need something new, you will pay for the 
qualification or take the risk. 
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Background on EEE Parts Grades 
•  EEE parts are available in grades. 

–  Designed and tested for specific environmental characteristics. 
•  Operating temperature range, pressure/vacuum, radiation exposure, 

shock, vibration,… 
–  Examples of Grades: 

•  Aerospace, Military, Automotive, Medical, Extended Performance/
Temperature-Commercial (EP), and Commercial Off the Shelf (COTS).  

•  Aerospace Grade 
–  Traditional choice for space usage. 

•  Designed and tested for reliability and often radiation for space 
usage. 

–  Relatively few available parts and their performance lags behind 
commercial counterparts (speed, power). 

•  NEPP has a long history of evaluating grades other than 
Aerospace or Military. 
–  Current focus is on Automotive and Commercial. 

•  Automotive parts are less expensive than Aerospace counterparts. 
–  The BIG question is on reliability/radiation for space. 
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A Few Upfront Comments 

•  Aerospace Grade electronics are typically 
designed and tested to survive a wide range of 
environment exposures: 
–  -55C to +125C, as an example. 

•  This allows a “generic” qualification by a 
manufacturer to encompass a wide array of user 
mission needs (i.e., one test for a lot of folks 
rather than a new test for each customer). 

•  Commercial off the shelf (COTS) for terrestrial 
usage aren’t designed/tested to these same 
levels. 
–  This doesn’t mean they won’t work in a mission, but 

implies that you have to find a means of either reducing 
or accepting risk. 
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Temperature Rating Versus “Need” 

•  Aerospace and Military grades are qualified for usage via 
exhaustive temperature cycles at -55C to +125C. 
–  This is a conservative approach allowing vendors to qualify 

once for the majority of space customers. 
–  But what if we want to use parts not rated for this wide 

range? 
•  Actual mission profile thermal excursions are mission 

unique. 
–  May be relatively when compared to the standard “Mil 

grade” temperature range. 
•  However, there may be thousands of temperature cycles to 

consider. 
–  What’s the appropriate testing? Conservative or reduced 

levels? 
•  Operation outside of the rated temperature, while 

possible, entails risk. 
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Automotive Electronics – NEPP Tasks 
•  Develop a body of knowledge (BOK) document, highlighting the 

Automotive Electronics Council (AEC) documents as well as 
discussions with manufacturers.  

–  Summary eludes to the need for “relationships” between vendor and 
buyer being necessary to coordinate screening/qualification 
requirements. 

•  Evaluate (reliability) selected automotive grade electronics (in 
collaboration with Navy Crane). 

–  ICs, Capacitors, and, Discretes. 
–  Early results are promising. 

•  Evaluate (radiation/reliability) of an automotive grade 
microcontroller. 

•  Review ISO 26262: (Automotive) Functional Safety Standard– 
reliability requirement  is extremely strict for safety critical 
systems. 

–  Architectural fault tolerance approaches may have commonality. 
•  Working with Micron (automotive systems/advanced technology). 

–  Does design for terrestrial soft error tolerance (device/architectures) 
help for space usage? 
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Do We Need Traditional Parts Screening/
Qualification? 

•  Traditional testing was developed as a conservative means of 
bounding risk using temperature and voltage acceleration 
factors and adequate sample size statistics. 
–  Are downscaled or alternate approaches adequate for cost-

conscious missions? 
•  Board level tests – how do they correlate to part level tests? 

–  Temperature range for tests are limited to “weakest link” on the 
board (use 0 to 70/85C). 

•  What number of temperature cycles are needed for reliability? 
–  Modern boards usually have localized power conversion. 

•  Implies changes to input voltages may not accelerate degradation due 
to voltage regulation. 

–  Besides the stress mechanisms, 
•  As opposed to access of every pin and full test vectors, board level 

has limits on input/output capabilities, operational tests, and visibility 
of “failures”. 

–  Appropriate sample size for statistics also challenges. 
•  Question to consider: how do we quantify the risk reduction? 
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Fault Tolerance to Increase “Parts” 
Reliability? 

•  Means of making a system more “reliable/available” can occur 
at many levels: 
–  Operational 

•  Ex., no operation in the South Atlantic Anomaly (proton hazard) 
–  System 

•  Ex., redundant boxes/busses or swarms (with spares) of nanosats 
–  Circuit/software 

•  Ex., error detection and correction (EDAC) of memory devices 
–  Device (part) 

•  Ex., triple-modular redundancy (TMR) voting of internal logic within the 
device 

–  Transistor 
•  Ex., use of annular transistors for TID improvement 

–  Material 
•  Ex., addition of an epi substrate to reduce SEE charge collection (or 

other substrate engineering) 
The question remains: 

How effective is the fault tolerance in increasing reliability? 
To be presented by Kenneth A. LaBel at the 2015 Trilateral Safety & Mission Assurance Conference (TRISMAC), ESA Centre For Earth Observation (ESRIN) 
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Will Fault Tolerance Work When 
We Haven’t Tested the Parts? 

•  The System May Work, But What Level of Confidence Exists 
That It Will? 
–  What are the “unknown unknowns”? Can we account for them? 
–  How do you calculate risk with unscreened/untested EEE parts? 
–  Do you have common mode failure potential in your design? (i.e., 

a identical redundant string rather than having independent 
redundant strings) 

–  How do you adequately validate a fault tolerant system for 
space? 

•  If, for example, 95% of faults are able to be recovered from, how 
critical are the other 5%? 

•  Is there any “dead time during recovery? 

•  If we go back to the “Matrix”, how critical is your function and 
harsh your environment/lifetime? 

–  This will likely provide the “answers” to the above questions. 

Good engineers can invent infinite solutions, 
but the solution used must be adequately validated and the risks accepted. 
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Summary 
•  NEPP is an agency-wide program that endeavors to 

provide added-value to the greater aerospace 
community. 
–  Always looking at the big picture (widest potential space 

usage of evaluated technologies and NEPP products). 
–  We look to the future by learning from our past. 

•  We’ve provided some thoughts on EEE Parts 
Assurance for Cost-Conscious Missions. 
–  Knowledge is always a key 

•  Next NEPP Workshop planned for June 23-26 2015. 
–  Will be a mix of traditional June meeting plus CubeSat 

focus. 
–  On-site open to U.S. only. 
–  Web access available to international participants. 
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Backup 
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Updating the NEPP Roadmap 

•  Starting in 2014, NEPP began modifying its 
roadmap to accommodate tasks supporting cost-
conscious missions. Key areas include: 
–  Automotive Electronics (parts grade, safety critical), 
–  Small Mission Guidance, 
–  Board Level Testing, and 
–  Additional COTS evaluations focused on CubeSat 

electronic needs. 
•  Note: An early deliverable of NEPP tasks: 

–  Body of Knowledge (BOK) – a document that collects 
known information about a subject including maturity, 
testing, and reliability. 

•  It is often a predecessor to technology evaluation or 
guideline development tasks. 
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FY15 NEPP Core – 
Automotive/Commercial Electronics 

Automotive 
Electronics 

Advanced, 
Processors 

Alternate 
Test  

Approaches 

Microcontrollers Guidance, 
Documents 

Freescale P5040 
Network Processor 

(IP for next generation 
BAE Systems Rad Hard 

Processor) 

NEPP Research Category – Automotive/Commercial Electronics 

Freescale 
Automotive 

Microcontroller 
(+ board) 

Radiation, Reliability 

Rule of thumb 
documents 

Policy, Guidelines 

BOK 
on specs, standards, 

and 
vendor approaches 

(NEPAG) 

Reliability 
evaluation of 

 ceramic capacitors, 
discrete transistors, 

and microcircuits 

Core Areas are Bubbles; 
Boxes underneath are variable 
tasks in each core 
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Effectiveness of 
Board Level Testing 

for Piecepart 
Qualification 

(will utilize boards 
with automotive 

microcontrollers) 

Mobile 
Processors 

Intel Atom, 
Qualcomm 

Snapdragon 
Processors 

(radiation only) 
Cubesat vendor 

Microcontrollers: 
Tyvak 

(TI microcontroller), 
Pumpkin 
(Atmel 

microcontroller)  
(radiation only) 

Work performed by 
NASA and Navy Crane 

Microcontroller 
recommendations 

CubeSat 
Parts Database 

COP 

NEPP Ongoing Task 
Legend 

FY15 New Start 
Overguide/Pending Availability 

Medical Electronics 
BOK 

Extended 
Temperature 
Evaluation of 
Automotive 
Capacitors 

TBD: 
TI EP parts; Automotive safety critical study 

CubeSat Star Trackers  
Radiation 

BOK = Body of Knowledge 
COP = Community of Practice  
FY = Fiscal Year  
TI = Texas Instruments  
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FY15 NEPP Core  - Complex Devices 

FPGAs – 
Radiation 

NEPP Research Category – Complex Devices (Commercial/Mil-Aero) 

Xilinx Virtex 5QV 

Xilinx 28nm 
Virtex-7, Kintex-7 

Core Areas are Bubbles; 
Boxes underneath are variable 
tasks in each core 
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Xilinx Zynq 

Microsemi RT4G 
and Igloo2 

Embedded 
Coldfire™ 

FPGAs – 
Reliability 

Xilinx Virtex 5QV 
Daisy Chain 

Package 
Evaluation 

Advanced 
Packaging 

Class Y, N 
Support 

Class Y and IPC 

HALT for 
PBGA + others 

Memory 
Devices 
(COTS) 

Resistive Memory 
(RERAM, CBRAM) 

Radiation, 
Reliability 

3D Structure 
FLASH Memory 

Samsung VNAND 
Radiation, 
Reliability 

DDR3 Memory 
Radiation, 
Reliability 

Assurance 

Memory Fault 
Coverage 

Altera Stratix-V 

SOC 
Radiation 

Synopsys 
TMR Tool 

Evaluation 

Thermal Interface 
Materials 

Area Array 
Column Guideline 

Commercial 
Stacked (SSDs) 

Advanced 
CMOS 

IBM 
trusted foundry 

14-32 nm 
Radiation 

Intel 
14 nm 

Radiation 

Robustchip/ 
Cisco 

28nm and below 
Radiation 

Micron 16nm 
planar FLASH 

Radiation, 
Reliability 

Xilinx 20nm 
Altera 14nm 

NEPP Ongoing Task 
Legend 

FY15 New Start 
Overguide/Pending Availability 

Altera Stratix-V 

Microsemi RT4G 
Daisy Chain 

Package 
Evaluation 

Xilinx 28nm 

Other technologies 
(MRAM, CNT) 

Altera Max10 

CBRAM = Conductive Bridging Random Access Memory  
CNT = Computer Engineering Technology 
CMOS = Complementary Metal Oxide Semiconductor  
COTS = Commercial Off The Shelf 
FPGA = Field Programmable Gate Array 
IPC = International Post Corporation 
MRAM = Magnetoresistive Random Access Memory 
PBGA = Plastic Ball Grid Array  
RERAM = Resistive Random Access Memory 
SSDs = Solid State Disks 
TMR = Triple-Modular-Redundancy 
VNAND = Vertical NAND  
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FY15 NEPP Core  - Power Devices 

Power 
Converters 

Widebandgap 
Power and RF 

Power 
MOSFETS –  

Silicon 

Assurance 

GaN Radiation Test 

NEPP Research Category – Power Devices (Commercial/Mil-Aero) 

Standards 
Support Hybrids/DC-DC 

Converter 
Working Group 

POL Reliability 
+ SEU 

Susceptibility 

Core Areas are Bubbles; 
Boxes underneath are variable 
tasks in each core 
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New Mil/Aero 
Product 

Evaluation 
(Radiation) 

SiC Radiation Test 

Combined Effects 
Reliability 

(Cubesat) 
Commercial 

Power Systems 
Electronics 
Evaluation 
(Radiation) 

Widebandgap 
Working Group 

NEPP Ongoing Task 
Legend 

FY15 New Start 
Overguide/Pending Availability 

DC-DC Converter 
Selection 
Guideline 

MOSFETS = Metal Oxide 
Semiconductor Field Effect 
Transistors 
GaN = Gallium Nitride  
Mil/Aero = Military/Aerospace 
POL = Point of Load 
RF = Radio Frequency 
SEU = Single Event Upset  
SiC = Silicon Carbide 
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FY15 NEPP Core  - Assurance 

Radiation Assurance 

NEPP Research Category – Assurance 

Core Areas are Bubbles; 
Boxes underneath are variable 
tasks in each core 
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Parts 

BME Capacitors – 
teaming w Aerospace Corp 

MLCC Reliability 
Guideline 

Packaging 

Tantalum Capacitors 
Reliability (includes 

DLA drawing #103032) 

Super/Ultra Capacitors BOK 

Ultra Small Passives BOK 

Integrated 
Inductor/Resistor 

NEPP Ongoing Task 
Legend 

FY15 New Start 
Overguide/Pending Availability 

Connectors/ 
Wire 

Aluminum 
Wire 

Evaluation 

NASA Connector 
Usage BOK 

TBD 
Connector tests 

NASA Connector 
Working Group 

TBD: 
GRC spare parts; 217 study 

Hermeticity 
Test Method 
Guideline/ 

Mil-STD Update 

NEPP Roadmap 
Update 

Leadless Package 
Trends 

Copper Bondwire 
BOK 

Ultra-ELDRS 

Board level 
proton testing 

Guideline 
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